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Talk Outline

Project background

Elliptic Curve Cryptography (ECC) overview

Seeding industry adoption of ECC

IETF standardization in SSL

Contributions to OpenSSL/Apache, NSS/Mozilla, Java

Accelerating public key cryptosystems

ECC and RSA accelerators
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Secure transactions

Clients

Servers

The Next Wave of the Internet

Trends:

Number of devices

Device capabilities

Security needs

Secure transactions

Clients need lower capability
threshold for strong crypto

Servers need greater capacity
to handle secure transactions
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Elliptic Curve Cryptography

Computationally efficient
public-key cryptosystem,
highest security strength per
bit

Memory, power and
bandwidth savings
(well suited for wireless /
constrained devices)

Advantage improves as
security needs increase

Endorsed / standardized by
NIST, ANSI, IEEE, IETF

Good match for AES

Sym. RSA ECC Size Perf.

80 1,024 160 6:1 4:1

112 2,048 224 9:1 14:1

128 3,072 256 12:1

192 7,680 384 20:1

256 15,360 521 30:1

Equivalent key sizes
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Elliptic Curve Cryptography

Parameters: elliptic curve and a
base point P

Scalar point multiplication: Q = k P.
e.g. 11P = ((P*2)*2+P)*2+P

Elliptic Curve Discrete Logarithm
Problem (ECDLP): given kP (public-
key) & P, find k (private-key)

Best known attack: Pollard- rho

algorithm O(n1/2)
R=P1+P2

P2
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ECC Adoption
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Project Approach

Seed market adoption of ECC

Standardization efforts

Contributions to open source community w/ very liberal
licensing

Articulate benefits in �real-world� scenarios

Develop acceleration techniques for ECC
and RSA

Hardware acceleration through crypto core or ISA
extensions

Optimized firmware for ECC point multiplication and RSA
modular multiplication
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Systems Approach

Crypto Building Blocks

Secure Socket Layer Secure
Shell
(SSH)

IP Security
(Ipsec)

PGP

S/MIME

Remote
Access

Web
Client

Web
Server

RSA-RC4-MD5

ECDH-ECDSA-RC4-SHA

RSA

DSA

DH ECDH

ECDSA
MD5

X.509

DES

AES

RC4

...

Email

Hardware Acceleration

Smartcards

CRAC SCA-1000

SHA

Apache,
SunONE

Mozilla, 
Dillo, Lynx,

Secure Applications:
ECC-based HTTPS,
Email

Security protocols:
ECC-enabled SSL,
S/MIME

Crypto library:
ECC algorithms, field
arithmetic, and certs

Hardware Acceleration:
-- ECC crypto boards,
-- ISA ext. for ECC/RSA

CRAC-P

SCA-4000

O
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n
S
S
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N
S
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Secure Socket Layer Overview

Handshake protocol uses (expensive) public-key
algorithms to establish a shared secret

Record Layer uses shared secret to perform (cheaper)
symmetric-key encryption and MAC on bulk data

Ciphersuite example: RSA_WITH_RC4_128_MD5

CLIENT SERVER
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RSA Handshake

ServerClient

ClientHello

ServerHello

Certificate*

ServerKeyExchange*

CertificateRequest*

ServerHelloDone

Certificate*

ClientKeyExchange

CertificateVerify*

[ChangeCipherSpec]

Finished

Application Data

[ChangeCipherSpec]

Finished

Application Data

Ciphersuite negotiated

Server decrypts secret
r = (r^e mod n)^d mod n

Ready for bulk encryption,
authentication

Has server's certified RSA
public key (e, n)

Initial proposal

ServerClient

ClientHello

ServerHello

Certificate*

ServerHelloDone

Certificate*

CertificateVerify*

[ChangeCipherSpec]

Finished

Application Data Application Data

Client verifies server pub-key,
sends encrypted random secret
r^e mod n

Shared secret, r, is essentially transported (determined by client only)
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ECDH Handshake

ServerClient

ClientHello

ServerHello

Certificate*

ServerKeyExchange*

CertificateRequest*

ServerHelloDone

Certificate*

ClientKeyExchange

CertificateVerify*

[ChangeCipherSpec]

Finished

Application Data

[ChangeCipherSpec]

Finished

Application Data

Ciphersuite negotiated

Server computes ECDH secret
kskcP

Ready for bulk encryption,
authentication

Initial proposal

ServerClient

ClientHello

ServerHello

Certificate*

Certificate*

ClientKeyExchange

CertificateVerify*

[ChangeCipherSpec]

Finished

Application Data Application Data

Client verifies server key,
computes ECDH secret kcksP,

sends its ECDH public key kcP

Server sends its ECDH public key
ksP and EC params

Four variants: ECDH-ECDSA, ECDH-RSA, ECDHE-ECDSA, ECDHE-RSA
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Performance Impact (ECC vs. RSA)

OpenSSL microbenchmark:

ECC public key operations
are faster
current key sizes: 2.4x
future key sizes: 11x

Apache SSL benchmark*:

ECC server achieves higher
secure transaction rate
current key sizes: 1.3x
future key sizes: 3.8x

*Apache 2 w/OpenSSL, 1 cpu, 30KB file size, 900MHz
UltraSPARC III, 66% session reuse
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Project Highlights (Software)

Software Development

ECC contributions to OpenSSL 0.9.8 and Netscape Security
Services (NSS 3.8 and 3.9*), liberal licensing

Integrated ECC with Apache and JES webservers; Mozilla,
Lynx and Dillo browsers

Standardization

IETF drafts �ECC cipher suites in TLS� and �TLS Extensions
for Elliptic Curve Cipher Suites�*

Resolve ECDH inconsistencies in IEEE and PKCS#11*

Performance analysis (ECC v/s RSA)

Address security needs for small devices*

* in progress
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Mozilla browser communicating securely with an
Apache webserver using ECC cipher suites



15

Mozilla reading an ECDSA-signed message
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Secure data transmission from an

8051-based wireless card reader
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Public Key Crypto Math

RSA is based on modular exponentiation

C = Me mod n

ECC is based on point multiplication
Q = k�P

Modular multiplication on large operands is
the key underlying function

ECC math is more complicated; also requires
multiprecission addition/subtraction/division
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1st Generation
ECC Accelerator

2nd Generation
ECC & RSA Accelerator

General-purpose 64-bit processor

Projected performance (1.5 GHz,
2-cycle 64x64 pipelined mul)

10,000 ECC-163 op/s

2,500 RSA-1024 op/s

Multiplier

ALU

Divider

Reg.file

Mem/ I/O
MultiplierALU Mem/ I/O

Dedicated 256-bit coprocessor

Fastest reported ECC implementation
(66 MHz, 3..4-cycle non-pipelined
256x256 mul)

6,987 ECC-163 op/s

Crypto Accelerator Prototypes
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1st Generation ECC Accelerator

Dedicated crypto coprocessor for ECC
Binary polynomial fields, key sizes 255 bits�

Optimized performance for named curves

Support for generic curves

Architecture
Microprogrammable 256-bit data path

Load/store architecture

ADD, SQR, MUL, DIV

DIV MUL ADD
SQRReg.fileDMEM

SBUS

DBUS

PCI

256

256
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1st Generation Highlights

Fastest reported ECC implementation

� Fast modular multiplier (4 cycles for 256-bit mul)

� 1-cycle squarer

� Hardware divider

� Parallel and overlapped instruction execution

First ECC implementation supporting
multiple named curves and arbitrary
generic curves
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Performance

Hardware Software* Speedup

66 MHz 900 MHz USIII

[op/s] [op/s]

Named Curves

6987 322 21.7x

5333 294 18.1x

4438 223 19.9x

Generic Curves

3308

2375

1980

GF(2163)

GF(2193)

GF(2233)

GF(2163)

GF(2193)

GF(2233)

* 64-bit OpenSSL 0.9.8
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General-purpose proc. supporting ECC, RSA, DH, DSA
Binary polynomial fields and prime fields

Arbitrary key sizes, arbitrary curves

Architecture
Microprogrammable 64-bit data path

Memory operands

Multiprecision MUL, ADD, SUB

Dual-issue machine

MUL ADD
SUB

DMEM

SBUS

DBUS

PCI

64

64

2
nd
Generation ECC and RSA Accel.
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2nd Generation Highlights

Instruction set optimized for fast modular
multiplication

Multiprecission arithmetic for arbitrary
operand sizes

Dual-field multiplier supports binary
polynomial fields and prime integer fields
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Complexity Analysis

RSA-1024 ECC-160p ECC-163b RSA-2048 ECC-224p ECC-233b
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Today 4x Tomorrow 13x
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Enable the Internet with the
Next Generation Crypto Technology

NSS

SunONE Server

Cryptographic Libraries

Apache

OpenSSL

User

Mozilla

Kernel

Java CardJ2SE

Java Applications

SPARC Crypto SupportCrypto Accelerator Board

Lynx

Security is no longer an option, it is becoming
an integral part of a system architecture.
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ECC Integration Details (NSS)
(Inside mozilla/security/nss/lib/)

SSL/TLS
ssl

Crypto data
structures

cryptohi

PKCS#11
wrapper
pk11wrap

Certificates
certdb, certhi, cryptohi

Softoken
softoken

Crypto data structures and
algorithms (DH, RSA, DSA, DES, RC4,

RC5, AES, MD2, MD5, SHA)
freebl

Multi precision integer
(MPI) math library

freebl/mpi

PKCS#11 API

BLAPI API

MPI API

New ECC cipher suites
in SSL and

ECC-based S/MIME

New ECC mechanisms

Support for EC
keys and certificates

New ECC algorithms:
ECDSA, ECDH

New EC math libraries
for GF(p), GF(2^m)

Key3.db, cert7.db
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S/MIME
smime


