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Talk Outline

e Project background
e Elliptic Curve Cryptography (ECC) overview

e Seeding industry adoption of ECC

e |ETF standardization in SSL
e Contributions to OpenSSL/Apache, NSS/Mozilla, |ava

e Accelerating public key cryptosystems
e ECC and RSA accelerators
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e Trends:

e Number of devices T
e Device capabilities l
e Security needs T

e Secure transactions

e Clients need lower capability
threshold for strong crypto

e Servers need greater capacity
to handle secure transactions



Elliptic Curve Cryptography
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Elliptic Curve Cryptography

e Parameters: elliptic curve and a
base point P

e Scalar point multiplication: Q =k P.
e.g. 11P = ((P*2)*2+P)*2+P

e Elliptic Curve Discrete Logarithm
Problem (ECDLP): given kP (public-

y°-x°+ax+b
¥

key) & P, find k (private-key)

e Best known attack: Pollard- rho
algorithm O(n*?)
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ECC Adoption

e Recommended curves, lower level algorithms
(ECDSA, ECDH) already standardized: ANSI X9.62,
ANSI X9.63, FIPS 186-2 (Feb 2000)

e ECC supported in standard cryptographic APIs -
PKCS#11, Java Card™ 2.2, |]2SE 1.5

e ECC usage proposed in IETF protocols: IPsec,
S/MIME, TLS '

e Some products and open source code available.

e Very much in the early phase (“catch 22” situation)



Project Approach

e Seed market adoption of ECC

& Standardization efforts

@ Contributions to open source community w/ very liberal
licensing

® Articulate benefits in “real-world” scenarios

e Develop acceleration techniques for ECC
and RSA

® Hardware acceleration through crypto core or ISA
extensions

® Optimized firmware for ECC point multiplication and RSA
modular multiplication



Systems Approach

Web Web

Client Server
Mozilla, Apache,
Dillo, Lynx SunONE

Secure Socket Layer

RSA-RC4-MD5
S/MIME ECDH-ECDSA-RC4-SHA
" |
¥ L
pd Crypto Building Blocks
—
% OH ECDH  X.509 RC4
-
S RSA AES =,
= o ECDSA
o S MD5

Hardware Acceleration
Smartcards CRAC-P

CRAC SCA-1000  SCA-4000

Secure Applications:
ECC-based HTTPS,
Email

Security protocols:
ECC-enabled SSL,
S/MIME

Crypto library:
ECC algorithms, field
arithmetic, and certs

Hardware Acceleration:
-~ ECC crypto boards,
— ISA ext. for ECC/RSA



. oSun
Secure Socket Layer Overview ™

CLIENT SERVER

SSL Application SSL Application
(ccs) (Atert) (Handshake ] | Appglﬂi?:ﬁm (ces) (alert) [ Hendshake] Apﬂ;f:“m
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Reliable, bidirectional byte-stream service {e.g. TCP) Reliable, bidirectional byte-stream service {e.g. TCP)

e Handshake protocol uses (expensive) public-key
algorithms to establish a shared secret

e Record Layer uses shared secret to perform (cheaper)
symmetric-key encryption and MAC on bulk data

e Ciphersuite example: RSA_WITH_RC4_128_MD5



B
RSA Handshake e

Client Server
ClientHello — » Initial proposal
ServerHello Ciphersuite negotiated
Certificate* Has server's certified RSA
ServerKeyExchange* public key (e, n)
CertificateRequest*

<« ServerHelloDone

| Certificate™ Client verifies server pub-key,
ClientkeyExchange sends encrypted random secret
CertificateVerify* r"e mod n
[ChangeCipherSpec]
Finished Server decrypts secret
[ChangeCipherSpec] r=(r"e mod n)*d mod n
< Finished Ready for bulk encryption,

Application Data < p Application Data authentication

Shared secret, r, is essentially transported (determined by client only) 10



]
ECDH Handshake n

Client Server
ClientHello — » Initial proposal
ServerHello Ciphersuite negotiated
Certificate” Server sends its ECDH public key
ServerKeyExchange* kP and EC params
CertificateRequest*

<« ServerHelloDone
Certificate* Client verifies server key,
computes ECDH secret k k.P,

ClientkeyExchange _ _
sends its ECDH public key k.P

CertificateVerify*
[ChangeCipherSpec]
Finished e Server computes ECDH secret
[ChangeCipherSpec] ksk P
- Finished Ready for bulk encryption,
Application Data <« » Application Data authentication

Four variants: ECDH-ECDSA, ECDH-RSA, ECDHE-ECDSA, ECDHE-RSA 11



Performance Impact (ECC vs.

OpenSSL microbenchmark:

ECC public key operations
are faster
current key sizes: 2.4x
future key sizes:  11x

Apache SSL benchmark™:

ECC server achieves higher
secure transaction rate
current key sizes: 1.3x
future key sizes: 3.8x

*Apache 2 w/OpenSSL, 1 cpu, 30KB file size, 900MHz
UltraSPARC Ill, 66% session reuse

Page fetches per second
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Project Highlights (Software)

e Software Development

e ECC contributions to OpenSSL 0.9.8 and Netscape Security
Services (NSS 3.8 and 3.9*), liberal licensing

e |ntegrated ECC with Apache and JES webservers; Mozilla,
Lynx and Dillo browsers

e Standardization

e |ETF drafts “ECC cipher suites in TLS” and “TLS Extensions
for Elliptic Curve Cipher Suites”*

@ Resolve ECDH inconsistencies in [EEE and PKCS#11*
e Performance analysis (ECC v/s RSA)
e Address security needs for small devices*

*in progress

13



Mozilla browser communicating securely with an

Sun.

microsystems

Apache webserver using ECC cipher suites
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F [ = hittps:pn24.eng:a443test php |

Connection Information

USER AGENT  NMozilla/5.0 (3{11; U; Linux 1686; en-US; rv:1.3) Gecko /20030320
REMOTE ADDR 152.70.34.220
REMOTE PORT 1023

HTTPS on

PROTOCOL TL3w1

CIPHER SUITE ECDHE-ECDEA-AES128-5HA
ALGEKEYSIZE 128

USEKEYSIZE 128

CLNT VERIFY NONE

| Ok I Cancell

(or ) (Cumcet )
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I Sun

Mozilla reading an ECDSA-signed message e

ECDSA signed test message — Inbox for vipul.gupta@sun

. Eile Edit Miew Go bMessage Tools Window Help
Certificate Viewer:"vipulGuptaMail ECsec ¢ -
e N [ S SR BB
| i Get Msys  Compose Feply Feply Al Forward Mext Junk Delete
Certificate Hierarchy e ; ; TETETEE
= Zero-Assurance Certification Authority (rsa 1024) View: [ Al |"'] Subject or Sender contains: | | [ Clear |
E~---‘Jipul Gupta (ec secpl&0r) v | sSubject | ﬁ| Sender | £ | Cate r| Size | Priority |m
I @ Re: lssue #68: VPNs . o Jean-Francois .. = 0551 AM SKE e
= Internet-Draft Cutoff ... =« Internet-Drafts ... =« 0715 Akt JKB e
Certificate Felds = SMRC slides (software) =«  Vipul Gupta = 10:00 &h KB =
. Not After = Subject: ECDS3A signed test message
~Eubject

+ Subject Public Key Info
¢ wSubject Public key algorithm

From: ipul Gupta <Vipul Guptadsun Cohd=
Date: 0B:13 Ak ;&ié
To: Mipul.Gupia@@sun. ok

Slgorithm ldentifier
-Algotithm Parameters

Subject’s Public Key This message carries an ECDSA digital signature.
‘iv*-Extensiuns wipul
Cetificate Key Usage I—' M Seculi _I
-Certificate Signature Algarithm . MessageSecurity |
Field Yalue Message Is Signed

This message includes a valid digital signature. The message has not been

Elliptie curve Fublic Kep alterad since it was sent.

Sighed by Wipul Gupta {(ec secpl 60r1)
Email address: vipul.gupta@sun.cam
Cerificate issued by Zero- Assurance Certification Authority (rsa 10243

Yiew Sighature Certificate |

Message Mot Encrypted

This message was not encrypted before it was sent. Information sent over the
Internet without encryption can be seen by other people while in transit.

[ ok [ Hep

I b= S B a2 i | Unread: 0| Total: 3177 | #xsse ==
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Secure data transmission from an N acens
8051-based wireless card reader




Public Key Crypto Math

e RSA Is based on modular exponentiation
C=M"modn

e ECC Is based on point multiplication
Q=kP
e Modular multiplication on large operands is
the key underlying function

e ECC math 1s more complicated; also requires
multiprecission addition/subtraction/division

17



1t Generation 2" Generation
ECC Accelerator ECC & RSA Accelerator
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@ Dedicated 256-bit coprocessor ® General-purpose 64-bit processor

® Fastest reported ECC implementation ® Projected performance (1.5 GHz,
(66 MHz, 3..4-cycle non-pipelined 2-cycle 64x64 pipelined mul)
256x256 mul) ® 10,000 ECC-163 op/s

® 6,987 ECC-163 op/s ® 2,500 RSA-1024 op/s 18



1st Generation ECC Acceleratosrs

SBUS 256

v I v v

: \ / \ ADD /
PCl «—»
DMEM Reg.file DIV MUL SOR

DBUS 256

e Dedicated crypto coprocessor for ECC
@ Binary polynomial fields, key sizes < 255 bits
® Optimized performance for named curves
® Support for generic curves

e Architecture

® Microprogrammable 256-bit data path
® Load/store architecture
e ADD, SQR, MUL, DIV



1st Generation Highlights

e Fastest reported ECC implementation

— Fast modular multiplier (4 cycles for 256-bit mul)
— 1-cycle squarer

— Hardware divider

— Parallel and overlapped instruction execution

e First ECC implementation supporting
multiple named curves and arbitrary
generic curves

20



Performance
Hardware Software* Speedup

66 MHz 900 MHz USIII

lop/s] lop/s]
Named Curves
GF(21%3) 6987 322 21.7X
GF(2'%3) 5333 294 18.1X
GF(2233) 4438 223 19.9x
Generic Curves
GF(2'%3) 3308
GF(2*) 2375
GF(2233) 1980

"64-bit OpenSSL 0.9.8

21



SBUS 64
PC| < DMEM MUL éag
DBUS 64

e General-purpose proc. supporting ECC, RSA, DH, DSA

@ Binary polynomial fields and prime fields
@ Arbitrary key sizes, arbitrary curves

e Architecture
® Microprogrammable 64-bit data path
® Memory operands
® Multiprecision MUL, ADD, SUB
@ Dual-issue machine 32



2nd

Generation Highlights |

e |Instruction set optimized for fast modular

mu
e Vu

tiplication

tiprecission arithmetic for arbitrary

operand sizes

e Dual-field multiplier supports binary
polynomial fields and prime integer fields

23



Montgomery Multiplication
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Montgomery Multiplication
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Montgomery Multiplication
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Number of Instructions

Today 4x

-
Complexity Analysis

Tomorrow 13x
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RSA-1024

ECC-160p  ECC-163b

RSA-2048

ECC-224p

ECC-233b

Sun.

microsystems

] MULACC Instructions
B Total Instructions
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Enable the Internet with the
Next Generation Crypto Technology

(SunONE Server) ? m @ ( Java Applications )
( N. C OpenSSL > é} Clava Card)

* V ' User

—< Cryptographic Libraries )

i i Kernel

( Crypto Accelerator Board ) ( SPARC Crypto Support )

Security 1s no longer an option, It 1s becoming
an integral part of a system architecture.

28



www.research.sun.com/projects/crypto

Vipul Gupta @Sun.

microsystems

vipul.gupta@sun.com e e

Hans Eberle
hans.eberle@sun.com




ECC Integration Details (NSS)

(Inside mozilla/security/nss/lib/)

SSL/TLS S/MIME NewECC cpher suites

ssl smime ECC-based S/MIME

Crypto data PKCS#11 Certificates Support for EC
stru CtUI?ES wrapper certdb, certhi, cryptohi keys and certificates
cryptohi pkiiwrap
PKCS#11 API Key3.db, cert7.db
Softoken _ » g New ECC mechanisms
softoken
BLAPI API

Crypto data structures and
algorithms (DH, RSA, DSA, DES, RC4,

RC5, AES, MD2, MDs5, SHA)
freebl

New ECC algorithms:
ECDSA, ECDH

MPI AP/
Multi precision integer

(MPI) math library
freebl/mpi

New EC math libraries
for GF(p), GF(2"m)
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