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1 Introduction

Thisreport describes PSL, aframework for specifying dynamic and architectural properties of open systems.
Theremainder of this section provides background on the interface-based specification of open systems. Sec-
tion 2 discusses the nature of protocol specification in open systems. Section 3 describes PSL concepts and
notation, illustrated in moredetail in Section 4. Section 5 surveys prospectsfor associated methods and tools.
A discussion of related work appearsin Section 6. The Appendix contains a few technical details omitted
from the main presentation.

1.1 Open Systems

Open systems have been defined [29, 1, 67] as encapsulated, reactive, and spatialy and temporally exten-
sible systems: They are composed of possibly many encapsulated components, each of which is normally
described as an object. Each component supports one or more public interfaces. The inner workings of each
component are separately specified via a normally inaccessible implementation description (often a class).
Open systems are reactive in that they do not just perform a single one-time service; most functionality is
provided “on-demand”, in reaction to a potentially endless series of requests. Open systems are spatially ex-
tensible when components need not bear fixed connectivity relations among each other. They may interact
via message passing mechanisms ranging from local procedure calls to multi-threaded invocations to asyn-
chronous remote communication. And open systems are temporally extensible to the extent to which their
componentsand functionality may be atered across a system’slifetime, typically by adding new components
and new component types (perhaps even while the system is running) and/or updating componentsto support
additional functionality.

For example, an open system supporting financial trading might include a set of components that “ publish”
streams of stock quotes, those that gather quotes to update models of individual companies, those serving as
traders issuing buys and sells of financial instruments, and so on. Such a system relies on interfaces (e.g.,
Quot ePubl i sher) with multiple implementations. It contains reactive components handling a constant
influx of messages. Itisintrinsically distributed in order to deal with world-wide markets. And it may evolve
in several ways acrosstime; for exampleto accommodate anew company listed on an exchange, or to replace
components computing taxes with interoperabl e versions refl ecting tax law changes.



1.2 Interfaces

Interface declarations provide abasisfor specifying capabilitiesin open systemsat varying levelsof precision
and formality. An interface describes only those services that other components may depend on, in terms of
a set of constraints (e.g., a collection of required operation signatures [9]) on a family of components, not
necessarily acomplete or closed (nonextensible) description of any given component. Any implementation(s)
that provide required functionality may be used.

Subtyping regimesover interfaces allow oneinterface to be described as an extension, refinement, or special-
ization of one or more superinterfaces. Conversely one interface may abstract a subset of the functionality
described in one or more subinterfaces. Typically, base interfaces describe only those operations that are in-
volved in a set of related interactions, and “fatter” interfaces are derived via multiple inheritance [53]. One
interface type may describe only certain aspects features that are listed more completely in various subinter-
faces. At an extreme, an interface might include only a single service operation. Interface subtyping allows
systemsto include multiple interoperable implementations of common services, and sets of component types
that specialize on common core features.

Systems constructed according to the OM G [52] CORBA model are among the best examplesof theinterface-
based approachto development. In CORBA, componentinterfacesare describedin CORBA IDL, aninterface
description language indicating only the functional properties of provided services in terms of operation sig-
natures. Implementations are often process-level components distributed across machines, communicating
via message passing mechanisms mediated by an object request broker (ORB) that directs requests to their
destinations.

1.3 Roles

While not always phrased as such, interface-based specification intrinsically relies upon the distinction be-
tween roles [68, 60, 6] and the components that implement those roles. This distinction is similar to that
between arole in a particular play performance (e.g., Hamlet) and the actor or actors playing the role (e.g.,
Richard Burton or Lawrence Olivier). A rolemay a so bethought of asatyped, abstract accesschannel [65, 4]
providing aview [63] of oneor moreinteraction participants[34], where each view isdescribed by aninterface
that lists aset of supported message types. This concept of aroleis nearly synonymouswith that of a subject
in the essential sense of Harrison & Ossher [26]. In ordinary usage, the term “role” is sometimes applied to
adescription of arole rather than its instantiation. We reserve the term “interface” for descriptions, and just
“role”, or for emphasis, “roleinstance” for instantiations.

Interface specifications describe roles without commitment to the computational entity or entities that may
implement them. Thus, the notion of aroleis distinct from the programming-level notion of an implementa-
tion object. In fact, components need not be conceptualized as objectsin the usual narrow sense of the term.
Implementation objects may also consist of finer-grained instantiations (activations) of single procedures, or
coarser-grained process-level components.

While roles are not the same as implementation objects, they bear several definitional similaritiesin terms of
identity, state, and behavior [11, 19]:

¢ A rolemay havefinitetemporal existence. However, thelifetime of arole need not be coextensivewith
that of any given implementation object. Instead, lifetime properties are described with respect to the
liveness of handles used to access instances.

¢ A role may be ascribed abstract attributes that possibly vary across time. However, because roles do
not necessarily bear a one-to-onerelation to implementation objects, it is generally inappropriateto as-
cribe “initial” values of attributes to roles that hold across all instantiations. Specific operations (e.g.,
“factories’ [54]) may establish instances for which particular attribute values hold.

e A role may be said to issue and/or receive events. These events are realized by message passing, pro-
cedure calls, etc., among implementations.



In classic modular devel opment methods, thereistypically exactly oneimplementationtypeper interfacetype
and vice versa. In most object-oriented languages, there may be multiple implementation subclasses per in-
terface. But in general, interface-based specification admits a many-to-many relationship between roles and
objects:

¢ Oneimplementation object may support several otherwise unrelatedinterfacesconcurrently, or different
interfaces acrosstime.

e Onerole may beimplemented by several otherwise unrelated objects working together. Each may im-
plement a subset of operations, or redundantly implement all of them, etc.

For example, an O f i ceManager role might be implemented using aPer son object, or aRobot object,
or aset of job-sharing Per sons, or even amechanism causing anew Speci al t yWor ker object to be con-
structed to handle each incoming service request. A Per son object might additionally play the roles (hence
“export” the interfaces) of Par ent ,Dri ver, Cust oner , etc. perhaps al at the same time. Multiple inter-
face instances, each seen from a different client, may access the same Per son implementation:

Parent-1 Person-1
Customer-1 Person-2
OfficeMgr-1

Person-3
Parent-2

Any of anumber of programming constructs and infrastructure schemes can be used to support these kinds
of mappings. For example, most CORBA systems reify some aspects of roles as“interface objects’ that sup-
port some of the possible mappings by relaying messages to implementation objects. Other infrastructures
(e.g., [1Q]) connect role-based messages via channels to multiple objects that together implement therole. In
non-distributed frameworks, interfaces and implementations are (often incompl etely) separated through pro-
gramming language mechanismsand conventions. For example, Modula-3and Ada9X containinterfacetypes
useful for open system development, and C++ and Small Talk programsoften use“ abstract classes’ and rel ated
constructs to distinguish interfaces from implementations. Finaly, it is very possible to apply these concepts
insystemsinwhichrolesare never explicit at the implementation level, and so are used only as abstract design
constructs ( [60Q]).

2 Specification

Common interface-based specification techniques are limited in their ability to deal with dynamics, architec-
ture, and quality of service. An interface alone defines only “syntactic” conformance: |mplementations must



respond to the listed operations. An interface adorned with descriptions of the nature of operation arguments
and results defines per-operation functional conformance. But even this does not always provide sufficient in-
formation for designers and implementorsto ensure that componentsin open systems behave as desired. For
example, a new interface-compatible component may not actually interoperate with an existing oneif it fails
to send the same kinds of messages to other componentsin the course of providing services.

These kindsof dynamic and architectural issues often overwhel mthose surrounding service functionality. De-
scriptions of connection and communication patterns among components are more central in the characteri-
zation of many systems than are descriptions of services[22, 21, 28].

PSL isaframework for addressing such issues by extending theinterface-based description of open systemsto
capture the questions of who, what and when across interactions, aswell asthe structural relations underlying
these dynamics. The principal abstractionsinclude:

Interface: A view of afamily of componentsin terms of supported operations.
Role:  Aninstance of an interface.
Handlee Anidentifier of aroleinstance.
Class: A description of afamily of concrete components.
Object: Aninstance of aclass.
Stuation:  An expression describing attribute values of one or more roles.
Realization:  Aninstance of asituation.
Value Type: A type of any attribute, message argument, protocol parameter, etc.
Operation: A procedure defined viaa signature indicating request and reply arguments.
Message: A communication carrying an operation request, reply, or exception.
Event:  Anoccurrence of issuing or receiving an individual message.
Attribute:  An abstract function with valuesthat may vary over time.
Event Predicate:  An attribute denoting the occurrence of asingle event.
Protocol Rule: A temporal constraint relating the realizations of two or more situations.
Condgtraint Rule:  An expression constraining values of attributesin all possible realizations.

PSL specifications describe dynamic and architectural matters without pinning down implementations, con-
nections or communication mechanisms. PSL remains faithful to the distinctions between interfaces versus
implementations that permit the development of open systems, while still providing a means to specify that
implementationsobey necessary interoperability constraints. PSL doesnot assume any specific computational
model or mechanicsrelating roles and implementation objects. Descriptions of how each instance of aroleis
mapped to one or more implementation objects (and vice versa) lie outside of PSL.

PSL captures the essential incompleteness of open systems by specifying sets of properties and constraints
without claiming that these fully describe a system, or ruling out the existence of unmentioned components,
situations, or events. Thus, PSL lacks some familiar constructs found in “ closed-world” formalisms. In par-
ticular: (1) PSL does not support the use of frame axioms asserting that propertiesthat are not otherwise men-
tioned in one situation are not changed from those in predecessors. (2) PSL does not contain step operators
asserting that given states occur at the “next time step” after others; thus that there are no intervening situa-
tions. (Sep is also implicit in the description of transitions in most state models.) (3) PSL does not support
leaf interfaces asserting that interfaces have no possible extensions; thus that instances do not support addi-
tional operations. (4) PSL does not contain any notion of aleaf state asserting that a situation has no possible
further decomposition; thus that no unmentioned events may exist.

Thus, anything that is not ruled out is assumed to be possible. However, stronger specifications may beintro-
duced viarefinement. Protocol refinement is the act of introducing new rules within a narrower context than
more general rules, but without invalidating these more general rules. The opposite of refinement is general-
ization, in which aweaker set of rulesisintroduced in a broader context.

Additive refinement may take either of two forms. Versioning based refinement is the act of inserting or ex-
tending rules within an existing context, adding greater specificity or enhancements in successive versions
during the course of initial development and/or system evolution. Specification frameworks themselves can-
not provide direct support for versioning, although compatible tools would facilitate use. Specializations are



additions that are localized to new entities, described by new interfaces bearing subinterface relations to the
originals. PSL supports specialization by extending common subtype-based tactics. New subinterfaces may
extend interfaces, new subsituations may extend situations, and new ordering constraints on new situations
may extend those described in existing rule sets.

PSL is designed to support methods and tools for devel oping componentsin open systems; formal specifica-
tion analysisis only a secondary goal. It isin principle possible to build or adapt inference tools (e.g., [43])
that check collectionsof PSL rulesfor consistency, and to answer questions about their properties. For exam-
ple, one could ask which exceptions might be expected in a system from a given starting point. However the
nature of open systems and their specifications preclude certain categories of analytic questions and answers.
Specification systems (see Section 6) based on “closed world” assumptions (i.e., that the system implements
only those features specified) are uniformly more powerful than PSL in addressing questions about liveness,
deadlock, interference, and aliasing [49, 31]. Such questionsoften have no definitiveanswersin open systems.
While aselected set of PSL rulescan be analyzed in “ closed system mode”, under the assumption of complete
knowledge, there is no use in doing so unless one has independent assurance that the relevant portion of the
system s fixed and communication closed with respect to the rest of the system for all time (i.e., produces no
outputs except replies to procedural requests). While closed-world models may have a place in open system
development, they are perhapsbest applied to descriptionsof classes and objects. Object implementation code
doeswhat it does, and nothing more. While interface-level open system devel opment cannot exploit thisfact,
it is sometimes profitable (but see [37]) to rely on fixed known implementation properties when constructing
individual components.

3 PSL

Asabasisfor specification, PSL relies on any framework for declaring interface types that minimally include
operation signatures in their declarations, and where signatures are based on any reasonable type system on
pure value types such as integers, booleans, reals, records, etc. PSL specifications provide additional con-
straints and rules that hold for all role instances of the associated interfaces.

To extend interface-based specification we introduce three notations. Our primary PSL notation helps define
basic abstractions. However, rather than establishing a general syntax for expressions, types, interfaces, and
soon, weillustrateusing PSL/IDL, aconcretesyntax for PSL using CORBA IDL valueandinterfacetypesand
C/C++-style expressions, geared for use in CORBA systems. Also, because representations of even simple
protocolsstretch thelimits of readability and writability in textual form, we simultaneously define PSL/IDL-G
Protocol Charts, asemigraphical form of PSL/IDL corresponding in simple waysto thetextual representation.

PSL/IDL roletypesare synonymouswith CORBA IDL interfaces. All PSL/IDL constructs appear as annota-
tionswithinpr ot ocol nodul e declarationsthat havethe syntactic propertiesof IDL nodul es but contain
only type declarations, attribute function declarations, and/or r ul es declarations. A PSL/IDL r ul es dec-
laration is an optionally named scope, parameterized over one or more types, and containing protocol rules
and/or constraint rules.

PSL/IDL uses C/C++ expression syntax over CORBA |IDL valuetypes. Predicatesarebool ean expressions.
For convenience, we add thelogical implies operator (“- - >") and itsleft-sided version, isimplied by (“<- - ")
to thelist of boolean operators. Within expressions, commas may be used as |ow-precedence and separators
(otherwise equivalent to &&). The fields of IDL excepti on, struct and uni on values are referenced
using dot notation. To make them more useful in specifications, PSL/IDL predefines common pure value
functions on the IDL sequence and st ri ng types. The functions head, tai | , enpty, cont ai ns,
pr epend,append,concat ,equal andr enove are predefined for sequencesof al typesfor which there
exists an equality operation. Definitions are identical to those on parameterized list typesin functional pro-
gramming languages such as ML [69]. PSL/IDL does not define types for sets, multisets, or maps. Sequence
types may be used to equivalent effect.



3.1 Handles

For purposes of specification, each distinct instance of arole is ascribed a unique handle. Handles are an
abstraction of names [48], references [52], ports [65], static labels, etc., used to identify role instances and
message destinations. Handles are not references to objects, nor are they implementation-level pointers to
concrete components, although there may be a one-to-one rel ationship between handles and pointersin apar-
ticular mapping to a programming language, tool, or infrastructure.

PSL relies on the existence of one or more handle types, and handle values that may be used in any value
context. There may be severa distinct handle types in a system. Handle types may include values that do
not provide access to implementations (as in the case of “null” and “dangling” references), in which case we
say that the handleis not live. The equality relation “==" among handle values denotes only value equality
among handles (also known as “shallow” equality), not necessarily identity or equality of implementation-
level components.

PSL/IDL handlevaluesare expressed using the syntax of IDL obj r ef s. These serveasboth referencestoin-
stancesof IDL i nt er f aces(not necessarily their implementations) and destinations of CORBA messages.
However, asdiscussed in Section 3.4 and the Appendix, PSL handle values need not bear aone-to-onerelation
with obj r ef vauesin CORBA implementations.

3.2 Attributes

An attribute (also known as a state function[39, 34]) is an abstract property ascribed to zero or morerolein-
stances, and possibly assuming different valuesacrosstime. In PSL, attributes are abstract functionsof handle
and/or other value type arguments; for example functioni sOpen takesaFi | e handle as an argument.

Aswith other PSL constructs, the relationship between abstract attributes and their implementations (if any) is
outside the scope of the framework. For example, the attributei sQpen isahypothetical function that might
actually be computed (perhaps only approximately; see Section 5) as a side-effect-free procedure, afunction
whosevalueis deduced by an analytic tool, and/or a“ derived” function that is symbolically definable or other-
wise constrained in terms of other attributes. The use of an attributein PSL does not commit implementations
to “know” its values in any computational sense, and even if implemented, does not mandate that the value
be computed by any component it describes.

In PSL/IDL, attributes are declared as auxiliary functionswithin the scope of apr ot ocol nodul e using
normal |DL/C++ function syntax, and where all function argumentsare explicit. For example:

interface File { /* ... *| };

protocol nodule fm/{
bool ean i sOpen(File f);
1

PSL/IDL uses function syntax rather than IDL at t ri but e syntax. In IDL, the keywordattri but e is
only a stylistic device for declaring accessor and mutator operationswithin interfaces. Thereisno PSL/IDL-
G notation for declaring attributes, although OMT [61] or related object-oriented graphical notations can be
used (see Section 4.4).

Among the most common forms of attributes used in PSL are “relational” or “ connection” attributes that rep-
resent the values of handles that a participant uses to communicate with others. For example, aFi | e might
be ascribed attribute | ODevi ce Dev(Fil e f) representing ahandle used in I/O requests. Asistruefor
any attribute, the values of connection attributes may vary over time, subject to any other listed constraints.



3.3 Situations

The concept of a situation extends the common notion of abstract object state [44, 7]. Situations describe
partial views of possible system-wide states, factored with respect to particular roles. Thus, a situation may
describe the abstract state of multiple components. Situations are defined declaratively, at any level of granu-
larity. InPSL, situationsare represented by parameterized expressionsdescribing “interesting” commonalities
of transient “possible worlds’. These expressions classify aspects of worldsin terms of characteristic values
of relevant attributes and event predicates with respect to one or moreroles.

Inthe same sensethat aclassisinstantiated by an object, and an interfaceisinstantiated by arole, asituationis
said to be instantiated by arealization. And just asinterfaces describe the properties of an unbounded family
of potential implementations, situations describe the properties of an unbounded family of potential realiza-
tions. However, realizations are not explicitly instantiated by programmers. They just unfold over the course
of system execution. For example, a situation might contain only the constraint that agiven kind of Fi | e is
open. Therealizations of this situation in a particular system include all “snapshots’ of the system in which
suchaFi | e isopen. The manner in which such realizations are observed or inferred in executing systemsis
outside the scope of PSL proper (see Section 5).

A realization isthus a partial description of an arbitrarily brief instance, an “actual world”, in which the pred-
icate describing a situation holds. Realizations represent individual observations, mappings, or inferences
about concrete system behavior, characterized by expressions describing attribute and event predicate values.

A redlizationis said to match one or more situationsif all featuresrequired in the situation(s) are present. The
matching relation, r oc Sfor realization r and situation S, holds if the situation predicate for S can be made
true using the valuesin r (see Appendix). Two or more realizations may all match the same situation but in
different ways because they differently instantiate free parameterslisted in the situation.

A situation is represented as a parameterized predicate. We provide a full notation in the Appendix, but use
here an abbreviated form in which situations are defined within r ul es declarations as boolean C/C++-style
expressions within braces. Expressions inside situations may reference attributes and event predicates, and
may include references to named arguments. They may also include in-line local declarations (which have
the expression value of true). For example, assuming the definition of an i sQpen attribute the following
situation describesthe state of aFi | e being open:

rules f1(File f) {
{ isOpen(f) }
1

PSL/IDL-G notation is the same except that situation expressions are demarcated by solid rounded boxes.
They may be embedded within ar ul es declaration drawn with a dashed box with name and parametersin
the corner. However, in PSL/IDL-G, it is usually more convenient to use “in-line” declarationsin situation
boxes rather than explicitr ul es parameterization:

Filef,
isOpen(f)

3.4 Messages

Messages carry communications among participants, including operation requests, operation replies, asyn-
chronous messages, exceptions, and so on. For each kind of message M possible in a system, PSL assumes
the existence of acorresponding record type MessageType,, that minimally includesfiel dsdescribing the mes-
sage“selector” (e.g., operation name) and arguments (if any). We will illustrate PSL usagein systems of fixed



message types. However, at an extreme, all messagesin a system might have the same selector, with an argu-
ment format requiring dynamic interpretation. Message types may vary over any number of dimensions. For
example, all messages of acertain type may includefields suitablefor usein routing over aparticul ar topology
of distributed components.

Messages are assumed in PSL to be handle-directed. A handle describing the intended receiver roleisare-
quired part of any communication. Similarly, messages corresponding to a procedural operation that returnsa
reply (or perhapsjust a“voi d” completionindication) include ahandle describing the“ return address’ of the
caller. We also assume an abstract functionr epl y[ nsg] that represents areply message (not its issuance)
of the appropriate type for a given procedural request msg, and afunctiont hr o] nsg] that represents an
exception reply message for arequest. As anotational convenience, ar epl y or t hr owwithout a bracketed
message argument refers to the most closely associated message whenever thisis unambiguous.

PSL/IDL messagetypesare abstractionsof CORBA: : Request , with ashorthand handle-based message syn-
tax delimited by angle-brackets:

m= < dest- >op(args) >

Here, misan instance of animplicitly “ pattern-matched” message type corresponding to the form of the mes-
sage expression; dest is a handle indicating the destination role instance of the message; op is an operation
name literal; and args are arguments, each of some value type as defined in a corresponding interface. Mes-
sages need not be named, and values are referenced directly rather than through the implicit fields of m. Bind-
ings for argumentsfollow normal IDL rules.

While PSL/IDL message conventions correspond closely to those used in CORBA, the relation need not be
one-to-one. Mappings between handles and the values used in CORBA message destination fields may take
several forms, even within the same CORBA implementation [56, 27]. For example, channel-styleobj r ef s
may be used. Channel values [65] represent “paths’ to role instances. Two or more messages sent with the
same channel identifier reach the sameinstance, but two channel valuesthat accessthe sameinterfaceinstance
may differ. Object-referencestyleobj r ef smay also be used so long as messages are alwaysdeliveredtoim-
plementation obj ects corresponding to the appropriate roles; for example when references are routed through
proxiesthat relay messages to the appropriateimplementations. Other syntactic details and mappingsto base
PSL constructs may be found in the Appendix.

3.5 Events

Messages themselves are not used directly in PSL situation descriptions. Instead, PSL contains two fami-
lies of special attribute functions, i n and out . Inside situations, i n(m) by( p) , where mis of some type
MessageType,, and p is ahandle value, denotes a context in which a particular message instance m has been
received by participant p, and out (m) by(p) denotes a context in which m has been issued by p. The
by(p) suffixesareoptional and seldom needed. When otherwise unconstrained by context, omission reflects
lack of commitment about which participant issues or receives a message.

PSL event predicates are otherwise treated as attribute functions that happen to have predefined character-
istics. In particular, events never “unhappen”: Once a predicate describing the occurrence of an individual
event becomestrue, it never becomesfalse. Event predicates are monotonic attributes, behaving as persistent
“latches’. Onceout (m) by( p) istruefor aparticular mandp, itistrueforever more; similarly fori n( m)

by( p) . Situations and rules may thus be phrased in terms of eventsthat have occurred at any time (cf., [45]).

PSL/IDL event predicates use PSL/IDL messages as argumentstoi n and out . For example, assuming dec-
larationsof aFi | e, ¢, and exc withinthe scopeof agivenr ul es declarationor inreferenced IDL i nt er -
f ace declarations:

in( <aFile->wite(c)>)
out( reply[<aFile->read()>](c) )
out ( throw(exc) ) by(aFile)



3.6 Protocols

PSL protocol rules describe conditions under which realizations of situations occur. Rules are collections of
situations linked by temporal operators. These temporal operators are defined in terms of an underlying tem-
poral dependency relationa < b among two realizationsaand a. If a < b, then a happensno later than a. (See
Section 3.10 for a more formal characterization.) The means by which this relation is observed or arranged
lies outside of the scope of PSL proper (see Section 5).

Sinceit would not be very productiveto describe protocol s via orderings among individual occurrences, PSL
protocol rules are instead described at the level of situations (classes of realizations). Each of the following
operators relates the occurrences of realizations of a predecessor situation A and successor situation B:

Aslead to Bs: Ap»B def

As enable Bs: A EB
AspairwithBs: AOB

Va:axA=3Ib:bxBAa=b

Vb:bxB=3da:axANa=b

(A»B)AN(ANB)

In PSL/IDL-G, rules are expressed viaarrows connecting situations through corresponding symbolsdrawn on
the outside of the predecessor situation. In PSL/IDL, these operators are designated asl ead, enabl e and

pai r respectively. In PSL/IDL (but not necessarily in PSL/IDL-G), the “earlier” situation is always to the
left of the “later” one.

def

def

Leading. The“forward reasoning” operator A » B is akin to that of a state transition, applying to casesin
which As always precede Bs. However, unlike a state transition, A » B does not indicate that instances of
B form the “next” situations after those of A. Instead, an instance occurs at some unspecified time after an
instance of A occurs, in amanner that neither requires nor precludes concurrency or interleavingswith respect
to any other non-conflicting rules. Also, unlike state transitions, the orderings are not explicitly “triggered”
by events. Instead predicates on events are considered to be aspects of the situations themselves.

For example, aprotocol rule for arelay operation that sends n2 whenever nl isreceived takes the form:

{in(n)} lead {out(n2)}

in(m1) out(m2)

In the scope of a particular PSL/IDL protocol, we would have to be more explicit about types and messages.
PSL/IDL rules always lie within the scope of agivenr ul es declaration. PSL/IDL situations are implicitly
parameterized by the arguments listed in their r ul es, as well as al declarations in their predecessor situ-
ation(s). All r ul es parameters implicitly serve as universal quantifiers for the enclosed expressions, and
other inline declarationsare implicitly existentially quantified. The PSL matching relation (“”) requiresthat
unambiguous hames be used in any two situations related by operators. To ensure this, any situation expres-
sion may reference, but not redeclare, any symbol declaredinitsr ul es and its predecessors. Thus, all value
namesin a set of ordered situations must be unique (see Appendix).

For example, arelay that acceptsa (where a is ahandle of arole supporting operation n2) as an argument of
nil and then issues n? to a:

rules ri(Relay r) {
{in(<r->ml(a)>)} lead {out(<a->n2()>)}
1

10



Relay r,

in(<r->m1(a)>) out(<a->m2()>)

This rule does not in any way imply that Rel ay operations must be single-threaded. Because there are no
constraints that indicate otherwise, two or more different “threads’ of this rule may be active concurrently,
each triggered by a realization corresponding to a different instance of an niL message. On the other hand,
this specification does not preclude implementation via a single-threaded relay object either.

Once apredicate describing the occurrence of an individual event becomestrue, it never becomesfalse. Thus,
event predicates “latch” from left to right in PSL linked situations. For any event predicate e, if e holdsin A,
thenit also holdsin all successors of A. (This property does not necessarily hold for expressions on attributes
that are not tied to event predicates). For example, thefirst relay ruleis eguivalent to oneexplicitly mentioning
i n( ml) inthe successor situation:

{in(m)} lead {in(m), out(n2)}

Enabling. The “backward reasoning” operator A M B is used for relationsin which A enables B, applying
to cases in which Bs are always preceded by As. (Or are “caused” by As, under some interpretations of this
overloaded term.) For example, a desirable rule in most systems is the no spurious replies rule, saying that
replies are sent only if messages are received. It does not say that requests always lead to replies, only that
repliesare never sent unless preceded by requests. In PSL/IDL, thisruleis considered to be predefined for all
procedural requests, since it is enforced by CORBA:

{in(req)} enable {out(reply[req]())}

out(reply[req])

Separate rules may link multiple right-hand-sidesto the same left-hand-side to describe multiple possible ef-
fects. For example, we could add another rule stating that r eq may lead to an exception. Thismay be pictured
together with thefirst rule, reflecting the fact that rules are combined conjunctively (i.e., implicitly A’ed):

out(reply)

out(throw(xcpt))

Pairing. The A [ B operator is used for if-and-only-if relations, in which both every A isfollowed by a B,
and every B is preceded by an A; thus As and Bs occur only in pairs. For example, another desirable global
rule is the one-to-one delivery rule, for any m saying that all and only those messages that have been issued
are ultimately received.

11



{out(m} pair {in(m}

in(ml) out(m2)

TheO relation may beused to provideguaranteesabout procedural operations. For example, we could strengthen
the above B form to assert that areply tor eq must be issued, thus precluding the possibility of exceptionsor
other non-procedural behavior:

{in(req)} pair {out(reply[req]())}

out(reply[req])

Sequences. A single rule may include chains of situations connected by temporal operators to describe se-
guencing. We express sequences of, for example, the leads-to operator as A » B » C. Thisindicates (A » B)
A (B » C) while also extending scoping so that expressions in C may reference terms in A. Chains across
the other operators are expressed similarly. For example, aspecial protocol in which arelay outputs nB after
receiving the ordered fixed messages L followed by n2 could include arule of the form:

{in(m)} lead {in(n2)} |ead {out(n8)}

If we did not care about the ordering of mL and n2, we would have written this using simple conjunction of
event predicates:

{in(m), in(nR)} lead {out(nB)}

On the other hand, if we wanted to claim that thismlL- n2 ordering were the only one possible, we could add
therule:

{in(m)} enable {in(nR)}

3.7 Constraints

Some conditions must always hold, across all possible contexts. Constraint rules limit the set of possible sys-
tem states to those in which the expressions hold. For atrivial example, if we declared attribute not Qpen
(File f),wewouldwanttoclaimthatitsvalueisalwaysequal to! i sOCpen(f).

The PSL notation for static constraintsis based on the necessity operator of temporal and modal logic[20, 66],
operator 1. The expression O P indicates that P invariantly holds for all time, over all possible worlds. All
realizations must obey O constraintsin addition to those explicitly listed in situations. In PSL/IDL r ul es
declarations, brace-demarcated expressions describing necessary restrictions among attribute values are pref-
aced by i nv. In PSL/IDL-G, they are listed with an unfilled box on their sides. For example:
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rules f1(File f) {//...
inv {notOpen(f) == !isOpen(f)}
b

Filef,
notOpen(f) == lisOpen(f)

One common use of constraints is to relate non-monotonic time-varying attributes to PSL “latching” event
predicates. For example, supposing that our unrealistically simpleFi | e may be opened and closed only once,
we might supply constraintsindicating how attributei sQpen varieswith open and cl ose events. Among
other possibilities, we could write this via the pair of implication constraints:

rules f1(File f) { //...

inv {isQpen(f) --> out(reply[<f->open()>]()) }
inv {out(reply[<f->close()>]()) --> !isQpen(f) }
1

Here, thefirst constraint saysthat if afile is open, then it must have at sometime replied to an open request
(but not necessarily vice versa). The second says that if the file has ever replied to acl ose request, then it
must not be open. These constraints might be buttressed with a description of aFi | eFact or y operation
that guaranteesthat i sQpen istrue upon reply of itsFi | e handleresult.

While constraints are typically used to relate conceptua attributesto event predicatesin this manner, it is not
at all required, and sometimes not even possible to do so. For example, if aFi | e could be implemented by
aspecia kind of object that isinitially open upon construction without requiring an explicit open operation,
then thefirst constraint above would not hold. More generally, attributes associated with “base” interfacesare
often only weakly constrained. They are further constrained in declarations associated with different subin-
terfaces. However, while convenient, and sometimes unavoidable, the use of unconstrained attributesis also
notoriously troublesome in practice [44, 12, 19], and requires care in specification. When attributes are not
tied to events, there are no global rules stating how values change as a function of events. Asillustrated in
Section 4.5, any required variation or invariance in the values of unconstrained attributes across time must be
explicitly tracked in individual protocol rules.

Constraint rules may also relate event predicates. PSL does not notationally distinguish constraints that are
“definitionally” true versus those that are required to be true as a matter of system policy. For example, to
reflect the common requirement that either a normal reply or an exceptional reply can be issued for request
r eq, but at most one of these, we could list:

inv {out(reply[req]()) -->'lout(throwreq](x))}
inv {out(throwfreq](x)) --> lout(reply[req]())}
inv {out(rl =reply[req]()) && out(r2 =reply[req]()) -->(rl ==r2)}
inv {out(tl =throwreq](x)) & out(t2 =throwreq](y)) --> (t1 ==12)}

Because CORBA (like most systems) enforces these conventionsfor all procedural messages, such rules are
predefined for all message and exception typesin PSL/IDL.

The third and fourth rules above employ a standard logic trick for declaring uniqueness. The third rule says
that if there are two values matching r epl y[ req] () then they must be the same message. This kind of
constraint is common enough that we define the PSL/IDL “macro” uni que( expr) , whichisfalseif thereis
more than one match. For example, we could rephrase the last two rules above as:

inv {unique(reply[req]l())}
inv {unique(throwreq] (x))}
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3.8 Subsituations

Likeinterfaces, states and classes, situations may be specialized into subsituations. Subsituation relations are
analogs of the subtyperelationsunderlying interfaceinheritance. Mechanicsfollow thosefor ordinary setsde-
fined viapredicates. For example, situation Q: {i n(r eadr equest) && i sOpen(f)} isasubsituation
of P:{i n(readrequest)} inwhich casewesay that Q C P.

If Q C P, then fewer possible realizations match Q than P. Every situation is a subsituation of the empty situ-
ation{} (or equivaently { TRUE} ), which is matched by &l redlizations. The situation { FALSE} (matched
by no realizations) is a subsituation of all others. We say that expression expr holdsin situation Sif SC {

expr } . Conversely, we define set-like union and intersection operatorsin terms of the corresponding boolean
relations on their component expressions[19, 63]. In PSL/IDL AN Bisexpressed as{ expr 4} &&{ exprg},
andAUBas{expra} | | {exprg}.

The simplest and most common means of constructing a subsituation is to “strengthen” an expression by
and' ing an independent predicate p, since AN { p} C A. Strengthening may also occur by replacing a predi-
cate with onethat impliesit. For example, asituationincluding out ( m) might be strengthened by replacing
it with the more committal out ( ) by(p) .

PSL does not use any special notation to declare that one situation is a subsituation of another except in the
special case of digoint unionwhere S=S, + S, + ...+ S,. Thisrepresents a set of subsituations S; that are
constrained to completely partition a situation-space S. Partitioned subsituations must be exhaustive and mu-
tually exclusive. They cannot simultaneously hold. Partitioning isthus oneway to expressthe notion that one
situation “ disables’ another [70].

In PSL/IDL, partitionsare enclosed in cases of theform { case S, case S, ...case{defaul t} }. Suc-
cessive cases are interpreted in the sameway ascase, cond,andi f ... el sif statementsin most lan-
guages, implicitly negating the expressionsin all previous cases. The special trailing situation def aul t
matchesonly if al previous casesfail, thusacting asageneralized el se. Propertiescommonto all partitions
may be expressed by linking a situation with the common expressionsto all partitionsvia&& to thecases.

In PSL/IDL-G, partitioning isindicated via nested stateCharts [25]. Each enclosed box representsa partition.
Thespecial trailing “ else” box containsonly theexpressiondef aul t . Expressionscommonto all partitioned
subsituations may be listed outside of the nested boxes.

Conditional protocol rules can be expressed using partitions. Ordering operators*“ distribute” through situation
partitionings to describe conditional paths. For example, to indicate that a TRUE reply is enabled if some
function ok holds, and conversely for FALSE:

{in(req)} &&{
case {ok(req)} enabl e{out (reply(TRUE))}
case {default} enabl e{out(repl y(FALSE))}

}
in(req)
 EE——
ok(req) - out(reply(TRUE))
—_—
 EEE—
default Fout(reply(FALSE))
—




3.9 Refinement

Protocol refinement is the act of introducing new rules that apply in more specific situations than do genera
rules, without invalidating these moregeneral rules. Refinement constraints maintain consistency among these
related rules and contexts.

In PSL, refinements are normally localized to new entities described by new interfaces bearing subinterface
relationsto the originals. PSL protocol declarations are parameterized with referenceto interface types. Spe-
cialized protocol declarationsmay be attached to (parameterized by) instances of subinterfaces. Attaching new
rulesto subinterfaces allows commitment to more specific protocolsin special cases, without overcommitting
in the general case. Similarly, placing generalizations of existing rules in a supercontext supports simpler
high-level views and allows other alternative specializations.

In PSL/IDL, when two kinds of rolesdiffer in protocol but not operation signatures (for example, when proto-
colsdiffer across“local” versus“remote” versionsof components), this may require construction of “dummy”
IDL interface typesjust to give the two types different names (cf., [5]).

Of course, not all reasonablemodificationsarevalid refinements. For example, instances of aprotocol descrip-
tion could differ in that one corrects an error, or removes unwanted behavior, or describes a subtly different
protocol, or imposes additional constraints due to changed or overlooked requirements. Valid refinementsare
generaly limited to the following techniques, that may also be applied in reverse in the course of general-
ization. These techniques reflect properties of PSL that hold for all situations A, B, C containing predicates
meaningful in their scopes:

Aw»{ TRUE }
{ FALSE } »A

Am{ FALSE }
{ TRUE } mA

Ap»B,BprCHARC
Ap»B,BOCFA®C
AOB,B»CHARC

A BNCHFA»®»B
BUC»ALFB»A
B»rA CCBFCRA
Ap»C,CCBFA®B

AENB BECFARC
AEB BOCFARC
AUBBECFARC

ANBUCHAMNB
BNCHA-BEA
CHA CCBIBHEA
ANB CCB-ANC

Addingrules. New rulesrelating new situations, aswell as new constraints, may be added so long asthey do
not conflict with existing ones. For example, if ReadW i t eFi | e isdefined asasubinterfaceof ReadFi | €,
new rules applicabletowr i t e operationsmay bedefinedinr ul es forReadW i t eFi | e. Ther ul es for
ReadFi | e would aso still hold for all ReadW i t eFi | e instances.

Splicing situations. A new situation Smay be spliced among existing ordered situations A and B, so long as
the original relation between A and B ismaintained. Thus, A » B may be extendedto Ap» S» B, orto Ap» B
» S or to the separate (A » S) A (A » B), and so on. Splicing alows arbitrarily complex subprotocolsto be
inserted between specified end-points. For example, a coarse-grained specification of arule for a procedural
operation might list only the request and reply:

out(reply[req])

A refinement may then specify internal structure such as an interaction with a helper:
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out(reply[req])

out(h = in(reply[h] ()
<hel per->help()>)

Note that even though the B was juggled around, the original sense of therelation ismaintained. If necessary,
this may be checked formally. For example here, the refined ruleis of form (AO B) A (BEC) A (CO D).
From the first two clauses we see that A B C. Then applying the last clause, we obtain A B D, as required by
the original rule.

Subdividing situations. A situation may be split into subsituations, so long as all ordering relations are
maintained across all paths along all subsituations. For example, an initial rule for a boolean operation might

say:
{in(req)} enable {out(reply(b))}

A refinement may split apart the conditions under which it replies true versus false:

{in(req)} && {
case {badstuff()} enable {out(reply(FALSE))}
case {default} enable {out(reply(TRUE))}

}

Strengthening relations.  Therelation A » B or A B B may be strengthened to A 0 B when this does not
conflict with other existing rules. For example, a preliminary version of a rule may use Bto indicate that a
particular exception may result from a certain request in a certain condition. Assuming that no other existing
rules indicate otherwise, a refinement may instead use [0 to make the stronger claim that this exception is
always generated under this condition.

Similarly, we could strengthen the previous example to use the O operator instead of B if we were sure that
the listed situations represented the only ways in which the TRUE and FAL SE replies could occur.

Weakening and strengthening situations.  If relation A » B holdsin an original specification, arefinement
may add anewrule A’ » B', where AC A’ and B' C B. Thereverserelation holdsfor B . Thesearesituational
analogs of type conformance[59], ensuring that rules applying in the original versions continue to hold even
when refined. For example, consider an A » Brulefor aRel ay r with attribute br oken:

{in(m), !broken(r)} lead {out(nR)}

In arefined version A’ » B’, we could have a weaker left-hand-side (A C A') and a stronger right-hand-side
(B' C B), thuslogically subsuming the original version:

{in(n)} lead {out(n2) by(r)}
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The opposite maneuver would be either superfluous or an error: |f the second rule had been the original spec-
ification, then it would have aready covered the first rule. And if we had wanted to restrict the second rule
to the first, the relation would not be a refinement; we would create an unrelated (on this dimension) protocol
and/or interface.

3.10 Foundations

PSL constructs are based on structures describing possible worlds, asfound in model theory and temporal and
modal logic [32, 20, 66]. These serve asthe basis for several frameworks for specifying possibly distributed
systems [39, 42, 15, 35, 6], as well as related applied temporal reasoning systemsin Al and object-oriented
logic programming [44, 3, 17].

Possible world structures are of the form <W, V, R>. W is a set of worlds. V is a set of value expressions
over some basis, with an associated function ¢(p, w), whichistrueif expression p holdsin world w. R repre-
sents any humber of defined relations among the worldsin W. Chief among them isthe relation generated by
constraints. PSL O rulesdefinethe set of all worldsthat are possible, and a corresponding relation containing
every pair of possible worlds.

PSL situations define a another family of “static” equivalencerelations R,,. Situation Sdescribes that set of
worlds for which its defining predicate Ps holds given the valuesin theworld (i.e, { w| ¢ (P s, W) }). In
PSL thisis expressed in terms of the matching relation, o, between values holding in worlds and situation
predicates. The corresponding relation Rg containsall pairs of worlds that are members of this set.

Therelation R< serves asthe basisfor PSL ordering operators. Thisrelation is simplest to describe formally
when expressions are restricted to event predicates on fixed messages[24, 70, 58]. Inthiscase, expressionsin
V arejust characteristic predicates of sets of event occurrences, and ¢(e,w) istrueif w contains the events of
e. For example, suppose a setisfiese, = out (ml) for some messagemlL, and b satisfiese, =out (nl) &&
i n(ml) . Therelationa < b statesthat e, = e,. Theout (ML) event hasnot “goneaway” in B. Infact, if a
=< b, out (ML) holds no later than the realizationin whichi n( ml) holdsaswell. Thus, when restricted to
events, therelation R< containsall (a,b) such that the set of events described by e, must be be asubset of that
described by e,. When expressions are liberalized to allow referenceto arbitrary attributes, the < relation is
no longer definablein this semi-automatic manner, sinceit isnot necessarily the casethat e, = e,. Constraint
rules must be supplied to describe how arbitrary attributes vary with respect to events.

4 Examples

4.1 Roles

Even though protocols describe multi-participant interactions, PSL declarations are frequently “one-sided”,
describing arolewith respect to asingleinterface. This capturesthe modularity of protocolsinwhich apartic-
ipant’sinteractions do not vary with respect to the types or states of othersthat it interactswith. For example,
here is afragment of aprotocol for asmpleFi | e:

rules filep(File f) { // .

{in(R=<f->ead() >} && {
case {isQpen(f)} enable {char c, out(reply[R(c)), 0 <= ¢, ¢ <= 127}
case {default} pair {out (throw R] (Not Open x))}

}

}s
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Filef,
in(R = <f->read()>)

char c,

isOpen(f) - out(reply[R](c))
0<=c&& c<=127

default - out(throw[R](NotOpen x))

Here, the use of B linking the “normal” r ead reply indicates that a situation in which a reply is generated
occursonly when afileis open and receives aread request, but may not occur at al so far as can be determined
from the perspective of the roles parameterized within the current r ul es declaration. For example, there
may be “downstream” errors stemming from internal invocationsthat are not visible at this scope or level of
specification. However, if areply occurs, the return value ¢ is subject to the listed constraints that amount to
aguarantee that the return value is a 7-hit character value.

In contrast, the “exceptional” reply situation is linked via O , indicating that (only) when aread request is
received by afilethat is not open, an exception reply to the request isalways generated. Thisdoesnot indicate
that thisis the only context in which the Not Open exception is thrown. It says instead that thisis the only
contextinwhichitisthrown asareplytor ead. If for some reason we had wanted to make the weaker claim
that Not Open ispossible but not guaranteed, we would have used B . Had we wanted to make the differently
weaker claim that Not Open isalwaysissued not only here, but perhaps also in some other context (i.e., even
if the file is open) we would have used the » operator.

4.2 Interactions

One-sided protocol descriptions can be useful even when interactions are focused upon fixed sets of commu-
nications partners. For example, consider a transaction framework in which Coor di nat or s help arrange
theactionsof Tr ansact or s. The IDL interfaces are:

typedef 1ong TID;

interface Transactor {

bool ean join(in TID tid);
bool ean comit(in TID tid)
voi d abort(in TID tid)
s

i nterface Coordi nator : Transactor {
TID begi n();
bool ean add(in TID tid,in Transactor p) raises (TransError);

};

The overall design is that Coor di nat or screate (viabegi n) transaction identifiers (T1 Ds) that are used
to index transactions. Each transaction consists of a group of Tr ansact or members, added via the add
operation. Asindicated by the use of interface inheritance, members may be other Coor di nat or s. Each
Transact or may beaskedtoj oi n atransaction, andtocommi t orabort it. Theapplication operations
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that each component performswithin transactions (perhaps bank account updates) are not described in this set
of interfaces.

To capture some of thisin PSL/IDL, we declare apr ot ocol nodul e, starting off with a declaration of
attribute menber s to represent the handles of all members of a given transaction. There may be several sets
of members maintained by each Coor di nat or, each referenced via its transaction identifier (ti d). The
associated constraint precludes the existence of any additional operations or rules that cause p to become a
member unless they somehow invoke add:

sequence<Transact or > nenbers(Coordinator c, TID tid);

rul es(Coordi nator c, Transactor p, TID t){
i nv {contains(menbers(c,t),p) --> out(reply[<c->add(p,t)>](TRUE))}
b

We next declareauxiliary functionval i dt i d and corresponding constraint to show how the notion of avalid
transaction id isrelated to event predicates. A transaction identifiert i d isvalidif it was created as the result
of abegi n operation, but becomesinvalid when the subject of any abort or conmi t request:

bool ean validtid(Coordinator ¢, TID tid);

rul es valid(Coordinator c, TIDtid) {

inv {validtid(c, tid) --> out(reply[<c->begin()>](tid)) }
inv {in(<c->abort(tid)>) -->lvalidtid(c, tid) }
inv {in(<c->commit(tid)>) --> !validtid(c, tid) }

b

Two sample protocol rules describe some of the dynamics. The first rule says that on receiving a begi n
request, the Coor di nat or replieswithat i d valuethat has never been used before. This statement, along
with the above constraints on val i dt i d amount to a promise that each t i d value returned by begi n is
unique and valid for the length of the transaction:

4 '

Coordinator c,
in(<c->begin>)
long tid,

out(reply(tid))

empty(members(c, tid)),
lout(reply[c->begin()] (tid)

rul es coord(Coordinator c) {

{in(<c->begin()>), long tid, enmpty(menbers(c, tid)),
lout (reply[<c->begin()>](tid))}

pair {out(reply(tid))}

}

The rule for add contains a main “thread” saying that upon receiving an add request for a Tr ansact or
p withavalidt i d, acoordinator invokes p’sj oi n operation. If it then receives a TRUE reply, p isthen a
member of merrber s and the operation compl etes successfully. The other cases are “ error paths’; one caus-
ing an exception, and the other a simple FALSE reply. (Additional situations and relations would surely be
included in amore realistic specification. For example, it may describe cases dealing with the possibility that
p were not alive handle, the use of timeouts, and so on.)
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Coordinator c,
in(A=<c->add(tid,p)>)
tvalid(c, tid) out(throw[A] (tx))
default ——=1  out(J=<p->join(tid)>)
in(reply[J](ok))
1ok e | out(reply[A](FALSE))
out(reply[A](TRUE))
default =1 contains(members(c,tid),p

{in(A = <c->add(tid, p)>)} && {
case {!validtid(c,tid)} pair {throwtx)}

case {default} lead {out(J = <p->join(tid)> )} enable

{in(reply[J] (ok))} && {

case {!ok} | ead {out(reply[ Al (FALSE))}
case {default} lead {out(reply[A (TRUE)),
contai ns(nenbers(c,tid), p)}}}

4.3 Multiple Participants

Protocols including situations describing multiple participants are used when the perspectives and responsi-
bilities of all parties need to be taken into account simultaneoudly, often because one party respondsin special
ways to another that do not apply to interactions with other kinds of participants. Such rules may be seen as
the specification anal og of multimethods[19]. For example, we may rework a more committal version of the

add rule:

20



Coordinator c,
in(A=<c->add(tid,p)>)

lvalid(c, tid) out(throw[A](tx))

default ——>|  out(J=<p->join(tid)>)
in(J)
contains(
out(reply[](TRUE)) members(c i) ) out(reply[](FALSE)

2

{

in(reply[J](TRUE)) . ) in(reply[J](FALSE))

out(reply[A]1(TRUE))

contains(members(c,tid),p out(reply[A](FAL SE))

For clarity, situations describing the view of the Tr ansact or are shaded. Thisrule assumesfor simplicity
that p repliesFALSEtoj oi n only if it isalready amember of the transaction. One sense in which this proto-
col ismore committal isthat rather than relying on a one-to-one delivery rule to match the p- >j oi n request
with its reception (and similarly for thej oi n reply), this version directly connects the associated situations.

Along adifferent dimension, we could have presented aless committal version by omitting various situations
if we happened not to care about them for the sake of this protocol declaration, and then perhapsinserted them
later asrefinements. For example, thej oi n reply and its acceptance might have been elided without changing
the ordering requirements of the remaining situations.

Rulesin such PSL declarations often represent “snippets’ [64] of alonger or fuller protocol. It is normally
possible to show a more complete view of a protocol by linking situations described in one scope to those
in others. This may entail exploitation of global axioms such as the one-to-one delivery rule when available
to match i nswith out s, along with special rules for matching the obligations and expectations of particular
partners[18]. For example, the multi-participant view of add may be constructed given the single forms of
Coor di nat or : : add and Transact or : : j oi n. Theresulting timethread [13] is a path linking initial
situationsto terminal ones. Such timethreads can be valuable tools for informally validating protocols.
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4.4 Design Patterns

The elements of many common object-oriented design patterns[21] consist of protocolscommonto all partic-
ipantsin aframework. For example, in the Observer pattern, Subj ect s maintain representations of things
they are modeling, along with operationsto reveal and changethisrepresented state. Cbser ver s display (or
otherwise use) the state represented by Subj ect s. When aSubj ect 'sstateis changed, it merely informs
one or more Qbser ver s that it has changed. Chser ver s are responsible for determining the nature of
the changes, and whether they requirere-display. The version illustrated here is one of the variants described
in [21] in which the Subj ect sendsahandleto itself asan argument to not i f y when it is changed. The
oser ver usesthishandleto probefor values, and performsaredisplay only if the state actually differsfrom
that held in a cache.

The static structure may be described in PSL/IDL, aswell asinan IDL dialect of the OMT [61] notation often
used for design patternsin which attributes are listed along with operations:

i nterface Subject {
StateType currentVal ();

voi d changeVal (in StateType v);
voi d attach(in Qoserver ob);
voi d detach(in Qbserver ob);

i nterface Cbserver {
voi d display(in StateType v);
oneway void notify(in Subject s);

};

protocol nodul e {
St at eType Val ( Subj ect) ;
sequence<Cbserver > Cbs( Subj ect);
St at eType CachedSt at e( Observer) ;
s

Subject Observer

StateType CachedState
StateType Va

sequence<Observer> Obs void display(in StateType x

oneway notify(in Subject s)

StateType currentVal()

void changeVal(in StateType v)
void attach(in Observer 0)

void detach(in Observer 0)

Informally, the main notification protocol isthat whenaSubj ect s receivesachangeVal request, it makes
sure that its abstract state Val ('s) has been set, and for each member o inits set of Cbser ver s, sendsa
not i f y message to the observer, and then replies to whoever called changeVal . When the Cbser ver

o receives the notification, it probes s by asking for its cur r ent Val . If the returned value differs from
thevaluerecorded as CachedSt at e, the Cbser ver sendsitself adi spl ay request. The details of what
happens when an Observer receivesthat di spl ay request aren’t important to this aspect of the protocol.
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In the corresponding PSL/IDL-G specification, situations primarily viewing an Cbser ver 'srole are shaded.
Notethat the declaration and use of Cbser ver o inthefirst situation meansthat the Cbser ver rolesof the
protocol are taken (perhaps concurrently) by all observersof Subj ect s:

Subject s
in(CV=<s->changeVal (v)>)

member(Observer o, Obs(s))

out(NTFY =<o->notify(s)>))

val(9 == v in(NTFY) by o

\ 4

out(reply[CV]())

V

in(GET) by s out(GET=<s->currentVal()>)

X ==Val(9 >, inreply[GETI(¥)
out(reply[GET] () [x 1= CachedState(o)]

S A
y

out(<o->display(x)>)
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45 Constraints

Recall the equivalence of our first relay rulesin Section 3.6:

{in(n)} lead {out(n2)}
{in(m)} lead {in(nm), out(n2)}

This“latching” property of event predicates does not necessarily hold for arbitrary attributes. For example,
if there were an unconstrained attribute ok ( Rel ay r ), and we required that ok(r) persist as true across
these two situations, we would have to write:

{in(m), ok(r)} lead {out(nR2), ok(r)}

Constraint rules may be used to avoid such problems. Constraint rules add requirementsthat do not otherwise
come “for free” in open protocol specifications. Consider, for example, interfaces describing Account sthat
maintain balances:

interface Account { //
void setBal ance(float b);
fl oat getBal ance();

long getSerial No();

};

i nterface Account Factory { //
Account makeAcc(long sn, float initbal);

};

As astart, we can declareapr ot ocol nodul e with abstract attributesbal and ser i al No, along with
simplepostcondition-stylerulesstating that makeAcc initializesbal andseri al No,get Bal ance “reads’
bal , set Bal ance “writes’ bal , and get Seri al No reportsseri al No:

prot ocol nodul e accountm {

float bal (Account a);
I ong serial No(Account a);

rul es (Account Factory f) {

{in(<f->makeAcc(sn, inithal)>)}

pair

{out(reply(a)), live(a), bal(a) == initbal, serial No(a) == sn}
1

rul es (Account a) {
{in(<a->getBal ance()>)} pair {out(reply(bal(a))}
{in(<a->setBal ance(b)>)} pair {out(reply()), bal(a) == b}
{in(<a->getSerial No()>)} pair {out(reply(serialNo(a))}
s

s

Access. Itisuseful hereto add afurther constraint saying that theset Bal ance and makeAcc operations
aretheonly onesthat affect the value of attribute bal . Without such aconstraint, thereis no requirement that
thisreasonable and often implicitly assumed encapsulation property holds. This may be expressed by relating
bal to valuesassociated with replies from either of the two operations:
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rul es (Account a, AccountFactory f, float b) {
inv {(bal(a) == b) -->
out (repl y[ <f->makeAcc(s, b)>](a)) ||
out (repl y[ <a->set Bal ance(b)>]())}
b

Initialization. A similar tactic may be used to describe attributes whose values are fixed forever upon ini-
tialization. For example, to claim that theser i al No is always the one established by the factory operation,
and further claim that initialization occurs at most once per account:

rul es (Account a, AccountFactory f, long s) {

inv {(serialNo(a) == s) --> out(reply[<f->makeAcc(s,b)>](a))}
i nv {uni que(out (reply[<f->nakeAcc(s, b)>](a))}
b

Single-threading. We could further require that processing of set Bal ance requestsis not subject to ar-
bitrary interleavings(i.e., that set Bal ance operations proceed serially), thus precluding multithreaded im-
plementations. Again, without such a constraint, there is nothing forcing this interpretation. The restriction
that notwo set Bal ance operationsoperate concurrently may be expressed by saying that any message that
has been received but not replied to isuni que:

rul es (Account a, float b) {
inv {unique(in(s = <a->setBal ance(b)>), !out(reply[s]()))}

};

Timing. Therelative ordering approach to protocol specification does not directly admit the use of global
timing constraints. However, it is very much possible to describe constraints with respect to one or more
timers. (The physical/temporal implementation properties of timers of course remain outside the scope of
PSL.)

One way to impose such constraintsis via“ client-side” protocol rules. For example, assuming the existence
of aTi mer with attribute t i cks, we could state that any Account User client issuing aget Bal ance
receives areply within Ntime units:

rul es (Account User client, Account a, Tinmer tm {

{out (m = <a->getBal ance()>) by(client), long t1l == ticks(tm}
pair

{in(reply[m (b)) by(client), long t2 == ticks(tm, t2 - t1l <= N}
s

Interactionswith timers may also be specified. For example, an Account User may invokeget Bal ance
in conjunction with atime-out al ar mset for Ntime unitsof aTi ner . If the client receivesthe reply before
the time-out, it somehow uses the value. One part of such a specification is:

rul es (AccountUser client, Account a, Timer tm {
{out (to=<tm>al arn(N)>)by(client), out(gb=<a->getBal ance()>)by(client)}
enabl e
{case {in(reply[gb](b)
case {in(reply[to]())
}
s

, use(client,b)} enable {in(reply[to]

) ()}
} enabl e {in(reply[gb](b))

}

These kinds of idiomatic constructions are obvious candidates for ssimpler expression and support in PSL.
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5 Methodsand Tools

PSL may be used to support anumber of development practices and engineering tools:

Monitoring. Recordingsof freely executing “live” components may check whether and how often agiven
set of actual components obey a particular protocol over some period of interest. Simple monitoring tools
merely record event histories for later checksthat they conform to stated protocols. More sophisticated mon-
itoring agents perform conformance checksin real -time during the lifetime of the system. Monitors may also
be attached to protocol visualization tools that allow developersto “ see” the realizations of a protocol asthey
unfold within implementations. |nteractive monitoring may be extended to create debuggers allowing users
to construct new entities, issue new events, and/or alter existing onesin alive system.

Testing. Recordings of components from a fixed initial configuration check whether protocols are obeyed
and/or particular terminal situationsarereached. Protocol rules may also guide construction of atest suite that
coversall listed pathsand situations defined in agiven protocol. Additionally, they may be used to dynamically
evaluate existing or randomized tests, checking that all paths have been covered.

Verification. Analytic, symbolic checks (at variouslevels of formality) determinewhether implementations
possess required properties. Given a set of specifications and an implementation, verification efforts anal yti-
cally decide whether the implementation conformsto the specification.

Design for testability. Specification-guided programming (also known as “reification” [19]) is the process
of “deriving” concrete implementations from their specifications. Reification typically involves substantial
refinement, narrowing down interfaces and protocols to reflect various design constraints. In addition to re-
quired operations, implementations may also compute or approximate attribute functions and expressions on
attributesfound in specifications. Thisprovidesasimpler basisfor testing, enhancesthe likelihood that imple-
mentations of other operationsare correct “ by construction”, and enables “reflective” programming practices
in which componentsinspect their own logical state. However, even the most detailed open specifications do
not completely determine their implementations. For example, even when aPSL specification boils down to
mandating that agiven component rely on another with the propertiesof asimplei nt variable, thismight not
preclude an implementation using a special kind of C++ object that behavesasani nt but also periodically
logs its value to persistent media.

Design recovery. Recovery is the reverse of reification: retrospectively “deriving” specifications by ab-
stracting over implementation choices. Design recovery may also involve trandlation from or to less formal
design documentation, aswell asvalidation efforts, comparing specifications against high-level requirements.

Simulation and prototyping. Semi-automated partial implementation, using a set of default strategies for
minimally implementing those features of roles, events, and attributes of interest may be used to investigate
system behavior.

51 Mappings

While PSL representsthe core, it is only one piece of a unified approach to the specification of open systems.
A complete account requires model s, languages, and/or tools that map these abstractionsto concrete features
of particular systems. All of the above applications rely upon mappings relating any given specification to
code that may conform to it. These mappings naturally vary across the languages, tools, and infrastructures
used to implement a system:
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1. Mappings between roles and implementation objects (components).
2. Mappings between event predicates and concrete communication occurrences.

3. Mappingsbetween expressi onsdefining situationsand realizationsobserved or inferredin concrete code
and/or its execution.

Additionally, several of these applications require descriptions of certain initial conditions of the system of
interest.

The need for, nature, and use of mappingsdiffersacrossthesekindsof applications. At oneextremelieformal
verification efforts. Analytic verification requires a rigorous mapping to the underlying target programming
languages, systems, and tools in order to construct an operational semantics [30]. Such a mapping is often
impossiblein practice, inlargepart because propertiesof implementationlanguages, libraries, and toolsare not
known in sufficient detail. Moreover, even when implementations are produced in well-behaved languages,
full systems-level verification is often an unrealistic, intractable goal.

Simple visualization toolslie at the other extreme. A useful visualization tool might require only a mapping
from events to observable messages, ignoring all other aspects of PSL expressions, at the price of not being
able to distinguish two situations containing the same event predicates but different attribute predicates.

5.2 Mapping PSL/IDL

We illustrate some general mapping issues with PSL/IDL. While the use of PSL in some systems requires
development of auxiliary configuration languages and tools to establish mappings, the particular features of
PSL/IDL aong with those of CORBA permit simpler tactics:

e PSL/IDL uses the same value type system as CORBA IDL. OMG standards in turn already map IDL
value types to those of variousimplementation languages (e.g., C++ [55]).

e PSL/IDL message types map directly to those used in CORBA. Observations of messages may be used
to establish instantiation of corresponding event predicates.

o CORBA Object Request Brokers (ORBs) and repositories maintain information relating valuesthat are
used as message destinations and the locations of concrete implementation components. These may be
relied on to maintain implicit mappings between interfaceinstance handl es and i mplementati on objects.

e Typicaly, the initial conditions of a CORBA application amount only to the initialization of a small
number of components, avoiding the need for extensive description of static configuration properties.

CORBA aso supports development of the instrumentation needed for dynamic execution tools. Event mon-
itoring may be accomplished through interpositioning; the placement of intercepts between communicating
components to tap communication traffic [71]. CORBA allows “listener” objectsto be interposed along any
communications path by transparently altering the mappings between roles and implementation objects[56].
However, even if attention is restricted to events, mapping communicationsto event predicates, and in turn
realizations of particular situations, and in turn rule instantiationsis not a trivial matter in a distributed open
system.

Any “listener” is only an approximation of an unobtainably ideal observer, and will have limitationsin its
ability to discriminate the occurrence of certain protocols. For example, it may be impossible in practice to
obtain sufficient temporal granularity and synchronization of observations to recognize instances of, say, A
» B when event predicatesin A and B are mapped to occurrences on different sides of the planet. (Anintru-
sive alternativeto detection is enforcement, using tools[10] that guarantee that certain messages obey certain
orderings.)
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Similar empirical challenges are encountered in relating the observation of a“tapped” message to a reception
predicate for a particular role, detecting the creation of a new instance and its corresponding handle, as well
as detecting different realizations of the same situation in multithreaded implementations.

Mappings of attributes remain the least automated aspect of tool development. Unless attribute functions are
implemented by programmers, defined entirely via expressions on mapped observable event predicates, or
areinferable viaprotocol rules, developers of tests and monitors must themselves implement all computable
or approximable expressions of interest and implement them as program instrumentation. For example, the
simplest possible testing tool would require implementations of boolean functions corresponding to each de-
fined situation, along with history mechanisms recording event occurrences that are referenced in situation
expressions. These functions may be invoked whenever alistener intercept notices an event that might make
asituation of interest hold or stop holding. A moreintelligent tool could infer the values of certain attributes
without the need for instrumentation.

Provided that such observational apparatusis available, one could create, for example, a monitoring tool re-
porting whether realizations matching listed situations occurred and whether the corresponding ordering rules
were observed.

6 Reated Work

Protocol specification, architectural description, and approachesto dynamicsin general have along history.
While al such approachesmay berelated at somelevel, they differ significantly in their theoretical bases, def-
initional primitives, and range of usability. The waysin which PSL constructs support interface-based speci-
fication of open systems distinguish it from other frameworks:

Preconditionsand Postconditions [30] and specification systems based upon them [36], employ the construct
{ A} s{ B}, asserting that program fragment s brings a program from a state obeying A to one obeying
B. The PSL constructs A » B and A B B have similar usages, but split the different senses of this relation
when applied to ordered events. PSL may be used to expressthe kinds of assertionstypically associated with
operation postconditions, but applies them to arbitrary “evaluation points’ rather than necessarily only upon
issuance of areply. PSL does not include any language-specific operational semantics, and omitsreferenceto
s. PSL also differsinits scoping and parameterization of predicates.

Abstract Data Types (ADTs) [40, 62] describe functional properties of “black box” components via precon-
ditions, postconditions, and invariants, without describing the nature of their dynamic dependenciesor inter-
actions. PSL attributes and constraints share a similar basis, but are used primarily to describe interaction
constraints.

Architecture Description Languages(ADLSs), modul einterconnection languages, and rel ated approaches [41,
4] usually extend an ADT-style basis to describe static configuration and communication properties of sets
of components. This focus on statics varies in degree across languages. PSL may be construed as variant
ADL best suited for systems with few fixed configuration properties beyond those of their general purpose
communication substrates; for example, ORB-mediated communication in CORBA systems.

Object-Oriented Analysis notations [61, 34, 19] describe classes of objects in terms of attributes, relations,
states, operations, and messaging, at varying degrees of formality. PSL generalizes, extends and reworks the
dynamic aspects of such conceptsto apply to interfaces of componentsin open systems, in amanner compati-
ble with other role-based frameworks [6, 60, 68, 26]. Unlike some other approaches [2, 71] that add protocol
specificationsto object-oriented interfaces, PSL does not assume any particular model or mechanism relating
these interfaces and roles to classes and objects.

Linguistic Approachesto Pragmatics [51] address the context-specific dynamics of communication (speech
acts) among participants, while semantics abstracts over situationsto address context-independent meanings.
Thisdistinction providesa useful conceptual basis for approaching these qualitatively different aspects of in-
teraction, and serves as a guide to the kinds of phenomenathat PSL is intended to capture.
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Process Calculi [47] and specification languages based upon them model systems as collections of abstract
processes communi cating viamessages, where each process and communi cation act obeysa particul ar abstract
computation model. In contrast, PSL specifications are non-constructive. They do not rely on a particular
computational model beyond that implied by minimal assumptions about message passing in open systems.
PSL specifications contain sets of constraints on behavior that may beimplemented by any kind of component
meeting the constraints.

History-based Frameworks [45, 50, 33, 14, 23] specify actionsthat occur under given patterns of event histo-
ries. These patterns are most often described in terms of regular expressions or variantsthereof. Because PSL
dealswithrolesin potentially distributed systems, eventsas seen by agiven instanceare not necessarily totally
orderable. They can be ordered only by <, not the strict < relation that may be seen by any particular imple-
mentation object. Thus PSL history patterns cannot be described as languages or regular expressions [57].
They are instead indicated by linked situations. Also, an event occurrence is construed in PSL as just one
kind of attribute (although one with a special interpretation) ascribableto arole. Other kinds of attributes can
be defined aswell. For example, one set of instancesof aFi | e interfacemay be“born” inani sOpen state,
while others are not.

Event-based Frameworks [38, 57, 10] are typically based on orderings defined over raw events. The PSL <
relation serving as the basis for protocol operatorsis defined in afashion similar to such orderings, but ranges
over abstract instances of situations described via event predicates and other arbitrary attributes, not instances
of eventsthemselves. When restricted to event predicates, these arerelated in asimpleway under theintended
mapping to raw events: If the instances of two events are ordered, then so are the corresponding instances
of event predicates. PSL operators, situations, and partitionings are more closely related to corresponding
constructsin event structures and its variants[ 70, 24, 58], as adapted for use in interface-based specification.

7 Appendix

Here we describe rel ations between PSL/IDL conventions and underlying PSL constructs. We first introduce
an expanded notation for representing situations as named, parameterized predicates of the form

Name(Parametersy{ Predicate} .

For example, a situation describing the state of aFi | e being openis:

OpenFil eSituation(File f){ isOpen(f) }

OpenFi | eSi t uat i on names the situation. The argument list declares all variables and types used in the
defining predicate.

The standard PSL/IDL form is abbreviated in that:

Situations are not named.

Situations are defined only within the scope of r ul es declarations, and implicitly take the handles
declared intheir r ul es declaration as parameters.

Situation predicatesmay includein-linelocal declarationsto namevaluesinside expressions. Theseare
added asimplicit parameter declarations.

Message arguments are implicit, with values bound according to IDL conventions, as described below.

A redlization may be represented as atagged set of values. A redlization r matches situation S(i.e., r oc ) if
there exists a consistent assignment of the valuesin r to the argumentsin Sin accord with al O constraints
such that S's predicateis true. Value assignments must be consistent across all situations in the same scope.
Realizations obey one or more rulesiif the rules hold under applicable assignments of valuestor ul es pa
rameters.
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Variants. To accommodate the range of options availablein CORBA systems, PSL/IDL rules may also be
described at the level of individual activations of individual operationsrather than the implementation objects
that they are normally defined under. Handles of the form Interface: : Operation denote abstract activations
(executing instances) of the indicated operations. For example, an instance of theformaFi | e: : read isa
handle to an abstract activation of agiven Fi | e aFi | e’sread operation as defined in the Fi | e interface.
(Among other alternatives, this handle might be mapped to an implementation-level pointer to astack frame.)

In additionto the messageformsdescribed in Section 3, PSL/IDL procedural messagesmay includef r onq( src)
designation indicating the “return address’ of a sender:

m= <dest- >op(args) from(sc) >

Also, i n andout event predicates may be annotated with by ( Handle) to indicate the participant issuing or
receiving a message. For example,

in(<aFile->wite(c)>)by(aFile::wite w)

allows a shift to an activation-level description focused on asinglewr i t e operation. Note that f r omcould
be different than by in systems supporting implicit forwarding of delegated messages.

Message types may also be made explicit. They may be given names using at ypedef convention anal-
ogous to the inline declaration style. Required fields have the same names as their arguments; sources and
destinationsarecalled _sr c and _dest respectively. For example, to represent thetypeof Fil e: : write

messages:

typedef <File::wite(in char c)> WiteMsg;

Bindings. Argument bindingsin messagesfollow normal IDL conventions, which are related to underlying
PSL constructsas follows. Any situation containingani n or out predicateimplicitly takes amessage of the
corresponding type as a parameter, and message fields are implicitly equated with named variables according
to their use. When by is omitted, it is also added an parameter simply of type Qbj ect , the base of the IDL
interface hierarchy. For example, consider PSL/IDL situations:

{in( <aFile->wite(c)>), ¢c =="a'}

{out( <aFile->wite('a )>)}

These may be expanded as.

typedef <File::wite(in char c)> WiteMsg;

Sin(File aFile, WiteMsg m char ¢, hject rcvr) {
m _dest == aFil e,
in(m by(rcvr),
c=='a, c==mc

}

Sout(File aFile, WiteMsg m Object sndr) {
m dest == aFile, mc =="a’,
out (n) by(sndr)

}

IDL-level at t ri but es arealsotreated asoperationdeclarationsin PSL, with message sel ector namesformed
by prepending get _and set _for the “read” and “write” forms of the operation respectively, in accord with
common language mapping conventions[52, 55].
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Scopes. Pairs of situations related by ordering rules must be normalizable under a common set of symbols,
each assuming a unique value in realizations. All successor situations carry all parametersfrom theirr ul es
and predecessors as well as al non-negated event predicatesin predecessors. Consider, for example:

rules x(P p) {

{in( <p->opl(a, b)>), long i == attr(p)}
| ead

{out ( <a->op2(b, i)>)}

b

The situations may be tediously expanded as:

typedef <P::opl(in Aa, in B b)> oplMsg;
typedef <A::op2(in B b, inlong i)> op2Msg;

S1(P p, oplMsg nopl, long i, A a, Bb, bject slrcvr) {
i n(nmopl) by(slrcvr),
i == attr(p),
a == nopl. a,
b == nopl. b
}

S2(P p, oplMsg nopl, long i, Aa, Bb, bject slrvcr,
op2Msg nop2, Object s2sndr) {

i n(nmopl) by(slrcvr),

out (nop2) by (s2sndr),

nop2. dest == a,

nop2. b == b,

nop2.i == i
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