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As computers, sensors, and wireless communication have become smaller,
cheaper, and more sophisticated, wireless transducer platforms have become a
focus of research and commercial interest. This report describes an investigation
into such platforms. It presents a new taxonomy of transducer systems, describes
the construction of prototypes of a new transducer device designed for ease of
application development, and discusses commercialization issues.

1. Introduction

There is much evidence of the importance of transducer platforms. For example, in 2004 fewer than 2% of all
microprocessors were found in conventional computers; “the vast majority are found in embedded systems which pervade
many aspects of our lives acting as both sensors and actuators™ [1]. Furthermore, these platforms will become more
important in coming years. Business Week, for example, heralded this type of device as one of the 21 most important
technologies for the twenty-first century [2] (reported in [3]). Others foresee opportunities for the deployment of general-
purpose transducer platforms combining sensing, computation, and actuation capabilities, with the resulting ability to
support many types of applications [4]. These devices are envisioned to “monitor temperatures, stress, access, vibrations,
sounds, dust and air particles, and a seemingly endless parade of parameters. [They] will need to operate without physical
maintenance for years at a time, operating with low power and within environmental extremes.” [5]

This report describes a study of such platforms. Section Two presents an extensive characterization of the transducer
platforms that have been and are currently in use. Section Three describes an experimental platform constructed at Sun
Microsystems Laboratories (Sun Labs) based on requirements derived from the characterization of Section Two. Section
Four presents an overview of the potential commercial adoption of wireless transducer platforms. Section Five
summarizes the report and concludes with a discussion of the future of wireless transducer technologies.

Sensor systems have been an object of study for some time at Sun Labs. The discussion in Section Two summarizes the
work initiated in 2003 by the Anteater project. The experimental platform described in Section Three is the result of a
subsequent, collaborative effort involving several teams and even more individuals. The arc of the entire sensor research
effort, culminating in the current Project Sun SPOT, is described in the Afterword.
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2. A Taxonomy of Transducer Platforms

After reading much of the literature on wireless transducers we came to believe that a taxonomy was needed to describe
the characteristics of the different platforms in use and under research. Other authors have presented details of their
hardware and software solutions and the results of their research. In this section we present a synthesis of much of that
work, with a focus on contextualizing that work within the larger body of research into transducer platforms.

As the title states, this report deals with wireless networked transducers. We emphasize the term ‘transducer’ here in
contrast to other authors because we believe it is important to include actuators in our scope. Most other authors focus
exclusively, and often implicitly, on sensors. We believe this focus presents a skewed view of the field, a reflection of the
dominance of data acquisition applications. Hence, in this report we use the term transducer to mean a sensor or an
actuator, in accordance with the following definition: “a device that converts variations in a physical quantity, such as
pressure or brightness, into an electrical signal, or vice versa.” (New Oxford American Dictionary, Second Edition)

Thus, in this section we present the context for networked wireless transducer platforms. Specifically, we situate them in a
hierarchy consisting of the following typesl:

transducer platforms,

networked transducer platforms,

wireless networked transducer platforms, and

battery powered wireless networked transducer platforms.

For each type of platform, we describe the characteristics of that type, present some example platforms and applications
that embody those characteristics, and discuss the constraints imposed by the examples. We divide the constraints into two
categories:

inherent constraints on the technology, such as power requirements, size, and cost; and
current constraints, that is, constraints based on currently available technology.

We also use three dimensions to classify the platforms:

the source of energy for the platform (for example, mains, battery, renewables, scavenged);

the presence and operation of communication between and from the platform (for example, no communication, wired,
wireless); and

the use of the platform in a control system.

Furthermore, applications that use transducers can be divided into two categories, those that simply acquire data, and
those that acquire data and then affect the environment. Systems in the second category almost always include a feedback
loop, since changes made to the environment are subsequently sensed. These iterative, reactive transducer systems are
known as control systems, and are a rich field of study.

For example, the scientific instruments on NASA’s Mars Rovers acquire data and send it back to Earth, while the
operation of those instruments (such as turning them on and off) is done through real-time, onboard control systems.
Based on the data, mission planners on Earth may redirect the Rovers’ activities; this activity is known as planning and
scheduling, and is distinct from the real-time feedback of the control systems. (Note that automated planning and
scheduling, which will allow more autonomy from Earth in the future, is an active area of research; this is related to, but
distinct from, real-time control.)

1. Other authors have made similar descriptions and classifications, for example [6].
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The following sections provide more detail of the four types of platforms identified above.

2.1. TRANSDUCER PLATFORMS

A transducer platform typically consists of three components: transducer hardware (sensors and actuators), an embedded
processor, and memory [7]. The transducer hardware interacts with the physical world, converting measurements into
electronic signals in the case of a sensor, and transforming electrical stimuli into physical actions in the case of an
actuator. The processor manages the transducer hardware signals and maintains the calibration between the transducer
hardware and the physical world. The memory contains the software executed by the processor, and may contain a history
of measurements.

Sensors frequently substitute for human observers. Example situations include environments that are hostile to humans
and phenomena that require measurement over a long period (and thus prohibitive human cost). Similarly, actuators are
used when humans are unable to effect proper responses to conditions. Typically this is when there are high demands for
speed, accuracy, and/or consistency of response.

The characteristics of a transducer platform can be broken down into those of its constituent parts: the transducer
hardware, the processor, and the memory.

Transducer hardware has been around for many years [8] and is tailored to the physical environment in which it operates.
Commonly used sensors include temperature and humidity sensors and sensors to monitor the state of switches. Common
actuators are relays and solenoids.

In recent years transducer technology has evolved to permit more widespread deployment. In particular, micro-
electromechanical systems (MEMS), based on integrated circuit technology, have been developed that are both small and
inexpensive. The first major commercial MEMS sensor, the accelerometer, was used to trigger automatic airbag release;
“whereas high precision piezoelectric accelerometers cost hundred of dollars, MEMS provided sufficient precision for a
few dollars™ [9].

The development of MEMS, along with the commoditization of computing, has enabled vendors to augment mainstream
devices such as toys and cars with control systems. It is now conceivable that such systems will become ubiquitous,
embedded in everyday objects. For example, MEMS sensors are now used to measure tire pressure (see Figure 1).

The processors used in small transducer platforms vary enormously, ranging from 8-bit to 32-bit architectures in a variety
of form factors, and the memory available, typically composed of a combination of RAM and ROM (or flash) range from
less than 5 KB to more than 16 MB of RAM, and from 100 KB to greater than 4 MB of ROM.

The overall size of a transducer platform reflects the size of its parts. Those that use small MEMS-based sensors can be as
small as a cubic millimeter [3], whereas those that use large industrial actuators are as large as necessary to affect the
physical environment.

Cost is an important constraint, and characteristic, of transducer platforms. Many commentators foresee the development
of single-chip platforms leading to significant cost reductions (for example, [10]).

One characteristic that relates to cost is reliability. High reliability can be achieved either by manufacturing more reliable,
and more expensive, platforms, or by using redundancy with cheaper, less reliable platforms [10]. Reliability is a
constraint imposed by the needs of the application. For example, a home automation application requires less reliability
than a medical diagnostic application.
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FIGURE 1. Infineon Technologies’ tire pressure sensor

Example transducer applications include: guaranteeing the quality of a bottle of wine by proving that it never rose above a
certain temperature during shipping [11]; the remote monitoring of fluid levels and control of pumps at sewage treatment
plans; and remotely reading water, gas and electric meters [12].

2.2. NETWORKED TRANSDUCER PLATFORMS

The definition of networked transducer platforms is straightforward: transducer platforms that are connected via some
communication mechanism to each other and/or to a non-transducer device (or devices). The non-transducer device can be
a gateway, a router, or a computer acting as a server. The communication mechanism can take the form of a network, a
bus, or another form of physical connectivity. The protocol of connectivity between the devices can vary from a simple

two-wire mechanisms such as 1-Wire [13] or I>C [14] to sophisticated proprietary mechanisms such as BACnet [15] or
LonWorks [16], or to standards such as TCP/IP.

In this section we particularly consider platforms that use wired connectivity (wireless networked devices are considered
in the next section) and platforms that obtain their power from conventional power sources. In addition to mains power,
we include devices that may use the same wires to provide power and connectivity, examples of which include Power over
Ethernet [17] and Powerline Ethernet [18].

In this set of platforms the RAM may be used as a temporary store for data to be communicated to other devices in the
network, and the embedded processor may take on the responsibility of handling the communication between the devices
in the network. Additionally, the processor may perform data processing before transmission or after reception. (For
example, a networked sensor connected to a camera may perform image processing before transmitting the images.)

Networked transducer platforms offer the additional beneficial characteristic of time synchronization: the connection of
multiple transducer platforms provides applications with the ability to synchronize data collection and actuation.
Examples of this characteristic are described in the applications presented below.
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As we discussed earlier, applications for transducer platforms can in general be divided into two categories: control
systems and data acquisition applications. This is specifically true for networked transducer platforms; examples are
presented below.

The feedback loop in a networked control system can take two forms: local to the device itself, or involving other devices
in the network. It is generally true that the complexity of a control system increases in proportion to the number of devices
it contains. Examples of networked control systems include:

Automated lighting systems. Each lighting fixture contains an actuator controlling the lamp, and sensors are
distributed in the physical environment to measure light levels and temperature and to sense activity. There are
additional actuators that control window blinds and curtains. Every actuator and sensor is connected to a central server
containing the control logic. The actuators must operate in parallel in a synchronized fashion in response to common
control logic [19].

Automated in-vehicle climate control. Sensors are deployed outside and inside the cabin of a vehicle at various
locations to ensure a representative spread of temperature readings. Additional sensors may include a solar sensor
(mounted on the dashboard), focused infrared (IR) sensors to measure the skin temperature of the driver and
passenger, and a sensor to measure the acceleration of the vehicle. Actuators control the ventilation and heating
(including blowers and fan direction). Every actuator and sensor is connected to a central processor that collects the

temperature readings and issues commands to the actuators?.

Supervisory Control and Data Acquisition (SCADA) applications. SCADA applications are used in industrial and
engineering environments to monitor and control distributed activities. A SCADA application consists of multiple
Remote Terminal Units (RTUs) connected to a central server. An RTU connects to physical transducer hardware such
as switches, sensors, pumps, and valves and is responsible both for reading the state of these devices and for
controlling them. The central server is responsible for supervisory control of the network of RTUs. The server acquires
data from the RTUs and issues instructions to them. However, each RTU has a degree of autonomy: it can exert
independent control over the transducer hardware to which it is connected. It also contains control logic to provide
immediate feedback to its actuators based on the values it reads from its sensors. The SCADA server supervises the
RTUs based on the data that it has acquired from all the RTUs it manages; hence it uses its big picture to supervise the
RTUs.

Examples of data acquisition applications for this set of platforms include:

Monitoring of the infirm. Elite Care is a residential community in which each individual’s home and person are
monitored. There are sensors on walls, ceilings, beds, lights, and other appliances. Each resident wears an IR/RF ID
tag. Information about the resident’s health and well-being is captured as well as movement. The application alerts
authorized parties when health and well-being parameters are exceeded, and is also used to regulate and monitor

environmental conditions®. One could imagine this application being extended to monitor the therapies that a resident
is receiving (for example, tablets, drips, gases) in addition to the monitoring of observable signs (for example, pulse,
breathing, blood pressure, temperature, weight) [22].

Enhanced office collaboration. Within an office setting sensors may be used to determine the presence or availability of
an office occupier [23]. The data from motion and audio sensors, in addition to a telephone sensor (to determine if the
handset is in use) can be combined to detect when a user is present and/or available. This information can then be used
in office collaboration tools to assist with remote worker collaboration.

2. See for examples [20] and [21].

3. However, this requires 30 miles of wiring and over 300 relays per house in addition to 20 control boxes and 18 net-
worked computers.
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High energy physics data gathering. The Stanford Linear Accelerator [24] uses a multi-layer detector that observes the
result of particle collision experiments, and data detection must be synchronized between the layers. This is an
example where data collection requirements are beyond human capabilities.

Other data acquisition applications fall into the category of “distributed sensing”, when the precise location of a signal of
interest in a monitored region is not known a priori. These applications employ multiple sensors to locate phenomena, and
perform better signal detection than systems with single sensors (due to the likely proximity of one of the sensors to the
phenomenon). They also provide robustness in the face of environmental obstacles [25]. Examples of distributed sensing
include the following:

Oceanographic sensing. A network of acoustic sensors (hydrophones) on the ocean bottom, known as the Sound
Surveillance System (SOSUS), was deployed at strategic locations to detect and track quiet Soviet submarines during
the Cold War. SOSUS is now used by the National Oceanographic and Atmospheric Administration for monitoring
seismic and animal activity in the ocean [3].

Sensor fabrics. Textiles can be used to host self-organizing networks of sensors. Chips woven into large textile
surfaces, such as carpets, can be used to monitor buildings and provide directions in an emergency. The chips are able
to sense temperature, vibration, pressure and motion. Each chip in the fabric communicates with its four immediate
neighbours by fine, electrically conductive threads [26]. (For example, see Figure 2.)

FIGURE 2. Infineon Technologies’ Sensor Carpet

The inherent constraints of this type of platform result from their lack of mobility. They are only useful for observing or
effecting static phenomena. Installations are inflexible and can thus be costly to rewire.

Current constraints for these platforms are twofold. Firstly, the size of the platforms tends to be large, especially for
SCADA applications. Secondly, many existing technologies used in these platforms are proprietary, particularly those
related to programming languages and networking protocols. However, in recent years there has been a move towards
industry standards, such as Linux and Microsoft Windows.
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2.3. WIRELESS NETWORKED TRANSDUCER PLATFORMS

A subset of networked transducer platforms include an extra capability: wireless (radio) communication between devices
and/or between a device and a central computer. This subset is in general, however, dependent on a mains-provided energy
source.

For this platform type the embedded processor may take on the additional burden of managing wireless communication
protocols. These protocols are more complex than those of their tethered counterparts due to the need to deal with reduced
reliability of communication and increased unpredictability of latency and bandwidth. Indeed, in some platforms wireless

communication is handled by a separate processor located physically close to the radio, often on the same chip4.

There are several physical wireless interfaces that are available for wireless networked transducer platforms. These
include IEEE 802.11 (WLAN), IEEE 802.15.1 (Bluetooth), IEEE 802.16 (WiMax), IEEE 802.20, Ultra Wide Band
(UWB) and IEEE 802.15.4. The last of these, 802.15.4, is the basis for the ZigBee protocol [27]. However, it is important
to distinguish the two: 802.15.4 is a specification of the basic over-the-air interface and accompanying Media Access
Control (MAC) protocol (plus basic security functionality), whereas the ZigBee protocol defines higher layers of the ISO
stack, such as network, security, and application software [10].

The selection of a wireless interface depends on many factors. In many cases the most significant factor is power
consumption; other factors include range, reliability, and cost.

The characteristics of this type of platform are primarily determined by the chosen wireless interface. Range, throughput,
latency, and jitter are all dependent on the interface chosen (in addition to environmental conditions).

The key advantages of this type of platform are simple installation and flexible communication, due to the lack of need for
signal cabling. In industrial control settings, for example, wireless networks can be installed for a fraction of the cost of

wired devices (one study estimated that each physical wire in a commercial workplace costs $800.00 to install’), and can
provide increased flexibility, with high density sensing and deployments in unsafe areas (such as inside waterways, or in
high-temperature oil refineries) that may be impossible to instrument with standard wired approaches [29]. The following
two examples highlight the benefits.

1) Motorola Homesight [30] provides a coordinated system of wired and wireless cameras, wireless door and window
sensors, and other devices that work together to monitor a home environment. The wireless devices, provided by Xanboo
[31], use Xanboo’s proprietary AFM II wireless protocol, which Motorola claims can be integrated with other wireless
networking protocols such as ZigBee. The power for most devices is provided by domestic mains supply, although some
of the smaller devices, such as the door and window sensor, operate on AAA batteries. The devices can be placed
anywhere in the home and can be moved according to the needs of the user. No cabling is required, other than that
required for power. The system can be adjusted to users’ needs over time, and can be deployed by a non-technical user
who is not willing or able to install cabling.

2) Heating, ventilating, and air-conditioning (HVAC) installations are beginning to use wireless communications between

networked devices®. Wireless communication provides three benefits to HVAC installers: reduced installation costs,
flexibility of installation, and the ability to retrofit older buildings. The reduced installation costs enable more sensing and

4. The ChipCon CC2430 includes an RF transceiver core, 128 KB flash memory, and a high performance 8051 microcon-
troller core, all on the same die.

5. Elsewhere there are reports that the elimination of wiring lowers installation costs by 80% and installation time by 90%
[28].
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monitoring points to be installed than in a wired environment and thus increase the effectiveness and granularity of
control. Installation flexibility is improved because installers are more easily able to overcomes obstacles that would
hamper wired installations; for example, installation problems with existing marble, concrete, or asphalt flooring can be
easily overcome using wireless devices. Furthermore, the process of installation is itself less intrusive, meaning that
devices can be installed during normal business hours in an office or retail store. By eliminating wires, devices can be
easily moved to respond to customer requests and building modifications.

Most of the examples in the literature of this type of platform are concerned with data acquisition. This is probably due to
the nature of wireless communications: increased latency, reduced reliability, and reduced bandwidth compared to wired
networks. These three factors have an impact on the real-time characteristics of control system applications where
timeliness (and hence latency) can be critical, but are less significant factors for applications that have no direct feedback-
loop, such as data acquisition.

The inherent constraint on this type of platform is the radio. It is implausible in the foreseeable future that wireless
connectivity will be as reliable as wired connectivity. And current radio technology imposes specific constraints on this

type of platform. Constraints on range, latency, and bandwidth can be expected to improve over the coming yea.rs7, but at
present these constraints mean that not all potential wireless transducer applications can be realized. Furthermore, the
confusion of standards for wireless protocols creates difficulties for many developers and installers, requiring
commitments to technologies that may be evanescent.

Radio communication is lossy and has variable latency, which means that control applications implemented on this type of
platform have to be tolerant of missing and delayed data. Currently, loss rates can be greater than 50% when multiple
nodes in a network are transmitting [29]. It is doubtful that this condition can be significantly improved in the foreseeable
future, although re-transmission can alleviate the problem at the expense of increased and unpredictable latency [29]. In
addition, these platforms have lower bandwidth than their tethered counterparts [25].

However, some of these issues will be addressed by the development of the Zigbee standard mentioned above. This
protocol sits on top of the existing IEEE 802.15.4 protocol to provide self-organization and self-healing mechanisms for
networks whose nodes automatically establish and maintain connectivity among themselves [34].

There are also examples of distributed data processing using these platforms. For example, U.S. government research
projects have developed distributed algorithms for audio sensing and target tracking (such as those discussed at the Netted
Sensors Community Workshop in October 2005 [76]).

2.4. BATTERY POWERED WIRELESS NETWORKED TRANSDUCER PLATFORMS

A subset of wireless networked transducer platforms are those that operate without mains power. Generally these are
battery powered, but they may obtain their power from renewable energy sources such as solar cells or wind turbines. The
absence of mains power allows these platforms to be completely untethered, thus enabling them to be used in applications
in which the transducers themselves, the human operators, or the phenomena associated with the transducer hardware, are
mobile [7].

The wireless communication protocols available to this type of platform are identical to those used by wireless
transducers generally. The 802.15.4 standard is specifically targeted at small devices that have little power. It is optimized

6. For example, Advance Transformer, a division of Philips Lighting, has based a series of wireless lighting products on
Ember's EmberNet hardware and software [32].

7. According to [33] wireless bandwidth increased by a factor of 25 between 1997 and 2002.
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for short range (less than 90m) and low data rates. The 802.15.1 standard, popular for personal area networking (such as
between mobile phones and laptops, PDAs, or printers), can be used. However, it has been shown to interfere with other
wireless standards that use the same frequency, such as 802.11. A new version of the specification is intended to address
this issue, as well as introducing a new mechanism to reduce the power consumption. The 802.11 standard itself can be
used, but, because of its energy requirements, it is more suited to larger devices, such as laptops and PDAs.

As with the others, this platform type divides into two subtypes, those that are focused on data acquisition and those that
embody control systems. The work on control systems has been quite limited [29].

The “Mote” platform dominates data acquisition research (see Figure 3). It comes from the University of California at
Berkeley (UCB) in the USA [35], [36], later commercially exploited by Crossbow Technology Inc. [37]. However, there
are and have been several similar efforts elsewhere. These include the SoapBox [38], the Pushpin Computing System [39],
TecO Smart-Its [40], BTNode Smart-Its [41] and the Lancaster Smart-Its [42], [43]. The devices share similar
characteristics:

program memory: between 8 and 60 KB;
RAM: between 0.5 and 4 KB;

non-volatile storage: between 32 and 512 KB;
supply voltage: between 2.7 and 6 volts;

size: all less than 0.5 cm thick, with a surface area that ranges from less than a half a square centimeter to just over two
square centimeters; and

transducer hardware: the devices support a variety of sensors, including 3D accelerometers, light sensors, magnetic

sensors, temperature sensors, IR proximity sensors, and acoustic and pressure sensors. However, none of them offer
any actuators other than an LED or a sounder/buzzer.

FIGURE 3. Berkeley Mote

In addition, two research projects have examined much smaller platforms. The focus of the “Smart Dust “project [44],
[45], [46] and the “Speckled Computing” project [47] has been to construct a device that is 1 cubic millimeter or less in
size. Just like larger platforms, the device contains a sensor, a microprocessor, memory, and a battery.
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2.4.1. Battery Powered Wireless Networked Data Acquisition Systems

Most research is focused on data acquisition and Wireless Sensor Networks (WSNs), epitomized by research into
environmental monitoring and battlefield surveillance. In general, the research has focused on “monitoring space,
monitoring things; and monitoring the interaction of things with each other and the encompassing space” [9]. Hence the
focus has been sensors, radios, and low cost, resulting in simple software platforms.

Many of the data acquisition applications using this set of platforms are still in the research phase, and are dominated by
research into WSNs prompted by the DARPA “Networked Embedded Software Technology” (NEST) initiative [48]. For
example, Motes have been used to evaluate WSN algorithms, to perform environmental monitoring, and to track physical
objects in three dimensional space.

A WSN comprises a large number of battery powered wireless networked transducer nodes, densely deployed inside the
phenomenon under observation or close to it. The key feature of a WSN is that the location of the nodes need not be pre-
determined, thus allowing random deployment, for example in inaccessible terrain or disaster relief operations. In
consequence, WSN protocols and algorithms must possess self-organizing capabilities. Research applications in this area
have focused mainly on routing algorithms for the network, examining issues such as mesh networking and multi-hop
mechanisms. Another unique feature of WSNs is the cooperative effort of its nodes. Instead of sending raw data to nodes
responsible for data fusion, sensor nodes use their processing abilities to locally carry out data reduction, and transmit
only the required and partially processed data [49]. Several research groups have experimented with conserving power by
controlling sampling rates and compressing or prioritizing data before transmission [50].

The wireless telemetry data provided by a WSN offers benefits over standalone dataloggers and wired instrumentation. A
WSN also minimizes site intrusion and alterations to the environment necessitated by cable installation. In addition, it is
no longer necessary for researchers to visit study areas once the sensors have been deployed, as the data can be transmitted
from the study area to a remote collection point [51].

Example data acquisition applications include environmental monitoring, smart spaces, medical applications, and
precision agriculture [52], [53], [25]. In the paragraphs below we briefly describe a few examples.

1) A project at UC Berkeley has demonstrated how mote networks can assess structural damage from earthquakes,
making eventual re-entry of large buildings quicker, less expensive, and more effective. It showed how a hundred motes
could be installed in an afternoon, with sensors collecting vibration data and measuring how building elements moved
relative to each other, thus revealing the degree of damage at each location after mock earthquakes [54].

2) The Great Duck Island experiment [51] is an example of a large scale WSN collecting data from the environment, in
this case, the habits and habitat of Leach’s Storm Petrel. In 2002, a 43 node WSN was deployed on the island. Each node
hosted up to five sensor devices monitoring the island’s habitat. The experiment collected data on light levels,
temperature, and relative humidity.

3) Motes have been used to help with frost control in the San Bernabe vineyard in California, USA. Thirteen motes were
deployed to monitor temperatures in the 5,115 hectare property. The motes sense the temperature and transmit the data
back to sprinkler controllers. The sprinklers are activated before the onset of frost to prevent damage to the grapes. The
motes have replaced human monitors using handheld thermometers, which takes longer and costs more [55].

4) Wireless sensors have been used in construction. Sensors from Xsilogy are added to cement as it is poured to form
concrete pilings. After curing, the concrete is driven into the ground using hydraulic hammers. The sensors read the
characteristics of the waveform created by the impact of the hammer and reflected by the soil surrounding the piling. The
reading is transmitted to a central computer and analyzed to determine the characteristics of the soil and the load-carrying
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capacity of the piling. This analysis is then used to determine the number of pilings necessary and thus the amount of

cement required, frequently resulting in reductions of both® [56].

2.4.2. Battery Powered Wireless Networked Control Systems

Research groups that focus on wireless networked transducer control systems use platforms that are much larger than

those used in pure data acquisition research. Products are available from many vendors’ that offer a range of hardware
characteristics, ranging from devices similar to a Mote to ones closer to a PDA. However, typically these devices have
relatively more compute power, larger memory and more I/O connectivity than their sensor-oriented cousins. These
devices are seen in autonomous robot experiments and also in domestic commercial products such as the Roomba [58].
Some researchers use a mundane and easily available platform such as an HP iPaq [59]. Note that few, if any, of these

platforms have embedded transducer hardware. Even the iPaq only has audio transducers'’. However, the platforms are

notable in terms of I/O connectivity, offering a variety of protocols such as 12C, 1-Wire, etc.

Research on closed-loop applications is focused on robotics. Nonetheless, although there are many examples of battery
powered transducer platforms in this field, there are few examples using wireless networks.

The Robocup challenge [60] is one example. The goal of the challenge is to develop a team of fully autonomous
humanoid robots that can beat the human world champion team in football (soccer). The research effort is split between
Al and robotics, with many competitors using the Sony AIBO [61] as their fundamental platform.

2.4.3. Battery Powered Wireless Networked Transducer Platform Constraints

The general constraints for this type of platform apply to both data acquisition and control systems. The constraints of
wireless communication are identical to those described earlier.

The significant unique constraint for this type of platform is low power consumption, required by limited battery power
[49].

It is important to note that there are several factors that determine the power consumption of a device, particularly when
used in a networked data acquisition application. The most significant are the length of time the data is to be collected, the
rate at which the data is to be collected, and the rate at which the data is to be transmitted. Most of the example
applications described above collected data over a long period, but at low sampling and transmission rates, whereas the
Xsilogy cement sensors collected data over a short period at high collection and transmission rates.

It is unlikely that current energy constraints will be greatly reduced in the short term. However, in the 1990s the
introduction of Lithium Ion (Li-ion) technology saw battery capacity increase at 3-10% per year [33], [62]. New electrode
materials are expected to increase the capacity of Li-ion batteries dramatically, so that by 2011 performance will be
approximately twice current levels [62]. Nonetheless, unlike Moore’s law, battery capacity has only doubled every 35
years during the last century.

8. The Xsilogy sensor comes with a 30-minute warranty that starts running with the first hammer blow.
9. For a comparison of just those devices that are able to run Java, see [57]

10.The iPaq's characteristics are significantly different from the sensor-based platforms. The smallest of the devices has
32MB RAM, 16MB ROM and a much faster processor. However, in consequence the power requirements are much
higher.
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There has been some progress in energy scavenging [63]. Recently, fuel cells have been developed that “scavenge” energy
by drawing off the ambient vibration energy generated by industrial machines. Also, low levels of light can be gathered to
help tiny wireless sensor devices run much longer, sometimes several years before a new or refreshed battery is required.
Note that devices that scavenge power from the environment do not have the hard limit on power that battery powered
devices do, but their dependence on the environment makes their operation potentially less predictable.

The amount of energy required for on-device data processing is in general much less than that required for wireless data
communication. For example, [49] reports that “the energy cost of transmitting 1 KB a distance of 100m is approximately
the same as for executing 3 million instructions by a 100 million instructions per second processor.” One way of reducing
energy requirements, then, is to communicate less by performing local computation before transmitting data [7].

Another constraint on these devices is security. Implementing effective security mechanisms such as cryptography,
replication, and redundancy in tiny devices at an affordable cost can be extremely difficult and complex.

There are other constraints that are worth noting that are particular to the Mote [64]:
the MAC layer does not guarantee reliable delivery;

packet loss can be as high as 20%'1;

there is minimal support for concurrency control;

there is no buffering mechanism for packet scheduling;
there is no remote passive wake-up; and

there is drift in software timers.

2.5. PLATFORM SUMMARY

We have described four types of transducer platforms:

1. At the most general are platforms that simply consist of transducer hardware plus a microprocessor. The
microprocessor processes data received from sensors and can additionally control actuators. This type of platform is
used in appliances and larger devices in the home (for example, washers and microwaves) and in industry (sensors on
motors, actuators on valves).

2. Networked transducer platforms are just that: collections of transducer platforms networked together. They are used in
applications that require synchrony or large data aggregation. These applications generally have centralized
architectures.

3. Wireless networked transducer platforms are like the second type of platform, but use wireless networking. They are
used in many industrial and building settings. Radio communication avoids extra cabling and provides increased
flexibility. The use of wireless communication introduces problems of latency and reliability.

4. The most specialized of the platforms are battery powered wireless networked transducers. They have serious power
constraints, and are often designed to be smaller than other platforms. They are almost always used in data acquisition
applications.

Many of the platforms that are used for data acquisition applications are designed with an emphasis on the networking
aspects of the platform, such as focusing on routing protocols that are efficient for an ad hoc network of low power
devices. This includes mesh-networking, multi-hop and self-adaptive networking.

11.The consequence of this is that more energy is required to transmit the signal: guaranteed delivery would reduce the
energy used because the signal would only require sending once.
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Of the battery powered wireless networked data acquisition platforms, the UCB Mote is by far the most popular. However,
it suffers from problems reported in the literature. The limited storage capacity of the motes makes it difficult to
implement complex algorithms [50] that could be used to assist with reducing network bandwidth requirements (and
hence power requirements). In addition, the specialized version of C used on the Mote—NesC—is not easy to program
with, especially when compared to higher-level languages such as Java [63]. Anecdotal evidence also suggests that the
exception handling behavior of the Mote is poor as, like C, there are no explicit exception mechanisms. Furthermore, there
is little to guide the application developer in debugging or profiling an application executing on the device.

Configuration and deployment are important issues that most of these platforms fail to address, in particular the
configuration of individual devices, the configuration of the network, and the deployment and update of software on the
devices. Almost all devices use C or assembler as the development language.

We believe these devices pose many problems for software development:

the lack of portability of code between devices;

the inability to update or modify the software in the devices after deployment;
the problems inherent in low-level C-like languages;

unproductive development tools that are difficult to use;

too many low-level concerns made manifest; and

o o bk bd =

a lack of understanding of how hardware works on the part of most high-level software developers. As a result, these
devices are inaccessible to many developers.

We believe that the important factors in a battery powered wireless transducer are how it is used, deployed, programmed,
and interfaced. Security and networking characteristics are secondary. (They involve packaging and computational
overhead; the latter issue can be addressed by custom silicon, for example.)

Note that the Software Development Kit (SDK) for the Mote supports reconfiguration, but not reprogrammingu. It has
“the ability to reprogram [itself] dynamically with the new configuration parameters such as sensitivity. This eliminates
the need to download the application code on all the motes each time the configuration is modified” [64]. The

configuration parameters are being downloaded, not the application itself'3. In many existing battery powered wireless
transducer platforms it is impossible to download the application to the device over the air, leading to obvious deployment
problems. For example, “When we deployed 70 motes on the field for the first time, it took us an hour to collect the motes
and reprogram them manually” [64].

3. Sun SPOT: An Experimental Platform

A sensor network summit was convened in February 2004 by Sun Labs, to gather together all the people at Sun thinking
about networked sensors. The major outcome of that summit was the forming of a team to start a project that would
address the problems outlined in the previous section. The resulting device is called a Sun SPOT (Small Programmable
)14

Object Technology) ™. The goals of the project were:

12.However, the SDK does provide single hop OTA from a base station to a Mote. Other researchers have implemented
OTA mechanisms using the Mote, for example [65].

13.To address this problem, the team developing the mote have devised Maté, a virtual machine specifically for sensor
networks [66]. They conclude “virtual machines are a promising way to provide protective hardware abstractions to
application code in sensor networks, fulfilling the traditional role of an operating system.”
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To construct a general-purpose device that could be used both for control systems and for data acquisition
applications. The team believed that other researchers’ focus on data acquisition was unwarranted and that an effective
general-purpose device could be constructed.

To construct a system that would facilitate the development of complex wireless networked transducer applications.
Analysis of prevailing market offerings and experimentation by the Anteater team led us to believe that the
development of applications with sufficient complexity to satisfy commercial needs was being hampered on current
platforms by the poor efficacy and productivity of the available development tools.

To provide more memory and processing capabilities than those available on many other wireless networked
transducer devices. The development stage of an application often requires more memory and processing power than
its eventual deployment. The processing and memory constraints of contemporary platforms presented obstacles to
developers.

To support dynamic, over-the-air (OTA) deployment of software. OTA deployment is the only practical solution to the
problem of changing software rapidly in the context of widespread physical distribution of potentially hundreds or
thousands of devices.

The goals led to the following requirements:

a small battery powered platform that was capable of actuation and sensing;

flexibility in terms of software and hardware configuration;

powerful processing capabilities near the transducer hardware to perform signal analysis and control;
relatively large memory;

software libraries for supporting all aspects of wireless transducer applications (ranging from drivers for hardware to
APIs for communication networks); and

a set of easy to use and productive development tools for creating and deploying wireless networked transducer
applications.

The typical battery powered WSN constraints of low power, small size, and wireless communications also applied, along

with the ability to alter the hardware configuration to use alternate sensors or transducers.

3.1. COMPONENTS

The project divided itself naturally into two parts: a software platform, including a software development kit (SDK); and a
hardware platform.

3.1.1. Software Platform

The main goal in choosing a software platform for the project was to overcome the software development problems
identified above: the lack of code portability, the inability to dynamically modify software, the problems inherent in low
level C-like languages, unproductive and hard to use development tools, too many low-level concerns facing the
developer, and a lack of hardware expertise among software developers.

Choosing the Java Language

The first, highest level choice was to use the Java language.

14.The Afterword provides more details about the team members and the project’s history.
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Java eliminates or streamlines many of the low-level tasks of traditional development languages such as C, increasing
developer productivity by as much as four times [67]. Developers can use standard Java development tools with which
they are already familiar. Integrated Development Environments (IDEs) such as NetBeans™, and other supporting tools
such as ant, are available to assist Java developers with initial development and later deployment.

The portability of Java means that it is easier for the developer to create software on one platform and deploy it to another.
Portability also makes it simpler to migrate applications between platforms and enable developers to build new wireless
sensor devices using off-the-shelf hardware components.

The use of Java also means that devices can be provisioned with their software over the air dynamically. Java was
designed to be dynamically provisioned over a network (originally into a browser), and has specifically been used to
provision mobile phones and other wireless devices [68].

The architecture of a JVM affords a good abstraction of low-level hardware details, providing object-oriented
encapsulation and information-hiding mechanisms. The use of a JVM also promotes a safe execution environment by
avoiding the use of pointers and providing a secure memory mechanism that can protect vital areas of a device from
accidental or purposeful corruption.

Java has a high degree of acceptability within the development community and is frequently used to introduce university
students to high-level and object-oriented programming. The team identified the early adopters for the Sun SPOT as being
similar to those who already develop applications in this domain: university research groups, post graduate students, and
industrial research institutions. All of these groups are familiar with Java, so that the use of Java made the Sun SPOT
quickly accessible to a large audience.

Choosing a version of Java: CLDC

Having chosen Java, the team then had to select a specific version. The versions are distinguished based on the resources
they require and the libraries of functionality they support, and include Java technology for medium to large businesses
(Java™ EE), for desktops (Java™ SE), and for small and mobile devices (Java™ ME).

One configuration of Java Micro Edition [69], known as the Connected Limited Device Configuration (CLDC), was
particularly suitable for this size of platform. It was designed specifically for small, resource limited devices.

Choosing a CLDC implementation

In terms of specific implementations, the team considered the ubiquitous Kilobyte Virtual Machine (KVM). It was
designed to operate with as little as 160KB total memory on 25MHz 16- or 32-bit RISC or CISC processors. It was
written in C and is freely available for several operating systems. The KVM is the reference implementation for CLDC.

The team also considered, and ultimately chose, an existing implementation developed within Sun Labs in the Squawk
project [70], [71]. The Squawk VM implements a JVM in a very small footprint. The virtual machine architecture adopted
by the Squawk project provides several attractive features for the Sun SPOT, compared to KVM:

As much functionality as possible is written in Java, thus enabling the rapid development of the JVM as well as
simplifying the task of porting it to other hardware platforms.

Squawk provides the ability to execute applications directly on the CPU without an underlying operating system,
saving overhead and improving performance.

Multiple applications can be run in one Squawk JVM.

Squawk requires an extremely small amount of RAM for the Java stack: approximately 32 KB, plus a similar amount
for the C stack.
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It has a dynamic library loading mechanism and an alternate bytecode set that produces small libraries, resulting in a
complete CLDC implementation that fits in about 480KB of non-volatile storage. It is nonetheless a fully functional
JVM, with threads and garbage collection, and is fully compatible with Java applications developed using standard
J2ME tools.

Squawk had been in development for two years and was reasonably stable.

Continuing the “Java-all-the-way-down” philosophy of the Squawk VM, the team also decided to attempt to write as
much as possible of the low-level hardware driver code in Java. This approach enabled rapid development of the driver
code and also dynamic deployment and loading (addressing the goal of transducer hardware reconfiguration).

System-level programming features such as access to buses and bit manipulation of specific hardware registers were
provided via standard Java mechanisms. In other words, all hardware access was via Java libraries and method calls,
without any recourse to special language features or additional generated bytecodes. See the Appendix for an example of
how LEDs can be controlled at the highest level in Java, compared to similar functionality provided by NesC.

3.1.2. Hardware Platform

The team found no existing wireless transducer platform that would suit our requirements. Therefore, they constructed the
Sun SPOT from commercially-available off-the-shelf components, using single-chip solutions where available and
appropriate.

In order to meet the requirement above for flexible hardware, the team designed hardware that was stackable via a serial
connector. Transducer hardware could be attached to ancillary printed circuit boards (PCBs), thus providing an easy
mechanism to modify a hardware configuration.

The hardware challenge was to design and build a low cost, low power device that provided significant processing and
memory capabilities. Use of the Squawk JVM led us to a memory profile of a minimum of 128KB RAM and 512KB
ROM. Furthermore, the team required sufficient processing power for non-trivial data processing (for example, signal
filtering algorithms, radio stacks, and sensor processing).

After intensive investigation the team decided to base the hardware platform around an ARM7TDMI core that would give
us sufficient processing power. This core was used by many manufacturers as the basis for their single chip solutions,
allowing us flexibility in the choice of an actual product. The ARM7 also had relatively low power requirements for a
device of its class. Furthermore, the ARM7 provided us an upgrade path through the ARMO series.

Finally, they decided to use a complete 802.15.4 radio chip and communicate with it via a serial peripheral interface (SPI).
This would ease real-time requirements on the main processor for the processing of radio signals, and several vendors sold
these components.

3.2. PROOF OF CONCEPT

The team built a software-only proof of concept based on the design choices described above. Within five days a working
version of the Squawk JVM was shown running on an ARM software emulator. The proof of concept version
demonstrated that the memory profile was achievable, and that the cost of porting Squawk to the ARM was minimal in the
simplest approach.
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3.3. INITIAL DEVELOPMENT PHASE

The initial development phase was divided into two main efforts: the design and fabrication of the hardware, including the
selection of components and the layouts of the board; and the development of the software, including the porting of the
Squawk JVM to the ARM7 platform and the development of tools for creating and deploying software onto that platform.

FIGURE 4. Main Processor Board of the Revision A Sun SPOT

The first hardware design for the Sun SPOT, Revision A (illustrated in Figure 4), was a modularized layout using the
following main components:

AT91FR40162 ARM7 from Atmel. This device had a memory profile of 256KB of RAM and 2MB of ROM. The ROM
was far larger than was required, but at the time, there was not a similar device with the RAM size needed. The
disadvantage of this device was that it required an external clock and had no hardware support for SPI interfacing.

A silicon oscillator for the clock. A silicon clock was chosen instead of a crystal, as this consumed much less power.
An LTC6903 oscillator from Linear Technology was used as it was SPI controllable, giving us the potential to vary the
main processor clock speed.

Either the ChipCon 2420 or the Freescale MC13192 radio chip. The ChipCon was used later in the development phase.
Both products provided the same functionality and were controlled via SPI interfaces, but with different protocols.

A strip antenna for the radio device.

A 30-pin connector on top and beneath the main Sun SPOT PCB, which enabled stacking of sensor boards and test
boards.

Power control devices allowing the device to operate from a battery supply between 1.5V and 3.2V.

Two additional pieces of hardware were built for the Revision A Sun SPOT:
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Test board. This board provided a cradle to hold a Sun SPOT. The board was used to connect a Sun SPOT to a host
computer for the purposes of downloading software and testing the hardware via inspection points. Additionally, the
board could be used as a wireless base station when a Sun SPOT was docked in its cradle, allowing the host computer
to interrogate other Sun SPOTs communicating wirelessly with the docked Sun SPOT. The test board was connected to
the host computer via a serial or USB cable.

Sensor board. An initial demonstration sensor board contained a plethora of transducer devices, allowing testing of
many types of applications. The transducers included a 3D accelerometer, a light sensor, a temperature sensor, two tri-
color LEDs, two push-button switches, and eight general-purpose I/O connections.

In addition, the Revision A Sun SPOT included other sophisticated features such as a Lithium-ion battery, a USB
connection to a host computer, and the ability to turn off the processor (but not the rest of the board) when it was inactive.

The hardware design, implementation, and testing took place in parallel with the development of the software.
Consequently, the software was developed using the Atmel ARM7 evaluation hardware with hand-made radio devices
connected to the evaluation board.

To make the application developer’s experience as efficient as possible, a suite of tools were developed that enabled the
developer to use a standard Java IDE and deploy a fully developed application onto a SPOT docked in the test board in a
single operation.

The Revision A software consisted of:

A fully ported Squawk JVM running on the AT91FR40162. After much optimization and close collaboration with the
Squawk team the memory profile fell to a minimum of 64k RAM, 380KB ROM.

A bootloader resident on the SPOT whose functions were to upload the VM, the libraries, the applications, and the
bootloader itself. The bootloader was RAM resident at start up to enable this self-upgrade facility. The bootloader also
provided dynamic loading of the VM and libraries, taking advantage of the extended ROM space to enable “paging”
between the two 1MB flash memory areas in ROM.

A low-level VM subset and minimal library in C. As most of the Squawk JVM is implemented in Java, only a small
amount of the platform was written in C.

A set of Java tools on the host computer for converting and uploading Java applications to a Sun SPOT when one is
docked in the test board.

A basic debug facility. The Squawk JVM at this stage did not have a fully compliant standard debugger interface (Java
Debug Wire Protocol -- JDWP) implementation, and certainly not one that would run within the memory profile of the
Sun SPOT. The basic debug facility provided a gdb-style command line debugging experience.

A C implementation of the SPI protocol. As the ARM AT91FR40162 does not have hardware SPI it was necessary to
implement SPI in software. An initial version was implemented in Java, but there was a bootstrap issue requiring the
silicon oscillator to be configured to 64Mhz early in the boot sequence via the SPI. Consequently the SPI
implementation was rewritten in C as a low-level routine and used by the bootstrap as well as the JVM.

In addition to the standard J2ME libraries provided by the original Squawk implementation the team also created libraries
for the following features:

802.15.4 MAC Layer. This simple, minimal implementation was fully implemented in Java and conformed to the
802.15.4 specification [72] for wireless communications between devices.

Simple CLDC Generic Connection Framework classes for basic application developer network interfacing (that is,
socket-like connections). This simplified mechanism provided a “good enough” implementation without the
complexities of a full networking layer.
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Transducer Interface Libraries. These were also completely written in Java. They provided software interfaces with the
transducers and some portions of the ARM subsystems, such as Timer-Counters and GPIO. The libraries included SPI,
ADC, and UART interfacing as well as access to higher level devices such as LEDs and accelerometers.

The team believed it important that the tools developed for the Sun SPOT be easily integrated with existing tools, so that
the learning curve for developers was as gentle as possible. To that end, the team wished to be able to provide developers
with scripts that could be used with ant [73], and with a debugger compatible with the Java Debug Interface, ensuring that
it could be used either from the command line or from existing IDEs.

3.3.1. Delivery and Usage

The initial development phase took place between October 2004 and February 2005, at which point the team
demonstrated an application development system including battery powered wireless devices. Our initial demonstrations
were of radio functionality and performance tests, supplemented with several examples in which the sensors were used to
control LEDs on the demonstration sensor board. The system allowed Java developers to develop and deploy basic
applications onto the Sun SPOT via the test board, and use them in wireless applications. The team had produced a
prototype wireless transducer platform that met their requirements.

During the development and delivery of the Revision A Sun SPOT several additional requirements and refinements were
generated:

An improved 802.15.4 network layer that would include broadcast protocols, signal strength measurement and power
output control.

Introduction of networking protocols suitable for low-power wireless personal area networks (LOWPAN s19).

Over-the-air deployment of applications (removing the test board from the deployment mechanism).

Java libraries for J2SE that mirror the Sun SPOT network layers that would enable single API usage across both the
Sun SPOT platform and other computers. This would allow developers to create software that would execute on either
a J2SE or a Squawk JVM without modification.

Various hardware bugs needing correction via layout and component changes, including removing a redundant on/off
switch on the Sun SPOT and altering values of some components for better stability.

Improvements to the test board, including a PIC for monitoring power consumption, removal of FETs for LEDs,
additional test points, and simpler USB and serial connection logic.

Design and delivery of an AA battery board (at this stage hand-made battery sources were used).

An improved sensor board including a faster light sensor, engineering fixes for tristate components, and replacement of
parts with cheaper alternatives.

Serial USB conversion hardware, to enable the Sun SPOT to directly connect to the host computer via USB and
program the hardware without a test harness board. (This also provided power to charge a new Li-ion battery.)

In March 2005, the project moved into an ongoing iterative delivery process to “customers” external to the original
development team. These customers were still within Sun Labs, but were users of the system rather than the originators
and system developers.

15.A LoWPAN is a simple low cost communication network that allows wireless connectivity in applications with limited
power and relaxed throughput requirements. A LOWPAN typically includes devices that work together to connect the
physical environment to real-world applications [74].
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Between March and the end of April 2005 a second revision of the Sun SPOT was produced, Revision B (illustrated in

FIGURE 5. Revision B Sun SPOT, including Battery and Sensor Board

Figure 5), to meet the requirements described above. Additionally, ongoing support and features were provided to a small
group of Sun Labs developers who were creating demonstrations for the Sun Labs Open House at the end of April.
Demonstrations were successfully shown including a remotely controlled robot, remote light sensing of a laser light and a
hand gesture recognition application.

3.4. THE REvISION E SuN SPOT

Later in 2005, interest in the Sun SPOT both within and outside Sun Labs increased as a wide range of researchers and
developers recognized the value to them of the unique set of features that the Sun SPOT provides. A decision was made to
move cautiously toward the development of a product for external sale. The intention was to develop a product to sell in
limited quantity at first, with the emphasis still on research and development. To this end, Project Sun SPOT was initiated
within Sun Labs. The project brought together members of other teams, as described in the Afterword.
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FIGURE 6. Main Processor Board of the Revision E Sun SPOT

The Revision E Sun SPOT (see Figure 6) took advantage of the experience of the Revision B Sun SPOT and was designed
to improve upon it in a number of ways:
to take advantage of the greater power provided by the ARM9 processor series;
to enable a deep sleep mode where quiescent applications can survive for months on a single battery charge;
to make it possible to interrupt deep sleep in response to external events;
to increase available memory (both volatile and non-volatile);
to achieve these benefits without increasing the physical size of the device;
to implement a new sensor board with greater support for controlling external devices and with more sensory
feedback;
to make the development tools more complete, more robust, and better documented as befits a semi-commercial
product.

The hardware design for Revision E of the Sun SPOT uses the following main components:

AT91RM9200 ARMY from Atmel. This device contains the processor required, no memory, but several useful
peripherals including SPI and support for USB host and device. Separation of the memory from the processor permits
finer control over power consumption. The cache memory architecture of the ARM9 gives good performance and
reduces power consumption. The ARM9 processor package also contains a number of peripherals which provide
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potential hardware support for SPI, USARTSs, USB host, USB client, SD/MMC, ethernet MAC RMII, 128, and 12C
with DMA.

S71PL032J40 memory module from Spansion, comprising 4MB flash memory and 512kB RAM.

Atmega88/V microcontroller from Atmel. This device runs at very low power, and is responsible for controlling power
to the main processor and other peripherals. The ARM9 processor can ask the Atmega for a wake up at some
scheduled future point, thus allowing power to be removed from the ARMO, the radio and the sensor board. In deep
sleep mode the device consumes less than 40 pA. The Atmega can also cause the ARMY to restart in response to
external events detected via the sensor board.

The ChipCon 2420 radio chip.

A strip antenna for the radio device.

A 30-pin connector on top of the main Sun SPOT PCB, which enables stacking of sensor boards and test boards.
Power control devices allowing the device to operate from an integrated rechargeable Li-ion battery.

The Revision E Sun SPOT also features a new demonstration sensor board similar to the Revision B Sun SPOT. Additions
included a set of eight 24-bit RGB LEDs, five general-purpose I/O pins, and four high-current output pins. An Atmega
microcontroller was also added to the sensor board. This enabled routine manipulation of the sensor board hardware to be
moved from the main processor board, which could then interface to the sensors at a higher level of abstraction. It also
allowed the sensor board to interrupt the sleeping main board, so that power consumption of the main board could be
minimized while still being able to respond to hardware events from a powered sensor board.

The Revision E Sun SPOT inherited the entire software environment from the Revision B SPOT. A number of extra
elements were added:
A JDWP implementation, which enables remote debugging of Sun SPOTs from mainstream IDEs over the air;

Improvements to the Network Layer. The LOWPAN network layers have been extended to provide a primitive mesh
network using the Ad hoc On Demand Distance Vector (AODV) routing protocol. Host side processes appear as
simple nodes in a mesh network; with their own (fake) IEEE addresses.

Support for the deployment of standard libraries by users, so that applications can be modified and redeployed quickly;

Improved sleep management. The Sun SPOT puts itself into deep sleep mode whenever it detects that no processing
has been required for more than two seconds. This behavior is transparent to application developers: if all application
threads are in sleep or wait states and no device driver vetoes sleeping then the VM removes power to most parts of the
device, including the CPU itself. Wake-up is controlled by an external low-powered timer;

Native support for USB, which allows the Li-ion battery to recharge from the host computer;
Native support for SPI, USART, USB client and SD/MMC using peripherals built into the processor package.

3.4.1. Productization

To make the Sun SPOT into a viable product for broader use, the team undertook the following enhancements:
the addition of custom shields and changes in the layout of the PC artwork to comply with UL and FCC regulations for
EMC and to gain approval as a legal transmitter (the revision E Sun SPOT also passed European RF immunity testing);

the obtaining of FCC modular approval requiring lesser testing for future changes and additions to the revision E Sun
SPOT;

the addition of a translucent plastic case to hold a Sun SPOT with sensor board and battery (as illustrated in Figure 7);
the development of manufacturing process, including automatic tests and installation of initial software;
enhancements to documentation, API design, and usability of development tools.
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The initial release of the Revision E version of the Sun SPOTs was beta tested in the Fall of 2006, followed by a public
offering for sale in North America in the Spring of 2007. The standard kit includes three Sun SPOTs. Two of these are
equipped with batteries and sensor boards for remote operation, and one is a Sun SPOT intended for use as a base station.
The Sun SPOT used as a base station remains permanently attached to a host computer and exists as a conduit for
communication between host applications and the remote Sun SPOTSs. The kit also includes an installation CD containing
the SDK and examples. More details are available at http://www.sunspotworld.com.

FIGURE 7. Packaged Revision E Sun SPOT with Battery and Sensor Board

3.4.2. Future work

Planned improvements for the Sun SPOT include the following items:

Improvements in the Interrupt Mechanism. The original interrupt system relied upon the backward branching tests in
the JVM to poll for intervening interrupts. Although this mechanism was shown to be valid and sufficient for radio
communications and hardware integration, it was too unpredictable for the real-time regularity necessary for strict
time sampling systems. A true interrupt mechanism using a second JVM with separate stack and memory management
policies was implemented and shown to be practical. Further work is necessary to reduce the latency and to test this
solution under stress conditions.
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Improvements to OS-style services. The isolate mechanism allows multiple independent applications to execute on a
single SPOT. However, the current libraries for controlling the hardware do not mediate between multiple users of the
hardware, and so there is no mechanism for these multiple applications to avoid treading on each others toes.

Support for the migration of executing code between Sun SPOTs via the Squawk JVM isolate mechanism (which
allows encapsulated state and processing to be moved between Squawk JVMs)[75];

Reductions in size and cost.

3.5. RESULTS

The project has demonstrated the Sun SPOT to many potential customers and have observed it in use by the University of
Essex as a fundamental component of their “Pervasive Computing and Ambient Intelligence” postgraduate course in
Computer Science [76]. A Masters dissertation evaluating the use of the Sun SPOT [77] determined that the device was
rated highly (a 90% approval rating) by students.

Feedback from early beta testers of the Revision E Sun SPOT scored the device highly in terms of ease of use,
performance. and functionality. Overall, anecdotal evidence confirms that the Sun SPOT is easy to use and a highly
productive platform for experimentation.

Based on these experiences we believe that the project met the three original goals that we identified in the previous
section.

Ease of creation: developers are able to build wireless applications in Java that use the simple demonstration sensor
board for IO and that use the radio to communicate between Sun SPOT devices. (For example, in the Appendix we
briefly compare the code for the Sun SPOT against that for a Mote.) Developers are also able to integrate new

hardware by reusing existing libraries and developing their own for their particular requirementsl6. Furthermore, the
ease of use and productivity of the Sun SPOT is achieved by integration with existing development tools.

More memory and processing power: the Sun SPOT is a mid-level device that provides significant capabilities to
promote exploratory programming and enables more on-device computation to reduce network traffic.

Over-the-air deployment: the Sun SPOT provides developers with a mechanism for OTA deployment. This enables a
developer to deploy a Java application to a Sun SPOT wirelessly via a base station connected to a computer. There is
also a more experimental mechanism that involves the use of Squawk Isolates mentioned above in the section on future
work; at the time of writing, this mechanism is not fully functional. When using this mechanism, a developer suspends
an application that is executing on a Sun SPOT, then transfers its state and behavior to another Sun SPOT, where the
application is resumed.

The Sun SPOT addresses common shortcomings of battery powered WSN platforms identified in Section Two in the
following ways.

inability to modify or various mechanisms whereby behavior may be
update behavior easily changed dynamically
low-level languages the Java language

16.The University of Essex course is using external actuators and sensors via the 1’C protocol.
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manifestation of toomany | timing, threading, and other low level concerns
low-level concerns are abstracted by the Java language

requirement that software | software libraries provide abstractions to all of
developers understand the hardware platform
low-level hardware

Although not cited as a major concern in the applications described in section two, some control systems require real-
time, or close to real-time, behavior. The current Java implementation available for the Sun SPOT was not designed to
provide real-time behavior. However, other Java implementations such as Real Time Java [78] or Safety Critical Java [79]

could be implemented on the current hardware to address this requirement”.

4. The Commercialization of Wireless Sensor Systems

This section discusses the major issues in taking the next step with wireless sensor networks and systems: going beyond
research to commercialization. Note that the discussion is focused on sensor networks and systems. Actuators play a role
in a few applications (specifically HVAC and building automation), but they are an afterthought (or not a thought) in
wireless network engineering and deployment.Wireless sensor platforms have been evolving technically for some time.
The challenge now is to achieve widespread deployment, which can only happen through commercialization.

Successful commercialization in general consists of finding a large group of customers and selling them a useful product
that will satisfy their needs for some time. Key to making this happen for WSNs are:

identifying people (or organizations) with a need for a wireless sensor product,

determining which of those people are willing and able to spend the necessary money,

selling them the right sensor systems, and

> e h =

supporting the installation and ongoing use of the systems.

Much current WSN rhetoric is visionary in tone, appropriate for getting research or business funding, but largely
irrelevant or unhelpful in recruiting potential customers. And much WSN work is aimed at exploring product ideas or
enhancing system properties, rather than meeting direct customer needs.

The remainder of this section presents introductory material on WSN markets, user needs, and resulting issues. Much of
the material comes from the Netted Sensors Community Workshop, October 2005 [80]. More extensive market analysis is
available for a fee from various market research companies (such as www.onworld.com and www.abiresearch.com).

4.1. MARKETS

David Culler of UC Berkeley (via Mark Goodman of Crossbow) has identified three meta-classes of WSN applications,
with concomitant examples [Crossbow Technology in 79]:

monitoring things and spaces: agriculture and habitat, HVAC, and condition based monitoring of structures;

tagging and tracking: smart RFID; and

ubiquitous computing: health care, context aware and non-verbal computing, and smart furniture.

17.Real Time Java is based on the Connected Device Configuration of J2ME, whereas Safety Critical Java is based on the
CLDC.
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Monitoring is the most evolutionary class of applications. It has the potential to provide the most immediate and obvious
value. Tagging and tracking can be seen as the next generation of RFID. Organizations will generally need substantial
experience with the current generation before the next generation will be widely deployed. Ubiquitous computing is still
nascent from the point of view of applications and customer demand.

These meta-classes can be related to specific markets. From most to least ready for commercialization, and including a
rough estimate of market size, there are (according to Mark Goodman):

environmental and agriculture monitoring (small);

industrial monitoring (medium);

defense and security (small; both monitoring and tracking);

building automation (large; both monitoring and tracking);

asset tracking (very large);

automotive (medium; both monitoring and ubiquitous computing); and

consumer (very large; all classes).

To demonstrate the utility and value of WSNs, commercialization efforts should be focused on the most ready markets. In
fact, Intel, which has a commercialization effort under way, is exploring deployments in manufacturing, distribution,
retail, construction, agriculture, environment, and health and life sciences.

4.2. CUSTOMER REQUIREMENTS

Kris Pister of UC Berkeley and Dust Networks has identified some specific WSN customer requirements (first and
foremost, reliability in general) [From Smart Dust to Reliable Networks in 79]:

hardware reliability: resistance to temperature extremes, humidity, shock, and aging;

software reliability: replace the problematic TinyOS;

RF reliability in the face of interference and variability;

low installation and ownership costs: greater than five year battery life, no network configuration, no network
management; and

no customer need for expertise in embedded software, RF, or networking.

Ralph Kling, through Intel’s prototype deployments, believes that key issues in commercialization revolve around
adapting WSNs to the customer’s specific situation, specifically dealing with packaging requirements; device installation
and customization; proper data formats; and interaction with existing software and user interfaces.

He notes that applications inside structures are trickier to deploy because of RF issues related to FCC regulation and
interference. He also notes that battery life is a simple maintenance issue, along with others; in an industrial or public
sector deployment other maintenance issues can be at least as significant.

He believes that the important issues affecting adoption are:
packaging;
system integration;
sensor I/O integration; and
security, for health and defense applications.
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He also says that successful deployment requires crucial domain specific expertise with respect to the deployment
environment, specifically involving packaging, power, and RF issues. He believes that successful deployments will
involve partnerships with organizations and individuals who are not WSN experts but who are experts in the deployment
environment.

4.3. COMMERCIALIZATION ISSUES

The most important factor in commercializing WSNS is converting them from a technology to a solution. Geoffrey Moore
addresses this issue in his book “Crossing the Chasm” [81]. The chasm in the title is the distance between early
deployments of a technology and adoption by a large body of users. Characteristics that attract early adopters—new,
exciting, relatively untried, publicity worthy —actually repel most users, who want stability, minimal risk, and no
surprises. Most factory managers, for example, don’t want to spend their time learning and debugging a new sensor
technology, and most building managers don’t want to learn and debug a new HVAC or lighting technology.

Widespread adoption of a new technology must fundamentally not involve much (perceived) risk, and must have obvious
benefits. And note that adoption is not just about technology, but is at least as much about the supplying organizations. A
factory or building manager will want reasonable assurances that the supplier will be around for a substantial fraction of
the equipment’s reasonable life expectancy. Thus the key to WSN commercialization is getting enough real world
experience to be able to offer low risk, high benefit solutions from solid suppliers. This is especially true for most of the
WSN markets listed above. Industrial monitoring, building automation, retail, and automotive are all relatively large,
mature, and risk-averse industries. The outlier is the defense market. The Department of Defense sponsored much of the
early WSN research, and has a vision of a new, sensor-rich battlefield. But they are far from the heart of the overall
market.

Also, other than defense, perhaps environmental monitoring, and speculative ubiquitous computing, WSN technology is
in the near term largely about cost savings rather than paradigm shifting new applications. Deployment decisions will be
focused on return on investment.

4.4. SUMMARY

One can identify four types of activity leading to the successful commercialization of WSNs: basic platform work, the
development of experimental applications, trial deployments, and real deployments with paying customers. Most WSN
activity to date has been of the first three types.

The technical barriers to entry in the WSN platform market are not high. The basic technology is fundamentally a
commodity platform. Successful competitors will probably be differentiated by knowledge of the customer’s business and
expertise in the customer’s deployment environment.

We believe the key to success (large scale deployments) in most potential WSN markets will be in making WSNs non-
disruptive. As Geoff Moore points out in Crossing the Chasm, disruptive technology gets funding and PR, but non-
disruptive technology gets customers. In most markets the customers will be large organizations. These customers will
generally want low risk solutions, obvious advantages in return on investment, and long term customer support.
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5. Conclusions

This report presented an overview of transducer platforms with a focus on wireless sensor networks, identified their
shortcomings, and described a project to produce an alternative platform that overcome these shortcomings. It also
presented an overview of the commercial activity necessary to make such a platform widely deployed.

People talk about sensor platforms imprecisely, meaning everything from any system with sensors to specific battery
powered wireless sensor devices using particular networking protocols. This report presents a concentric taxonomy:
transducer devices, networked transducer devices, wirelessly networked transducer devices, and battery powered
wirelessly networked transducer devices. The taxonomy is significant because each type of device has very different
characteristics, and generalizations about one type of device may very well not apply to another.

The Sun SPOT device aims to bring new ease of development to decentralized, multipurpose, battery powered, wireless
transducer applications. The key enabler of ease of development is the Java platform. Java is already in widespread use in
the software community and is used on hardware platforms ranging from large-scale enterprise servers to mobile phones.
The benefits of Java are threefold:

As a high-level language it provides features of good software engineering practice such as modularity, late binding,
and polymorphism.

The version of Java (CLDC) that is deployed on the Sun SPOT hardware is well defined, having been through the Java
Community Process (JSR 139).

Java can perform over-the-air provisioning. This capability is already employed in the mobile phone industry to
provide mobile phone users with the ability to download new Java applications, such as games, to their handsets. This
capability gives the Sun SPOT flexibility and agility not seen in other wireless transducer platforms.

An even greater benefit particular to the Sun SPOT is the inclusion of rich libraries in the SDK. Unlike the Mote platform,
where each programmer is required to write driver-level code to use each sensor, the Sun SPOT libraries make sensor use
easy through simple APIs.

Looking to the future, widespread deployment of wireless networked transducer systems will require successful
commercialization. Widespread deployments in the near term will likely be by large organizations, which are by nature
conservative, so transducer-based solutions for them will largely be about cost savings rather than paradigm shifting new
applications. Deployment decisions will focus on return on investment. Furthermore, widespread adoption of a new
technology must fundamentally not involve much relative perceived risk, and must have obvious benefits. Thus the key to
near term commercialization will be getting real world experience with transducer systems and offering low risk, high
benefit solutions from solid suppliers.

The Sun SPOT design, with its emphasis on modern software engineering practice, flexible application deployment, and
reasonably robust computational power, can perhaps provide some technical guidance on the road to commercialization.
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7. Afterword: The History of the Sun SPOT Project

By Mary Holzer

Research projects at Sun Labs do not necessarily follow an undeviating path from idea to prototype to product. However,
the development of Project Sun SPOT shows what is possible in a relatively short period of time, even with an evolving set
of projects and cast of characters.

In 2004, several Sun Labs projects—Squawk, Ants, Anteater and Epsilon—were researching and developing software
focused on small devices, Java, and the expanding activities and technologies at the edge of the network. To Glenn
Edens, then Director of Sun Labs, what was needed to capitalize on the research was a hardware platform that could take
advantage of the ground-breaking software. In October 2004, the Sun Specks project, directed by Roger Meike, was put in
place to develop a small, flexible, low power hardware platform that could support further research into small Java
(Squawk), communication of small independent devices (Epsilon), and secure networks of wireless sensors and actuators
(Ants and Anteater).

The project began with David Cleal, John Daniels and John Nolan working to produce a software proof-of-concept by
porting the Squawk KVM to an Atmel ARM7 evaluation board. This was followed in January of 2005 with the beginning
of the hardware development by Bob Alkire and Del Peck.

Early 2005 saw the creation of the first two Sun SPOTs: Sun SPOTs A and B. Sun SPOT revision A was demonstrated to
Sun Labs researchers in February 2005, and quickly revised with additional requirements and refinements. The resulting
hardware platform, Sun SPOT revision B, was made available to Sun Labs developers, who quickly created a number of
demonstrations for the Sun Labs Open House in April 2005. Interest in the Sun SPOT and its set of unique features grew
rapidly, both inside and outside Sun Labs. The speed of the initial development and the subsequent refinement clearly
indicated that the Sun SPOT was flexible enough to keep pace with rapid technology changes in the world of sensors and
actuators.

In late 2005, Project Sun SPOT officially came into being, and work was begun on a product, Sun SPOT revision E, that
could be offered for public sale in limited quantities to researchers, educators and hobbyists, with the emphasis continuing
to be on research and development. Although some of the initial developers and project team members, including three of
the authors, have moved on to other endeavors, Project Sun SPOT is supported by a large group of Sun Labs researchers
and interns, with wide areas of expertise. For a quick overview of Project Sun SPOT genealogy, see below.

Today, September, 2007, the Sun SPOT team is shipping the second revision of the Sun SPOT Java Developer Kit, and the
highly active Sun SPOT developer community is growing fast—www.sunspotworld.com.

ProOJECT SUN SPOT GENEALOGY
Sun Specks—development of the A & B SPOT

Project Squawk: Bill Bush, Cristina Cifuentes, Nik Shaylor, Doug Simon.

Project Epsilon: Randy Smith.

Projects Ants and Anteater: Lisa Pavey, David Anderson, Bo Begole, Bernard Horan, Gabriel Montenegro, John
Nolan, Stéphane Perret, Bruno Zoppis.

Sun Speck Software: John Nolan, David Cleal and John Daniels.

Sun Speck Hardware: Bob Alkire, Samita Chakrabarti, David Cleal, John Daniels, Glenn Edens, Roger Meike, John
Nolan, Del Peck, Rob Tow.
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Project Sun SPOT —development of the E SPOT and beyond
Project Squawk: Eric Arseneau, Derek White.
Sun SPOT Hardware: Bob Alkire, Del Peck.

Sun SPOT Software: David Cleal, John Daniels, Ron Goldman, Vipul Gupta, Pete St. Pierre, Arshan Poursohi, David
Simmons, Randy Smith, Stephen Uhler.

Project Management: Roger Meike, Leo Hirsch.

Mary Holzer, Group Marketing Manager, Sun Labs, manages all Public Relations and Communications for Sun Labs.

A Platform for Wireless Networked Transducers 30



Appendix: A comparison of Sun SPOT and NesC program complexity

8. Appendix: A comparison of Sun SPOT and NesC program complexity

This appendix presents the comparative complexity of programs written for the Sun SPOT platform and the NesC
platform. A real example is beyond the scope of this appendix. In this example we consider a simple program to blink an
LED on the device.

An example implementation of an LED blinker was obtained from the NesC project’s website. It involves two source code
components, shown in listings 1 and 2. The simplest possible implementation for the Sun SPOT!8 is shown in listing 3.

The Sun SPOT listing is clearly simpler. However, it is only fair to point out that the NesC implementation drives the
timing from a processor timer counter, rather than from the Thread.sleep() mechanism built into Java, and is therefore
likely to blink at more precise intervals. While this is unlikely to matter for a simple LED blinker, accurate timing can be
critical for real world problems. Listing 4 shows an alternative Sun SPOT listing in which an LED is blinked according to
triggers from a timer counter. While a little more complex, it also provides a good illustration of the ease of manipulating
the hardware from Java.

As well as supporting simpler code, the Sun SPOT is also more approachable because it only uses a standard Java
programming model, whereas NesC adds its own specific constructs to the normal C programming model. This makes the
learning curve for novices using NesC substantially steeper. Even desktop developers without hardware experience will
find themselves productive with the Sun SPOT almost immediately, using their favorite IDE to browse the SPOT libraries,
and applying directly their previous Java experience to dealing with the thread library and other standard Java
components.

Listing 1. NesC blinker listing one

/*
* Copyright (c) 2000-2002 The Regents of the University of California.
* and Copyright (c) 2002 Intel Corporation
* All rights reserved.
*/
configuration Blink {
}
implementation {
components Main, BlinkM, ClockC, LedsC;
Main.StdControl -> BlinkM.StdControl;
BlinkM.Clock -> ClockC;
BlinkM.Leds -> LedsC;
}

18.The listing shown is for the Sun SPOT libraries towards the end of the 2005. The current implementation has a slightly
different boilerplate due to the recent adoption of the MIDlet standard, but the central example would be much the
same.
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Listing 2. NesC blinker listing two

/*

* Copyright (c) 2000-2002 The Regents of the University of California.
* and Copyright (c) 2002 Intel Corporation

* All rights reserved.

*

* Implementation for Blink application. Toggle the red LED when the

* clock fires.

*/

module BlinkM {
provides interface StdControl;
uses interface Clock;
uses interface Leds;
}
implementation {
bool state; /* the state of the red LED (on or off) */

/* Initialize the component.
* @return Always returns SUCCESS */
command result t StdControl.init() {
state = FALSE;
call Leds.init();
return SUCCESS;
}

/* Start things up. This just sets the rate for the clock component.
* @return Always returns SUCCESS */

command result t StdControl.start() {
return call Clock.setRate(TOS I1PS, TOS SI1PS);

}

/* Halt execution of the application.

* This just disables the clock component.

* @return Always returns SUCCESS */
command result t StdControl.stop() {

return call Clock.setRate(TOS IOPS, TOS SOPS);
}

/* Toggle the red LED in response to the Clock.fire event.
* @return Always returns SUCCESS */
event result t Clock.fire() {
state = !state;
if (state) {
call Leds.redOn();
} else {
call Leds.redOff();
}

return SUCCESS;
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Listing 3. Simple blinker on Sun SPOT

/*
* Copyright 2004 Sun Microsystems, Inc. All Rights Reserved.
*/

package squawk.application;

import com.sun.squawk.peripheral.ILED;

public class Startup {
public static void main(String[] args) throws IOException

boolean ledState = false;
ILED led = Spot.getInstance().getRedLed();
while(true) {

led.setOn(ledState = !ledState);

try {

Thread.sleep(1000);
} catch (InterruptedException e) { };
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Listing 4. Timercounter-driven blinker on Sun SPOT

/*
* Copyright 2004 Sun Microsystems, Inc. All Rights Reserved.
*/

package squawk.application;

import com.sun.squawk.peripheral.ILed;
import com.sun.squawk.peripheral.spot.*;

public class Startup implements TimerCounterBits {
public static void main(String[] args) throws IOException {
boolean ledState = false;
ILED led = Spot.getInstance().getRedLed();
IAT91 TC timer = Spot.getInstance().getAT91 TC(0); // Get a Timer Counter
int cnt = 1000 * 1872; // number of clock counts for 1000 msecs
timer.configure(TC CAPT | TC CPCTRG | TC CLKS MCK32); // enable RC compare
timer.setRegC(cnt);
timer.enableAndReset();
while(true) {
timer.enableIrq(TC CPCS); // Enable RC Compare interrupt 2
timer.waitForIrq(); // Wait for interrupt
timer.status(); // Clear interrupt pending flag
led.setOn(ledState = !ledState);
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