Towards a Java™-Based Enterprise Client
for Small Devices

Bill Bush, Bernard Horan, Vipul Gupta,
Phillip Yelland, and Patrick Chi






Towards a Java™-Based
Enterprise Client for Small Devices

Bill Bush, Bernard Horan,
Vipul Gupta, Phillip Yelland, and Patrick Chi

SMLI TR-2002-120 December 2002

Abstract:

The goal of the work reported here was to explore the use of the Java 2 Micro Edi-
tion (J2ME™) platform for applications connected to the enterprise, specifically
focusing on Palm-based wireless applications. We found that the Java™ platform
on the Palm is still maturing. The Palm itself has been carefully engineered to sup-
port small native applications, with a distinctive graphical user interface tuned for its
display. Work remains to be done on the Palm to support more complex wireless
applications and to make Java-based applications competitive. We also found that
wireless enterprise applications in general are somewhat problematic, due to
issues of network reliability, availability, bandwidth, and provisioning. Significantly,
programming languages and their platforms are not the gating factors to large
scale wireless deployment.

This work was performed in 2000 and 2001, before the current commercial deploy-
ment of Java-enabled mobile devices and faster wide-area wireless data services
(such as GPRS). We hope to repeat our experiments using these technologies.
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| ntroduction

Thework describedn this reportis an outgrovth of an earliereffort at Sun™ Labs,the Spotlesgroject[Spotless] The
original goal of thatprojectwasto build asmall Jasa™ implementatiorfor the Palm Pilot. The resultingvirtual machine
ultimately becamethe K Virtual Machine product[KVM]. Experimentalwork continuedwith Spotless)eadingto an
SSlL—enabledersion [KSSL] and a persistergngion [P-Spotl], [P-Spot2].

The goal of the work reportedhere was to explore the use of Spotless—KVMas a client platform for applications
connectedo the enterprisewith a specificfocus on Palm—basedvirelessapplications.A numberof subgoalswere
consequently pursued:

 building Java applicationsusing the Palm platform as a wirelessclient in a multi—tier applicationarchitecture to
evaluate the feasibility of depjing such clients.

» developing and evaluating Javra—basedyraphicaluserinterfacessuitablefor PDAs (ratherthan mobile phones),in
conjunction with starting the FDProfile efort [PDAP]; and

» implementinga generalmechanisnfor calling Palm OS functionsfrom KVM applicationsjn orderto integratethe
KVM moretightly with the Palm operatingsystem,so that, for example,personaiinformationmanagePIM) data
could be accessed viavdaapplications.

This documenthusdescribesandevaluateshe client applicationghatwerebuilt andreviews the experienceof building

wireless Java applicationsfor the Palm, discusseghe user interface alternatves evaluated,and presentsa general
mechanismfor calling Palm OS functions. It concludeswith some obsenations aboutwirelessclients in enterprise
applications.

Corporate Email Access from Wireless Client Devices

Given the emegenceof both wirelessand Java technologyon small devices,we wishedto explore the developmentof
Java—basedtlient applicationson suchdevices. In particular we undertookthe task of providing Sun employeeswith
securecorporateemail accessvia Palm—basedlevices. This sectiondescribessereral approacheso the problem,and
concludes with the lessons learned.
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INTRODUCTION

Accordingto mostindustry watcherswirelessdeviceswill play a big role in the Internets future evolution. However,

peoples opinionsdiffer on how thatrole will evolve. Somebelieve that“wirelessis different”, existing Internetprotocols
aresimply inadequateandanentirely new protocolstackis neededOthersbelieve thatsuitablemodificationsto existing
protocolswill sufiice. Unfortunately quantifiablgustificationsfor positionson eithersideof thedebateareoftenmissing.

Mobile data servicessuch as Palm.net and WAP use a trusted gatevay (or proxy—based)approachto securing
communicationFor example,whensomeonaisesa Palm VIl to connectto the secureweb sener of a contentprovider,
SSL (in the form of HTTPS) is usedonly betweenthe web sener and the Palm.net gatevay operatedby Palm.
Communicatiorbetweenthe gatevay andthe Palm VII is performedvia a proprietarywirelessprotocol with its own,
differentsecurity The gatevay is in a positionto seeall communicatiorin the clearasit is transformedrom thewireless
protocolto HTTPS andvice versa.ln generalthe securityof the proprietarywirelessprotocol mustbe independently
evaluated, and may not be as secure as HTTPS.

Thusthereis increasingdemandor end-to—endecuritybetweerthin clientsandsecureseners.Onepossiblemeansof
meetingthis demands to useSSL from the client directly to the sener. However, SSL supportis not found (or possible)
on all smalldevices.Alternatively, a secureconnectiorcanbe establishedetweera client anda sener usingencryption
specialized for small déces. This, havever, requires changing the senand perhaps the senarchitecture.

End—to—endsecurity is requiredin the caseof Sun’s corporateemail. This specifically meansestablishinga secure
connection from the client through Ssifirevall to a serer within Suns Wde Area Netwrk (SWAN).

We exploredthe problemof providing securecommunicatiorto anemailsenerinsideSWAN by experimentingwith two
architectures:

» aspecialized encrypted connection architecture usingatne V1 and Certicons encryption technologwand

e an SSL-based architecture using the Sun.Net Internet portal ifdl i the BIm V running SSL.

For the second architecture, wevdBped three client applications:

« the Macchiato client (also kam as the ®Go client),
» the Sun Labs SNMail client based on ¥dathe original Spotless user interé, and
» the Sun Labs MIDP client.

We were assistedn the implementationof both architecturesy the software developmentcompary Bonita Software.
They also producedthe client applicationfor the Palm VII architecture aswell asthe Macchiatoclient for the SSL
architecture. The KJa and MIDP clients were bothwdoped by one of this repastauthors, \pul Gupta.

The desired features in the email client were similar to thosédgebby most desktop—based email clients:

e settings to specify incoming and outgoing email seryboth POP and IMAP), user name, and paw

» auserinterfaceto presenthe Enigmasecuritychallengeand capturethe users responsdthe Enigmatoken cardis
used to authenticate access toAN)

« aninbox to which ng email is appended, with the ability to wiemail headers and fetch email bodies;

» an outbox for storing email messages yet to be sent;

 the ability to reply to a message and composeramessage; and

» the ability to delete a message from the client application and (in the case of IMAP nead)sieom the seer.
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THE PALM VIl / CERTICOM ARCHITECTURE

Thiswork wasbegunin thespringof 2000,soonafterthe Palm VIl becamevidely available.It wasajoint effort between
SunlT, iPlanef™, Java Software, SunLabs, Bonita Software, and Certicom. The size of the collaborationreflectedthe

difficulty of the undertaking.The solution required:a customsecurecommunicationprotocol (provided by Certicom);
clientandsener encryptionlibraries (provided by Certicom);changego the Java implementatioron the Palm (madeby

Java Software and Sun Labs); a specialsecuritysener to handleencryptionand decryptionof communicatiorwith the

Palm VIl (implementedy iPlanet);installationof thatsenerin the Sunnetwork’s “demilitarizedzone” (overseerby Sun
IT); and email client and associated sgrsoftware (deeloped by Bonita Softare).

Figurel presents diagramof theresultingarchitectureThe Palm client encryptsts messageéontainingemailtext and

controlinformation),thenpackagesndtransmitsthemusingstandard®alm VII INet APIs. The Palm.netgatevay sends
thesemessageasHTTP transactionshroughthe Sun.negatevay to a securitysenerin Suns DMZ. Thissener decrypts
themessageandhandshemto websener, which thensendsemailtransactionso a backendemail sener. Email sener

responses flu symmetrically in the neerse direction. Note that:

» The PDA client includesthe KVM plus Certicom encryption (using elliptic curve cryptograply) plus the client
application.

» ThePalm VIl communicatesvith the Palm.netgatevay using Bell Souths Mobitex pagernetwork. The roundtrip
time is ~ 20 seconds.

» Thesecuritysener managesecuresessionsvith the Palm VII. It usesthe sameCerticomencryptiontechnologyas
the Ralm VII. The complete security protocol is pided in an appendix.

As canbe seenfrom the diagram the architecturas notrestrictedto email. However, dueto time constraintspnly email
andLDAP applicationsvereimplementedThe userinterfacefor the clientwasdevelopedusingthe SpotlesdJ1 thatwas
part of the original release of the KVM.

The projectwassuccessfubasa prototype.All the componentsunctionedandcommunicatedsrequired,demonstrating
the feasibility of the architecture and the viability of tleénPdevice as a platform for small, usefulhdaapplications.

However, deploymentwith real userswas hinderedby several issues.First, the architecturerequireda specialsecurity
sener. Vetting and maintainingthis sener demandeda substantiakommitmentand investmenton the part of SunlIT.
Second,a nonstandardKVM with proprietarylibraries was also required,which in turn introducedmaintenanceand
licensingissues.Third, the Palm VIl servicewas not available worldwide. Fourth, the Palm VII' s limited memory
imposedseriousconstraintson the operationof the client in termsof featuresand email capacity(alleviatedto some
extent in the BIm VIIx and more fully in later KVM grsions).

Thus, althoughthe projectdemonstratedecurewirelessemail functionality widespreadieploymentwas preventedby
pragmatic &ctors.
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FIGURE 1. Palm VII Architecture
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THE SSL ARCHITECTURE

Eventhoughtherewereproblemswith thePalm VIl project,theresultsweretemptingenoughthatwe undertooka second
experiment.

SSLis the mostcommonly—usedecurityprotocolon the Internet,but is usually perceved asbeingtoo hearyweight for
mobile devices. Nonethelesspne of this reports authors,Vipul Gupta,believed it possibleto implementa Java—based
SSL stackon Palm OS, specificallyon a Palm Vx with OmniSky wirelessIP connectvity. This effort was successful
[KSSL].

We decidedn our secondexperimentto usethis KSSL base andimplementanothersetof clientsandsenersbasedipon
it. As with the Palm VII project, our goal was, if possible,a wide scaledeployment. We evaluatedthreeclients, one
derived from the BIm VII client, and tvo based on a proof—of—concept client written to test the SSL implementation.

Figure2 providesan overview of the SSL architecture The architectureappliesto ary KVM—enableddevice with the

computingpower of the Palm andIP connectvity. Due to the useof standardSSL, the Sun.Netportal is usedwithout

modification. The architectureis not email-specific—eachapplication emplgying it simply requiresa client and a

correspondingenerinside SWAN thatcantake the HTTPSrequestgrom the client, forwardthemon to the appropriate
sener (such as IMAP or LBP) formatted properly for that sesy and send back responses.

KSSL Implementation and Resource Requirements

SSL requiresthe underlyingplatformto provide a reliable, bi—-directionalbyte—streamrmetwork service(typically TCP)
and basic cryptographicalgorithms for messagehashing and encryption. Suns J2ME™ platform supports TCP
connectionsut doesnot includeary cryptographicalgorithms.We enhancedt by addingnative C codefor RSA, RC4,
MD5 and SHA. We chose to expose the new functionality through a subset of the javacard.security.* and
javacardx.crypto.* APIs ratherthanthe java.security.* andjavax.crypto.* APIs. This decisionwasrootedin therealization
that several KVM deviceswill alsobe equippedwith Jasza—basedmartcard§GSM phonesalreadyhave smartcardsn

them). On these d&es, one can Werage the Ja Card™ hardware for CPU intense cryptographic transformations.

The SSL protocolcode,including certificateparsing,is all written in Java. The KSSL API providestwo public classes:
SSLStreamConnection andCertificate and an intedce calledHandshakelListener for callbacks.

Cryptographiadditions(RSA, RC4,MD5, SHA) increasehe sizeof KVM.prc onthePalm from 278KB to 310KB. The
SSL Java classesaddanadditional32K to an SSL—enableglatform. Runtimememoryrequirementslependon the size
of SSLrecordssentandreceved.A simpleJ2ME programcanretrieve asmallwebpageover HTTPSusingaround55KB
of heap memory on aam.

THE MACCHIATO APPLICATION

One KSSL—-basedlient—serer pair we testedwas basedon the Palm VIl client and sener codebase.The Certicom
securitymechanisnwasremoved from the client andthe simplerKSSL mechanisnputin its place.The securitysener
wasthereforeno longerneedecandwasremoved. Thewebsener wasmodifiedto handletransaction$orwardeddirectly
from the Sun.netgatevay. We namedthis client—serer pair Macchiato(which means‘'marked” in Italian, andrefersto
espresswvith a bit of milk or whippedcream).Both the Palm VII andMacchiatoapplicationsveredevelopedby Bonita
Softwarein collaborationwith Sun.Theremainderof this sectiondescribeghe operationandappearancef theresulting
client.
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TheMacchiatoemailclientwelcomedfirst time userswith a“Settings”screerasshowvn in Figure3. This screercaptured
valuesfor fields suchasemail Sener, UserlD and Passvord requiredto connectto the email sener andauthenticatehe
user Thesesettingswere stored permanentlyin the underlying Palm Databaseand were easily edited. Thesefields
(required fields are indicated with *) were:

* *Type, the protocol used to connect to the emailesdsuch as IMAP or POP3)

¢ *Incoming email serer (such as halmpk-mail.eng.sun.com or pop3.mail.yahoo.com)

» Outgoing email seer (example: smtp.mail.yahoo.com)

e *User

* *Passvord

¢ EmaillD

FIGURE 3. The Macchiato “Settings” screen

The EnigmaChallenge—Responsxreen(Figure4) provided secureaccesso the Web Sener (asillustratedin Figure?2)
and the users email sener. This screenallowed usersto authenticatewith east.sun.neand securea cookie to avoid
authentication for further requests.

The Inbox, shan in Figureb, provided the follaving features:

¢ Login and fetch most recent eight messages by clickirigedresh.

» Traverse inbox back and forth by usiRgevious andNext buttons.
¢« Compose ng email message.

» Select a message andwi.

¢ View status of Inbox (Update read and unread message counts).

All unsent messages were stored in the outbox (Fig)mhich preided the follaving features:

¢ Edit an unsent message.
e Delete an unsent message.
¢ Send a highlighted message.

Towards a Ava™-Based Enterprise Client for Smaliixes 7
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FIGURE 4. The Enigma Challenge—Response Seen

FIGURE 5. Inbox

» Compose a new message.

The email client allowed users to work in disconnected mode. A user could compose email messages and save them for
future dispatching or whenever the network connection became available. When at the Draft screen (Figure 7), the user
had access to the following features:

¢ Edit amessage.

¢ Delete a message from the draft screen.

¢ Send a highlighted message.

» Compose a new message.

8 Towards a Ava™-Based Enterprise Client for Smaliizes
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FIGURE 6. Outbox

FIGURE 7. The Draft Screen

When composinga messagea screenpoppedup containingthe ‘To’, ‘From’, ‘Subject’ and‘Body’ fields (asshowvn in
Figure8). The ‘From’ field was pre—populatedvith the users email id. In responseo a Reply action,the ‘To’ and
‘Subject’ fields were alsoautomaticallypopulatedfrom the openedmessageThe body of the openedmessageavasnot
included in the reply.

The “view message’featureallowed a userto view a highlightedmessagdrom the Inbox. As shovn in Figure9, the
ShavMessagescreerdisplayedvaluesfor ‘To’, ‘From’, ‘Subject’ anda preview of themessagéody (first 60 characters).
The ShavMessage screen alsdarked the follaving actions:

¢ Full (Full Body): This feature fetches and displays the full message body

¢ Del (Delete): This feature deletes this message from thesieseeil serer as well as from the Inbox.

¢ Reply: Reply to this message.

Towards a Ava™-Based Enterprise Client for Smaliixes 9
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FIGURE 8. Composing a new message

* Done: Go back to Inbox.

FIGURE 9. The ShowM essage Screen

The email client déred a drop den menu for easy ni@gation among folders, settings and other options.

THE SUN LABS SNMAIL APPLICATION

As KSSL wasdeveloped,a companiortestemail applicationwaswritten, appropriatgfor demosbut not for generaluse.
For thework describedhereit wasrewritten. A morecompletesener wasimplementedandtwo new clientswerewritten,
the first usingthe KJava Ul librariesandthe secondusingthe MIDP libraries. The first client was called SNMail, the
second MIDlet mail (described bealh

10 Towards a Ava™-Based Enterprise Client for Smallvizes
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This work usedthe sameKSSL architectureas the Macchiatoapplication.The client communicatedvith the Sun.Net
gatevay (shovn in Figure2 on page6) usingHTTP (version1.0 with cookies)over SSL (version3.0) over TCP/IP As
such, the BIm handheld appeared nofdient than a remote laptop (albeit arslane) to the Sun.Net infrastructure.

SNMail requireda successfulogin with the Sun.Netauthenticatioriramevork usinga challenge—responsschangeover
SSL, as illustrated in Figur.

FIGURE 10. The Sun.Net L ogin and Challenge screens

After asuccessfubun.Netogin, theuserwaspresenteavith amail preferencescreen(asillustratedin Figure11)where
the mail serer, user name, and passuw were specified.

FIGURE 11. The email login screen

Whenthe userselectedOK onthe mail preferencescreenan HTTP GET requestontainingthe users name passverd,
andsener was sentto the mail servletrunninginside SWAN (seeFigure2). The mail servletusedthis informationto

Towards a Ava™-Based Enterprise Client for Smallvixes 11
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createa nev mail sessionand then sentback headersfrom the most recentfifteen messagegthis parameterwas
configurable in the servlet).

As shawvn in Figure12,eachmessagéieadeiincludedthe messag@ndex, the subjectmessagdagif ary (e.g.N for new,

D for deleted U for unread) senderandmonthanddate.Sinceeachheadertook two lines,thereweremoreheadershan
couldfit on a singlePalm screen.The usercould usethe scroll buttonsto view off-screenrheadersThe widget usedto

display the text receved from the servlet was developed especially for this application. Comparedto the

com.sun.kjava.ScrollTextBox class,it implementeda fasterand smarterrenderingengineandfixed a bug regardinghow

newline charactersveredisplayed.However, it did not supportmanipulationof the scroll bar by tappingon the screen
(only the scroll btton was supported).

FIGURE 12. Email headers

SelectingExit onthe messagdeaderscreerterminatedhe mail sessiorandautomaticallyexpungedary deletedmail.
SelectingOptions presented a list of actionsalable to the useas shwn in Figurel3. These included:

» Fetchinga messagéy specifyingits index (notethattheindex is thefirst pieceof informationincludedin a message
header).

A fetched message (as illustrated in Figl4¢ displayed the sendsifull name and address (only the name, possibly
truncatedwasshavn in the header)date(includingday, time andyear),subjectthe‘To’ and‘Cc’ fields,followedby
the message body.

» Deleting one or more messages by specifying a single mdan inde range (for gample,132—-139.

» Scrollingup or down thelist of messag&ieadersTheuserwasnotrequiredto specifyeitherthe startor endindex. For
eachmail sessionthe mail servlet maintainedinternal state such as the current messagevindow (start and end
indices),andthe index of the currentmessageBy maintainingthis statein the servlet,it allowed usto createa very
simple client that required less internal state ofwta and thus reduced the memory requirements of the client.

» Gettingthe next chunkof the currentmessageln orderto minimize unnecessargommunicationlong messagewere
sentto the userin chunksof (approximately)1024 bytes.This allowed the userto preview a small portion of the
messag®eforedecidingwhetheror not subsequenportionsshouldbe dovnloaded The mail servletincludedtheline
‘More..." at the end of each message chuxgept the last.

12 Towards a Ava™-Based Enterprise Client for Smallvizes
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FIGURE 13. Email options

FIGURE 14. Viewing an email message

¢ Composinga nev messageSNMail allowed usersto composeandsendshortmessages—thoghatwould fit within
two screen®n the Palm. The userwasrequiredto usethe scroll buttonto go backandforth betweernthetwo screens.
SNMail did not support attachments, and the names of the email recipients were required to fit on one line.

The mail servletusedthe JazaMail™ APIs to communicatavith anIMAP or POP3mail sener. By specifyingdifferent
parameterso eitherGET or POSTrequest®n the mail servletURL, SNMail performedvariousoperationn the users
mailbox. The mail servletwas capableof generatingKHTML—Basic (a constrainedorm of HTML), HDML (for WAP
phones)andplain text, dependingon the type of client accessingt. Client type determinatiorwas basedon the useof
certain heuristicsthat took into accountthe User—Agentheaderincluded in the HTTP request.SNMail was quite
simplistic and vas unable to render HTML, so the servlet only sent simptértéts HTTP responses.

Towards a Ava™-Based Enterprise Client for Smallvixes 13
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We successfullyusedtheseapplicationson a Palm Vx connectedio a wireless OmniSky modemand a Palm llic
connectedo awirelessMetricommodem.The OmniSky serviceusedAT& T’ s CDPDservice whichwasavailablewithin
the continentalUSA, whereasMetricom’s Ricochetservicewas only availablein the Bay Area, WashingtonDC, Los
Angelesandafew othermajorcities.OlderPalm modelssuchasthe Paim Il andPalmV werenot supportedecausé¢he

heap spaceavailable to Kjava™ network applicationson thesedevices is only around55 Kilobytes. The SNMail
application,however, require around 90KBytes. Any Palm device with 4MB or more memory running Palm OS3.5
provides a heap greater than 200KB, whicdmswmore than sfi€ient for our applications.

THE SUN LABS MIDP MAIL CLIENT

After SNMail was implementedthe MIDP Ul libraries becameavailable on the Palm, and the Kjava libraries were
deprecated. The clientas therefore reimplemented using MJ@Rd KSSL wvas intgrated into MIDP

We createda setof MIDlets (Jara applicationswritten for MIDP) thatallowed employeedirectoryandcalendaaccessn
additionto email retrieval. The MIDlets requireda Palm or HandspringPDA containing8MB of memoryandPalm OS
3.5or later (suchasthe Palm Vx, Palm llic, or Visor Platinum).Approximately900 KB of free memorywasneededo
install Falm MIDP and the application (the applicatioasraround 70KB).

After launchingthe client application the userwaspresentedvith alist of MIDlets named(in orderfrom top to bottom):
Configure,Login, Nametool,Caltool, Mailtool andLogout(asshovn in Figure15). To launchary of theseMIDlets, the
user just tapped on the arrdutton to the left of the MIDlet name.

FIGURE 15. TheList of MIDlets

The ConfigureMIDlet capturedthe users configurationpreferencesAs shavn in Figurel16, theseincludedthe users
Sun.Net user id, username (or email id) and pastvplus the location of the useemail serer.

The screenof the Login MIDlet (shavn in Figurel17) displayedthe users Sun.NetlD asconfiguredabove. Tappingon
Ok initiatedan SSL connectiorwith the preferredSun.Netgatevay. The first time the client communicatedvith an SSL
sener, it went throughwhat is called a full SSL handshak. This took up to 10 secondson the Palm. Subsequent
communicatiorwith the gatevay benefittedrom SSL sessiorreuse which reducedhe handsha& delayto just a couple

14 Towards a Ava™-Based Enterprise Client for Smallvizes
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FIGURE 16. The Configure MIDlet

of secondgdmore detailedinformationis availablein a SunLabstechnicalreport[KSSL]). The challengesentby the
Sun.Netgatevay wasdisplayednext. The usercomputedthe appropriataesponsédor this challengeusinga token card
andtappedon Ok to sendthe responself therewasa login error (authenticatiorfailure or time out), an alert box was
displayed. Upon a successful login, the Login MIDlet terminated automatically.

FIGURE 17. The MIDP Login MIDlet scr een

The Mailtool MIDlet (illustratedin Figure18) implementedhefeaturesfor the emailclient. If the userhadnot specified
a passwrd in the initial configuration, the MIDlet prompted for iapping theFetch button retrized the uses email.

Themail servletresponsibldor generatingcontentfor this MIDlet returnedl6 messagdeaderatatime startingwith the
most recent, as shovn in Figurel9. This allowed the servletto respondwith reasonabledelay (15-20 seconds)
irrespectve of the sizeof theusers InBox. A brief body preview wasincludedwith eachmessagasa meanof reducing
network communicationThe Next Hdrs andPrev Hdrs commandsouldbe usedto navigatethroughthe users InBox

Towards a Ava™-Based Enterprise Client for Smallvixes 15
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FIGURE 18. The Opening Screen of the Mailtool MIDlet

FIGURE 19. The Mailtool screen showing email headers

16 messagheaderatatime. Therangeof messagesn displaywasshawn in thetop left of the screenThe completdist
of commandsllowed on the headellist screenwasaccessetby tappingthe Menu soft button on the Palm’s silkscreen,
underthe Actions menu(asshowvn in Figure20). OneparticularlyusefulfeaturewasSearch which providedsearching
of theusers InBox basedon the datewhenthe messag&vassentand/orkey wordsin variousattributes(suchassenderor
body).TheDelete andUndelete optionsallowedtheuserto flag multiple messageasdeletedor un—deleteadn themail
sener. Deleted messages were automaticatjyumged when the mailboxas closed using tHexit menu option.

To reada messagethe userselectedhe correspondindheaderandtappedon Read. This displayedthe first 100 or so
character®f the messagdody (asshowvn in Figure21). Basedon this preview, the usercould decidewhetheror not the
restof the messagaevasworth fetching. Sincethe contentsof the preview weresentalongwith the headerstappingthe
Read button did not involve ary network transactionand provided instantaneousccesdo the preview. The message
preview screen and the list of possible actions isxshim Figure21.
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FIGURE 20. The Action menu on the header s screen

FIGURE 21. Screens showing a message preview and available commands

Eachmessageavas conceptuallydivided into a numberof parts,eachabout1KB in size.Tappingon the More button
causedhenext partof themessagé¢o bedisplayed(the partnumberbeingdisplayedwvasincludedin thetext box labelat
the top of the screenas shawvn in Figure22). Selectingthe Reply button on this screenwas similar to selectingthe
Compose menu option on the headerlist screen.Both of them broughtup the “New Message”screen(shavn in
Figure23); the subjectandrecipientfields were completedautomaticallyif the userhadselectedReply. TappingDone
on the “Message Priaw” screen returned the user to the header list screen.

SelectingExit on the headerlist screenclosedthe mailbox (this involved a network transaction)and terminatedthe
MIDlet.
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FIGURE 22. Thefull message can be accessed in partsusing the More
command

FIGURE 23. Composing a new message

Other MIDlets

The NametoolMIDlet could be usedto searchSuns LDAP employeedatabaséy full name,lastname first name,user
name, or phone numhbé@rhe search as case insensié and used partial matches.

Launchingthe Caltool MIDlet openeda screenthat specifiedthe users calendarbasedon information previously
configuredThisinformationcouldbe editedif theuserwishedto view someonelses calendarTheuserwasshavn alist
of scheduledappointmentgor a messageéndicating no appointmentsvere found). Note that this MIDlet could only
display publicly vievable appointments.
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User Interface Issues

A few user interéice issues related to SSL were identified:

» Experimentationwith the Kjava version of the mail application(SNMail) suggestghat periodic feedbackon the
progressof a full SSL handshak helpsthe userin dealingwith the associatedielay On platformswherethis delay
exceedsa few secondg3-4),the MIDP implementatiorshouldprovide suchfeedbackwithout ary specialeffort on
part of the application.

» The SSL protocolrelieson the successfulalidation and verification of the sener'scertificate.In certaininstances,
however, it is desirablgo let the userdecidewhethera certificaterelatederror (suchasunrecognizedssuer mismatch
betweennamein the certificateand the hostnamein the HTTPS URL) is seriousenoughto abortthe connection
attemptor benignenoughto be ignored.This is alsothe approachadoptedby popularbrovsers.Unfortunately the
small screenon mostMIDP devicesmakesit cumbersomeo display enoughinformationaboutthe errorto allow a
userto make an informed decision.This is an interestingexample of how limited screensize can have potential
security implications.

* Most popularbrownserstoday provide a visible cue,typically a closedlock icon, to indicateif the currentpagewas
downloadedover a secure(HTTPS) connectionUnlike a browserthat simply rendersinformationdownloadedover
the network, a MIDP applicationoften processethe downloadedinformationandmay displayit simultaneouslyon
the samescreen)alongwith information generatedocally or derived from an insecureconnection.This makesthe
displayof alock icon on the screenalmostmeaninglessOne might considerproviding a specialcue only while the
secureconnectionis actve (for example,a flashinglock icon) but somedevicesmay allow both secureandinsecure
connectiongo proceedconcurrently At this point, it is not clearto the authorswhich approachs mostappropriate.
Whatever mechanismis implementedto notify usersof securecommunicationthe platform must ensurethat an
application cannotfake that notification. For example, if the notification takes the form of a flashing icon, no
applicationmustbe ableto manipulatethe areaof the screenusedby thaticon. Giventight screersizelimitations, a
betterideamight be to usea pop-upwindow of somesortwith specialwindown decorationghatclearlyidentify it as
having been created by the system rather than an application.

KSSL APPLICATION RESULTS

All of the KSSL emailapplicationsvorked,andhadenoughfunctionalityto be useful. They wereall moreusablethanthe
Palm VIl Java—basedmail application.Nonethelessywe could not recommendary of themfor wide scaledeployment.
The Javaimplementatioron the Palm wastoo slow andquirky (comparedo the native platform),userauthenticatiorwas
anngingly difficult, wireless conneatity was unreliable, and reading and sending emad te@dious.

The Macchiato Experience

TheMacchiatoapplicationwastantalizinglyeasyto develop. The changesequiredto thePalm VIl clientandsenerwere
relatively simple andlargely salutary becausehey simplified the application.Nonethelessthe Macchiatoclient never
achievedthereliability necessaryo be deployed. The client was simply not designedwith properconcernfor eitherthe
limited memory available on the Palm (especiallywith respectto string handling) nor the unreliability of wireless
connectvity andtheresultingfailuresandexceptions Whenit workedthe client wassomeavhatcompelling,allowing the
userto tunnelinto Sunandreadcorporateemailin ary setting,withoutthe burdenof awire or evenalaptop.But too often
theclienthungor died. At one SunLabsOpenHousedemonstratiorit hungroughly 29 timesout of 30 attemptsUnder
continuousdevelopmentit slowly improved, both in termsof reliability and features,but it never becameproduction
quality software. See the mesection on bilding applications for some of the issues encountered in its implementation.
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The SNMail Experience

Like Macchiato,SNMail wasrathersimpleto implement.The basicability to reademail hadbeendemonstratedh the
original KSSL proof of concept.That basic client was primitive in extremis but it was not difficult to designand
implementa moreadwanced usableclient sincethe client wasby naturesmall andthe text—basectlient—serer protocol
simple.The SNMail applicationnever sufferedthereliability problemsof Macchiato.lt wasascompellingasMacchiato
without the problems. Delopment of it stopped, @ver, when vork on the MIDlet client started.

The MIDlet Experience

The MIDlet applicationswerethe mostpolishedandusableof thosetestedfor this report. The suite conceptwith login
was especiallyvaluable,creatinga sessionin which various client actvities could be performed.And like all these
applications, under the right circumstancesthe user experience was compelling. Nonetheless,under the wrong
circumstanceswhich occurredtoo often, the experiencewas quite frustrating. Specifically the wrong circumstances
involved: the slownessof the Javaimplementationthe clumsinesf Enigmaauthenticatiorwith Palm'’s graffiti, andthe
unreliability of OmniSky connectvity. Too often during authenticatiorthe connectiorwould drop or the authentication
would time out dueto Java delaysor problemswith grafiiti whenenteringthe eightcharactelEnigmachallengeln one
key demo,four login attemptsveremadeover atenminuteperiod,andonly onesucceededlechniquesvereavailableto
streamlinghelogin processbut they reliedon SunlIT to producecertainkeys, whichwereonly sporadicallysupplied As
a result the MIDlets were a good proof of concept viere not suitable for deglment.

The Native Palm VII and OmniSky Experiences

To explore wirelessemail outsidethe Java contet, we experimentedwith the native Palm.netclient for the Palm VII and
the OmniSk client for the RIm Vx.

First, the native clientswere muchfaster All the Java clientswere painful in comparisonThe delayscould have been
causedvy Java overheacbr by the extra securityprovidedby the Java clients.In ary event,the native clientswereclearly
preferable.

Secondthe native clientsfit the Palm Ul paradigmandwereeasierto use.The Kjava clientsin comparisoriooked very

primitive andthe MIDlet client looked clumsy (usingdisplay spacepoorly andbeingdifferentfor no goodreason).The

MiIDlet useof screerrealestatejn particular looked stupidlywastefulbecausenostfields wereindentedalmosthalfway

acrosghe screenasif somedesktopmetaphomwerebeingappliedto the Palm. In contrastthe native Palm applications
looked artfully designed because, well ytheere.

Third, althoughthe native clients were not as unreliable as the Java clients (due to timeouts and implementation
problems) the overall serviceswere not especiallyreliable becausef connectity problems.Connectionsvould come
andgo, especiallywith the OmniSky service Not surprisingly wirelessreliability is to wired reliability asmobile phones
areto wired phoneslIn fact, wirelessdatamay be worsethanmobile phonereliability becauséaumansarepretty goodat

understanding unclear speech, whereas mobilieeeare not so error resistant.

Fourth, coverageis still limited. One of ustook the Palm VII on a crosscountrytrip, with mixed results.Much of the
western half of the US as silent. Ceerage, lile connection reliabilityis not yet certain.

Fifth, the Palm device is usableasanauxiliary email client, but could not sene asa primary client becausef screerand
input limitations. It is simply not practical to read long message®n the Palm, let alone processattachmentsAnd
composingmessageso sendis tediousbecauseof grafiiti. Email on the Palm is better than the encryptedinstant
messaging lifestyle on mobile phonest,kxertainly in an enterprise cortgit is a supplemental platform.
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Building Java Applications for Small Platforms

In this section we discuss some of the implementation issues encounteredavkiitg)\wn the projects described &bo

THE CONSTRAINTS OF A SMALL JAVA VIRTUAL MACHINE

The memorylimitations of a smallJasa virtual machineforce developersto exercisegreatcontrol over the allocationand
de—allocatiorof objectson the heap.(Legally we arerequiredto point out that“the term‘Java virtual machine’meansa
virtual machinefor the Java platform” Noted.). The original KVM did not include memorycompactionwhich led to
severememoryfragmentationThis in turn hadanimpacton the performancef the VM. Consequentlyit wasnecessary
for Java applicationcodeto include frequentgarbagecollection (GC) calls. Even with the betterGC implementatiorin
newer versionsof the KVM (suchasthatusedfor the MIDP platform), developersneedto be carefulin the management
of memory

For example,we discoveredthat the time taken to createa new String from a byte array canbe reducedby a factor of
nearlysesen. This is achieved by first corvertingthe byte arrayto a chararray(by simply castingeachbyteto acharin a
loop) andthen by usingthe String constructorthat takes a chararray agument.However, this mechanisnis safeonly
when dealing with ASCII strings and must not be used for UTF encodedstrings. (It is unclearif string related
enhancements in wer KVMs nullify the benefits of this trick.)

Whendesigningour clientsand senerswe madeseveral judiciousdecisionsto reducethe internal staterequiredon the
client. Wheneer possible that stateas maintained by the servfor example in a servlet.

The performancef thevirtual machings somevhatdependenon the performancef theunderlyingplatform. The Palm
devices on which the client applicationsdescribedabore were deployed only had a 20 Mhz processarin order to
overcome the performance constraints of the virtual machine we adopted a couple of solutions.

First, if anoperationis slow, find waysof reusingits resultsmultiple times.For example,public key operationgequired
by SSL can be slow, so we recommendamortizingthe cost of theseoperationsacrossmultiple usertransactionsin
particular:

» reuse the ébrt of parsing anderifying a certificate by caching that certificate (and marking it as alreaied).
» reuse the ébrt of creating masterdgs by implementing SS& session reuse option.

* reusethe sameTCP connectionfor multiple HTTP request—respongeansactiondy implementingpersistenHTTP.
Unfortunately this featureis not enabledin the Sun.Netgatevay. Enabling this feature could have a significant
positive impact on usemxperience because it reduces the number of times SSL haadshakt be performed.

Second,instrumentthe code to identify the right bottleneck.For example, when working with CLDC (with Kjava
widgets) on the Palm, we discovered performanceenhancing opportunitiesin unexpected places by carefully
instrumentingthe code. The impactof changedisted belov wasfar greaterthanthe potentialbenefitof reimplementing
SSL (the commonly—perceid bottleneck) in C.

We discoreredtwo ways to reducethe time taken to display text in a ScrollTextBox. We createda nev widget asa
substitutefor com.sun.kjava.ScrollTextBox, which included the following two techniques Thesetechniquesmade a
difference of 6—8 seconds in the usgrércered response time for each transactiaoliving a full screen update:

» the widget uses a less accuratefaster algorithm for computing line breaks.
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» thewidget startsdisplayingtext assoonasit hascomputedenoughline breaksto cover the widget’s display area,
namelythefirst screenThe original widgetcomputesall theline breaksbheforedisplayingary text andthis canadda
good amount of dead tim&en when the displayeddehas as f& as one to te thousand characters.

In addition,it is importantfor developergo remembethatthefunctionality offeredby a small J2ME Java virtual machine

is significantlylessthanits J2SEM platform counterpartWe have obsened Jaza programmersisingthe CLDC platform
the way they would programon a desktop.ProgrammingJasa on the Palm is more like real-timeprogrammingthan
desktop Jea programming.

DEVELOPMENT AND TESTING

JustasdesigningJava softwarefor a smalldevice is similar to designingan embeddedystem so developingandtesting
that softvare is similar to deeloping and testing an embedded system with emulation and rematggohep

More specifically a Palm—basedVIDP applicationcan be run on three platforms: Windows (which hoststhe basic

referencamplementationor RI), POSE(the Palm emulator commonlyrun on Windows), or the actualPalm device. The

Windows Rl is corvenientto usebut is completelyremaovedfrom the Palm platform. The Palm emulatoruseghe Palm OS

andemulatesomeaspect®f the hardware,althoughsignificantlynotits speedTheactualPalm device is whatuserscare

about.Dehuggingis progressiely harder but morerealistic,asonemaovesdown this platformchain.In generalapparent
correct operation on one platform is no guarantee of correct operation on a more constrained one.

It is importantto ensureconsisteng betweendeveloper and user ervironments.One cannotexpect good wireless
applicationsif the developers’ervironmentis differentfrom that of the users.It is surprisinghow often somethingso
ohvious is overlooked. Writing an applicationthat performswell on a real mobile device with a real wirelessnetwork
requiresa differentmindsetthanwriting anapplicationfor anemulator This is especiallytrueif (asis oftenthecase)}he
emulatorrunsmuchfasterand/ordoesnot accuratelymodelreal constraintsFor example the emulatormay offer amuch
largerheapor may run on anoperatingsystemwith moreliberal resourceconstraintgfor example,Palm OSrestrictsthe

number of open soeks to fourwhereas J2ME emulators running on Sol&fisr Windows have a much higher limit).

Becausdhe J2ME platformis so differentfrom its J2SEcousin,specializedools arerequiredfor development testing
anddeployment.For example,the J2ME WirelessToolkit is a setof tools that providesapplicationdeveloperswith the
emulationervironmentto develop J2ME applicationst canbe tightly integratedwith third party IDEs suchas Sun™
ONE Studio, providing a complete development ervironment with which developers can write, test and delug
applications from start to finish.

In addition, developmentand testing are made more difficult becauseof wirelessconnectvity and security issues.
Creatingthe connectvity andsecuritytesternvironmentsinvolvesconsiderableffort andcompleity, andmay itself have
errors.

RELIABILITY

It is very importantfor usability that a wirelessclient applicationrecover gracefullyfrom the multitude of connectvity,
security and platform resourceimit errorsthat canoccut even in a simple application.Failure to handlesucherrors
properly commonlyresultsin hanging,death,or bizarrestatechangeghatare annging to the user Furthermorethese
conditions can combine or cascade; a well-designed client should be designed around eergr reco
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While usingthe Omnisky’s CDPD network, we found that wirelessnetwork connectvity was intermittentand that an
applicationmight receve transientl/O Exceptionsat unexpectedmoments Applicationsshouldbe written to anticipate
suchexceptionsanddealwith themgracefullywheneer an attemptis madeto usethe network. This gracefulhandling
may be as simple as displaying “Netk error please retry”.

Dueto the behavior of wirelessnetworks, a navely—writtenapplicationthat runsflawlesslyon anemulator(with a LAN
or landline connection) caaif in mysterious \&ys on a real déce with a wireless connection.

Given the current poor geographicalcoveragefor wirelessaccessijt is importantto recognizethat, unlike landline
connectvity, thereis no guaranteethat a wirelessclient device will be continuouslyconnectedo a sener. Indeed,
developersshouldexpectthata clientwill be only beintermittentlyconnectedo a sener. Consequentlythe architectural
division of responsibilitybetweena PDA client anda sener may be differentthanthatfoundin a desktop—basedlient
andits sener. For example,it may be necessaryo storeor processdataon the client prior to synchronizatiorwith a
sener, andit maybenecessaryo handlesynchronizatiorfailuresgracefully soasto enablethe userto correcterrorsand
retry.

THE USER EXPERIENCE

Designingthe userinterfacefor a PDA client involves extra considerationgomparedo a desktopclient: display real
estate, tet input, and in—progress feedback.

It is obvious that display real estateis at a premium.Wastedspaceis both obvious and annging (see,for example,
Figure27 on page30). On the otherhand,a crowdeddisplayis alsounpleasantPalm applicationdevelopershave been
balancing these concerns since th&Pwas first released, and the issue continues to be important.

Text inputonakeyboard—lesslevice is alwaysa someavhatvexedissue It is morevexing whentext mustbe enteredunder
severetime constraintsaswasthe casewith the Enigmachallengelf atall possible anapplicationshouldbe designedo
avoid text entry, and shouldusesomeothermechanismThe Enigmachallengealonewas enoughto doomary Palm-—
based email client.

Finally, wirelesstransactionsre often slow and unreliable.Without feedbackusersassumehe transactiorhasfailed.
Give periodicfeedbackto alleviate perceved delay While performingary operationthat maytake morethana coupleof
secondsit is importantto updatethe user For example,we found that providing a commentaryon the progressof SSL
handsha&simprovesthe userexperienceremendouslyin this casewe didn't decreas¢éhedelay;we justmadeit clearto
the user what as happening and reduced the apparent delay

User Interfaces &r PDAs with Non—Tivial Screens

In early 2000,SunLabsbegan a collaborationwith Palm Computingto develop a prototypeJava Ul basedon the native
Palm widgets.This prototypewasusedasthe startingpoint for developinganew PDA Ul standardthe PDA Profile. Part
of this work involved evaluating three 8m-based Ja Ul toolkits, including the prototype:

*  PAWT (thePalm AWT): this Ul toolkit providesa strict subsebf the Java AbstractWindowing Toolkit (AWT). It uses
the native widgetson the Palm device to provide a pure Java Ul thatnonethelesseproduceshe Palm look andfeel.
Dan Podvall of Palm designed and implemente8\WT.

*  KAWT (thekjava AWT): this Ul toolkit is similar to PAWT in providing an AWT subsetput usesnon—natve widgets
(thekjavawidgetsthatwerepartof the original Spotlessmplementation)In this sensat is closerin philosoply to the
Swing Ul implementation [SWING], [KA/T].
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* MIDP: the Ul toolkit componentof this APl was designedin the first instancefor devices with small screens,
specificallymobile phoneslt is significantly differentto both the AWT andthe native Palm Ul. Although aimedat
phones, a MIDP implementation for Palm OS is available [MIDPalm].

In orderto evaluatethe differentUl toolkits, we produceda Java implementatiorof the Palm MemoFRad applicationusing
the Ul toolkits describedabore. Each implementationwas evaluated using several evaluation criteria, including:
reliability, speedeaseof implementationsimilarity in look andfeel to the Palm MemoRad,andcompletenessf features.

Testswereconductedisingthe sixth candidatealphareleasgalc6)of the PAWT, version.995%of the KAWT, version1.0
of Suns KVM, andMIDP for PaimOSversionl.0 earlyaccess3. Ratherthanuseareal PDA, thetestswereperformed
on a Pentium200MhzPC runningthe Palm OS Emulator(POSE)version3.0a6e4nstalledwith Palm OS 3.5. Note that
applications hae been knan to run muchdster on POSE than on realides (by at least aé€tor of tw).

Theremainderf this sectioncompareghe userinterfacespresentedby our threeimplementation®f MemoRad (onefor
each Ul toolkit) and concludes with some general remagdesding their suitability for PBs.

Thereareno greatdifferencedetweerthe APIs of KAWT andPAWT, which is unsurprisingasthey bothaimto provide
AWT functionality However, it shouldbe notedthatthe kAWT differsmorefrom the AWT thanPAWT, which providesa
strict subset. This reflects the moxperimental nature of RAT.

MIDP, on the otherhand,usesa completelydifferentUl model. To be asportableaspossibleit providesa very abstract
Ul, andasaresultapplicationshave verylittle controlover look andfeel. Appearancéplacementshapegolor, andfont),
navigation, and scrolling are all beyond an applications control, and are differentfrom other Java Ul toolkits. MIDP
includes an alternatevolevel pixel-based Ul for gmes, bt that Ul does not support standard widgets.

SizE

The MemoRad implementationsdeveloped using the PAWT and KAWT only operateon Palm devices containinga
minimumof 2MB RAM. In contrastthe original MemoRad applicationcanbe run on ary existing device thatusesPalm
OsS.

SunMicrosystemsndicatesthatMIDP for Palm applicationsshouldbe run on deviceswith atleast4MB of memoryand
warnsthatapplicationanay not run properlyon deviceswith lessmemory However, on POSE the applicationranona 2
MB device without noticeable problems.

Thesizeof eachimplementatioris shavn in Tablel. The“Applicationsize” indicateghe sizeof thefile thatcontainghe
implementatiorof the MemoRad application thatis, the compiledJava classeslongwith ary otherresourcemecessary
for it run on a Java virtual machine The “Java Platform Size” indicatesthe sizeof thefile containingthe virtual machine
andary otherresourcesiecessaryor the virtual machineto run on the device. (Dueto architecturatdifferencesseparate
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sizesarenotavailablefor the MIDP implementation. hesizeof the original natve Palm MemoRad application(usingall
the GUI functionality ilt into Palm OS) is 22.7K.

PAWT | KAWT | MIDP Apl;lfitci:;on
Application size 51K 50K 36K 2K
KVM size 385K 459K - -
KVMULil size 144K 145K - -
Java Platform size] 529K 604K | 538K -
Total size 580K 654K 574K 2K

TABLE 1: Size of implementation

SPEED

Three aspects of the speed of each implementation were measured:

» the time takn to start the VM (as indicated by the timeetakor the splash screen to disappear);

» the time takn for the Memo&d application to start (as indicated by the appearance of a list of memos); and
» the time takn to close the application.

Table2 belawv identifiesthe time taken (in seconds)o completethe activities describedabore. (Figuresarenot available
for the MIDP implementatiai

PAWT | KAWT Apl;li‘itci;’teion
Time talen to start the VM 16 12 -
Time talen to start the applicatio 19 50 Minimal
Time talen to close application | Minimal | Minimal Minimal

TABLE 2: Timetaken to complete activities (in seconds)

ThekAWT implementations writtenin Java andthuscontainsno native code relyinginsteadon theoriginal SpotlessJl.
ThereforeakAWT applicationshouldtheoreticallybe slowver thanonewritten usingPAWT. In generalhowever, thereis
no noticeablespeeddifference betweenthe two versionsof the application. There are two exceptions: when the
application is first launched (as stin Table2), and when td is being entered (in both cases/A is much slaver).

The MIDP implementatiorof the MemoRad applicationtakesa fairly long time to startup, but it is not muchslower than

ary otherJava implementatioron Palm. Oncethe programis running,however, thingsrun very quickly. MIDP is faster
than either RWT or KAWT.
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LOoOK AND FEEL

Thelook andfeel of the KAWT is the kjava—Spotlessook andfeel, not that of native Palm applicationsNo attemptwas
made in the Spotless implementation to mimic thlenfHook and feel.

The PAWT look and feel replicatesthat of the Palm. Exceptfor startupspeed,which is quite noticeable the PAWT
implementation of Memadil appears the same as the origisddnPapplication.

The MIDP for Palm usesnative Palm widgets,thuspreservingsomeconsisteng with native Palm applicationsHowever,
the Ul modelis fundamentallydifferent.As a result,the overall appearancef the MemoRad applicationis different.See
below for details on hee MIDP males it hard to duplicate the look and feel of an origiréirPapplication.

SPECIFIC KAWT AND PAWT ISSUES

Some specific problems were obsatwhen using KAT:

* Menus are not automatically pulledvdowhen the user agtites the menu har
* Menus can be pulled dm from unusual places (such as the ared toeNew button).

» Insteadof adjustingthe horizontallength of a menuto fit the labels of the menuitems, menusin KAWT acquire
scrollbars if the labels run out of horizontal space.

» Instead of automatically adding ellipses for entries that are too long, List widgets use a horizontal.scrollbar
e The arrav for Choice widget is slightly &fcenter (too close to the label and too high).
» The cursor in aétArea widget does not blink.

Other specific problems were obseswhen using both RAT and RWT:

» If the size and position of a widget are specifiedin the Java sourcecode,the two Ul toolkits will not necessarily
produce the same layout.

» Bothimplementationshav the outline of Lists andTextAreawidgetseventhoughtheir native counterpartfiave none.

» Choice widgets (popup triggers) in both APIs cannot be aligned on their right—hand sides.

» Neither information bttons or dialog widgets areailable in either API.

The KANT is missing some features:
» ClassTextArea doesnot have ary of the SCROLLBAR_constants thatare neededo determinehowv mary andwhich
scrollbars should be included in an instanceesfArea.

» Thereis noway of addinga separatoto amenuasMenu.addSeparator() is missingandusinga hyphenasthe nameof
a menu itemdils to work.

» Aninstance offomponent can only hae one listener for each type ofent.
» There is only one adaptor clasagable.

» Font manipulationcannotbe performed:attemptingto usea bold font simply displacegext without makingit bold,
and not all the standardiln fonts are readily accessible.

» Instances ofextArea do not wrap their t& automatically
e Selector triggers are notailable.
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In contrastthe PAWT is relatvely complete exceptthat classTextField isn’t available.It would be a desirablefeatureto
have but is not absolutely essential.

A number of lngs were obseed in KANT:
» Clicking in theemptyspaceo theright of a Choicewidgetmay popit upif its boundsareextendedoo much.Thisis
undesirable since the user normallyuln't expect agthing to pop up when the stylus is tapped in an empty space.

» Theremaybeaproblemwith TextArea.setText(). Theapplicationis unableto openary memoscreatedusingthe native
Palm MemoRd application, bt it was able to do so in a pieus \ersion of KAVT.

» Attempting to change the cgt@y of a memo will generate @utOfMemoryError.

* An attemptto classifyamemoasprivate freezeghedevice. A softresetis required.Note: Undersomecircumstances
adialogis supposedo popup afteramemohasbeenclassifiedasprivate, but this is nothappenindthoughit worksin
the Ralm AWT implementation of the Mema#).

» Attempting to edit catgyories from the Edit Details dialog box appearsto have no effect. An attemptto edit
catgyoriesfrom arywhereelsein theapplicationcauseshe applicationto freeze but the device remainsresponsie to
the four soft ttons n&t to the pen input area and the fouttbns plysically kuilt into the bottom of the dece.

» Dialog boes that are supposed to be popped up from the menu bar do not appear
* The menu optioelete memo... in menu bar does notosk.
» ClasswindowListener does not wrk.

Some lngs were also encountered WWPT:

» Theremaybea problemwith KeyListener sincethe applicationis notresponsie to key strokeswhenit is supposedo
be.

» The choice widget in thEdit Details dialog box refuses to allouser to select a dérent item.

» Theapplicationbehaesstrangelyif usertriesto declarea memoasprivateor to changehe sortingorderof thememo
list.

» Instancesof classjava.awt.List are not updated.Newly—createdcateyories do not appearright away. If the user
attempts to deletevery single catgory or &ery single memo, the last item to be deleted does not disappear properly

GENERAL KAWT AND PAWT OBSERVATIONS

Given the similarity of intent of KAWT and PAWT, they caneasily be compared(MIDP is discussedn greaterdetail
below.)

» Thecodefor theimplementatiorof the MemoRad applicationis nearlyidenticalfor both Ul toolkits; only relatively
minor changes were needed.

e OKDialog andOKCancelDialog areusefultools availablefrom the PAWT in com.palm.awt.Toolkit, but they allow only
a singleline of text and do not have the appropriateécons. The KAWT usesthe de.awt.OptionDialog class,which is
supposedly similar to the Swing clak3ptionPane, as a substitute.

» ThePAWT's com.palm.os packagehasno KAWT equivalent. The classegrovidedin this packageareessentiakince
they provide an easyway of accessinghe native Palm OS APIs. For example,cut, copy, and pastewould be very
difficult, if not impossible,to implementin KAWT since the com.palm.os.Field classis not available. Note: the
com.palm.os package is not complete.

« Both implementationsare experimental,which led themto being unstablewhen executedon the POSEemulator

Sometasks(especiallythe simpler ones)function as predicted,but othertaskslead to unexplainedbehaior (non—
responsepbjectsappearingout of nowhere,etc.),bizarreerror messagesyr freezes Unpredictedbehaior exhibited
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by one API usually cannotbe found on the other API. Note: freezesoccur with greaterfrequeny when the
applications were run on realviees.

MIDP OBSERVATIONS

Someonavhois usedto AWT will be disappointedy MIDP’s capabilities Many of theseflaws stemfrom the factthat
MIDP wasoriginally designedor mobile phoneswith small displays.Theseflaws, otherquirks, and goodfeaturesare
recordedbelown (unlessnotedotherwise assumehatall classesnentionedcomefrom thejavax.microedition.lcdui package
or a standarghva.awt or java.awt.event package):

» MIDP hasno classedor standardJl widgetssuchasbuttons,drop down menus,or checkboes.Instead the existing
classedor GUI objectsare more abstract.Two of the more useful classesarethe Command class,which represents
“any userinterfaceconstructthat hassemanticdor activating a singleaction” [MIDP] andactsasa button; andthe
ChoiceGroup class,which canrepresentary group of selectablewidgets,suchas a dropdavn menu,a checkbox
(multiple mode),anda setof radio buttons,dependingon the specificdevice beingused.Unfortunately PDAs usea
widervarietyof Ul widgetsthanmobilephonesandMIDP doesnt seemequippedo useall of thenative GUI objects.

» TheMIDP API providesAlerts simpledialog boxesthat merelypresenia shortmessagean appropriatécon, anda
button for dismissingthe alert. They are very corvenient for presentingsimple messagederrors, warnings,
confirmationsgetc.)thatrequireno actionon the part of the userandwould be a welcomeadditionto ary otherJava
Ul. Unfortunately MIDP doesnot provide ary dialog boxesthataremoresophisticatedhanalerts. The MIDP expert
group believed that a windowing Ul is inappropriatefor the devicestargetedby MIDP, and consequentiyMIDP for
Palm doesnot have ary built—in equivalentof the typical AWT Dialogsthat canbe setto ary sizeandcanhold as
mary Ul widgets as necessary

» Theonly list-like widget provided by MIDP is aninstanceof classList, andeachlist takesup the entirescreenlt is
possibleto addinstance®f classCommand to aList, but it is not possibleto addinstance®f classitem, or its subclass
ChoiceGroup. In essencea MIDP list widgetcannotcoexist with anything otherthana button. In addition,MIDP lists
don't look anything lik e their native Palm counterpartsandinsteadof automaticallyproviding ellipsesfor entriesthat
aretoo long, a MIDP list simply displaysthe restof the entry on anotherline, asone canseefrom Figure24. The

FIGURE 24. MIDP List widget

“exclusive—type” list doesnot appearlike a native Palm list either The drop—davn menuof cateyoriesis missing
because ChoiceGroup widgetcannotbeaddedo alist widget. Also noticethe appearancef this “implicit—type” list
in Figure24.
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A programmeihasvery little controlover a MIDP applications menubar. The Java Managerincludesits own menu
bar with ary applicationit is running,and doesnot allow developersto createtheir own menubarsor modify the
existing Java Managemenubar. The Javza Managemenubarincludesthe Java Managers own menucommandsand
is little useto the applicationbeingrun (it is somevhat usefulfor a developerwho is dehuggingan application,but
almostuselesgo an ordinaryuserrunningthe application).If thereareary instancef Command (eachinstanceis
renderedasa buttonwidget) associateavith thevisible screenMIDP automaticallyplacesthemon the menubar;this
is somavhatstrangesinceall actionsperformedby the buttonscanalsobe performedrom themenubar Theoneneat
featureof the Java Managermenubar occurswhen a TextField or TextBox is madevisible on the screen:ithe Jaa
Managerwill automaticallyrespondby providing an Edit menuwith all the customarymenuitems(copy, paste,
etc.), all of which function correctly (shv in Figure25).

FIGURE 25. The Java Manager

MIDP doesnot provide ary way of controlling the layout of Ul widgets. Layout is controlled by the MIDP

implementationwhich placesbuttonsalongthe bottomof the screerandstacksall otherobjectsvertically asthey are
addedto the screenThis arrangementnay be satishctoryfor simpleapplicationshput developerswho wish to control
theplacementf their own widgetsand/oruseamoresophisticatedayoutarrangemenyill find no meansof doingso.
In addition,MIDP's overly simplelayoutarrangemeninay not make the bestuseof screenspace(a lot of horizontal
spacemay be left unused) MIDP might alsochooseto leave objectsout of the screengvenif thereis clearly enough
screerspacdor theobject.For example,in theleftmostscreershotof Figure26,theDelete button(whichis intended

FIGURE 26. Control of Ul Layout
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to appeamext to the Rename button)is not displayed;similarly the rightmostscreershotdemonstratethata menu
bar cannotbe createdby usinga row of instancesf classChoiceGroup, asthereis no way to placethosewidgets
horizontally

Thelabelfor a ChoiceGroup widgetappearabove andto theleft of thewidget. Thelabelfor anative Palm dropdown
menu vould normally appear directly to the left of the widget.

The ChoiceGroup class is missing several important functions, notably select(String), removeAll(String), and
getSelecteditem(). It is not dificult for a deeloper to implement themubit is incorvenient to do so.

The TextField widgetwrapstext andscrollsproperly (presumablythe TextBox widgethassimilar features) Following
aline breakor period,the graffiiti shiftindicator(anarrow in the bottomright cornerpointing upwards)is shovn and
thesubsequentharacteis automaticallycapitalizedthis is a featureof Palm OSthatcannotyet be duplicatedby ary
otherJava Ul. Thereare,however, someminorissueghatdo not affect the functionality of TextField widgets,but are
aestheticallyunpleasantTheseinclude the fact that a TextField widget is placedat a peculiarlocation (the whole
widget is indented) and that empty lines betbe isting text are not shan. See Figur@7 for an ®ample.

FIGURE 27. TextField widget

Thereis no methodavailable for settingthe caretposition for an instanceof TextField or TextBox. (Note that a
getCaretPosition() method doesxist.)

The MIDP eventmodelis somavhatcleanerthanthe AWT eventmodelthathasbeenusedsinceJDK™ 1.1. Instead
of passingnstance®f EventObject (in practice theseareinstance®f classActionEvent, ltemEvent, etc.)to listeners,
MIDP passeshe objectthatinitiated that event; this makesfor muchneatercodethanin otherJava Uls, whereone

would have to invoke multiple methodsand perform several castsbefore one could do arything useful with an

EventObject. MIDP alsolacksanaddXxxListener() methodfor objects,sothe useof inner classeswhich arevisually

messyfor developers,is limited. Instead,it providesa setXxxListener() methodfor instancesf Displayable, so that

every instanceof Display, Screen, Form, etc.canhave at mostone of eachlistenerclass(therearecurrentlyonly two

listenerclassespndthatlistenerwill handleall eventsgeneratedy the objectson the device’s screena mechanism
that can help programmers write bettegamized code.

The two existing listenerclassesChoiceListener and ItemStateListener, may not be enoughfor a handhelddevice.

Unlike a mobile phone,a PDA hasa styluswith which the usercantap andwrite; in additiona PDA canalsoreceve

input from the on—screeirtual keyboardor even a physical keyboard.Any applicationthatneedsto take advantage
of thesefeaturesmayrequiremorelisteners The existing alternatve is to uselow—level eventhandling,but thisis not
very helpful; developerswill be forcedto useaninstanceof the lesspowerful Canvas classratherthanclassScreen,

andsinceMIDP only provides constantsfor mobile phonekeys (numbers poundsign, fire button, etc.) mary of a

PDA's keys aren't mapped tak codes.

30
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» An instanceof classDisplayable (the screenfor a MIDP application)can performlow—level eventhandlingor high—
level eventhandling,but not both at the sametime. Oneresultis thatfont managemens impossiblefor instanceof
classScreen.

» Dueto thefundamentaphilosophicaldifferencedetweenMIDP andAWT, it is difficult to translateAWT—like code
to MIDP (or vice ersa).

There were also some problems with the non-UI functionality in MIDP:

» TheMIDP recordmanagemengystemnicely providesmeaningfulexceptionsthatthe Kjava Databaselassdoesnot,
but MIDP was unable to read or write the ratMemoRd database.

» Callsto System.out.print*() do not produceon—screemutput.Outputis insteaddirectedto afile, which canbe viewed
via a commandrom the Java Managemenubar. This canbe somavhatincorvenientfor users(suchasdevelopers)
who constantlyneedto look at the output.In addition,a lack of outputmay causea userto believe that nothingis
happening during the applicatieibng start—up time.

Ul CONCLUSIONS

Both AWT—-basedUl toolkits currently have numerousbugs, poor documentationand similar levels of (in)stability.
Improvementsto KAWT in eachsuccessie versionhave beenimpressie, but at this time the PAWT is slightly better
because it runsabter takes up slightly less space, has more functionaditgl can achie an authentic look and feel.

MIDP for Palmis arelatively small-sizedlavaimplementatiorfor the Palm, runsat a tolerablespeedshouldnot present
userswith ary memoryissuesandis well documentedUnfortunately althoughit may be satishictoryfor mobile phones
andshouldallow Java programsoriginally written for mobile phonego run on PDAs, it doesnot take full advantageof a

PDA’s capabilities.For developershopingto designapplicationsspecificallycateringto PDAs, MIDP for Palm by itself

falls short.

Extensible Access to OS Functionality

The Spotlesoplatform hada very simple API library, restrictedto basicgraphicsanda few native functions.In orderto
expandthat library and make the rich setof Palm OS functionsavailableto Java developers,we developeda prototype
mechanism that puides etensible access tafn OS. The kind of access that this prototypeipes includes:

» access to the databases that underpin the PIM applications adrtheséch as the calendar and the address book;
» serial connectity not cosered by the general connection framek of the J2ME platform, and

» other deice—specific features such as screen brightness and aaiioey

The prototype was adaptedfrom a proof—of—conceptoriginally implementedfor the J2SE platform (which was
considerably more complg

Accessfunctionality is representedy a single Java class,0SAccess, which in turn relies upon a small number of
primitives written in C and invoked as Jasa native functions. Static methodsin OSAccess provide two broadtypesof
functionality:

» “peek/pole” capability allowing Stringsanddataof primitive numericaltype (byte, short,int, long, float anddouble)
to be stored at and/or retved from locations in memory; and
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» the ability to invoke arbitrary Palm OS functions (implementedin Palm OS as systemtraps)with zero or more
aguments.

The original J2SE OS accesspackageconsistedof fairly elaboratemachinerymimicking C’s type systemand data
manipulationfacilities (including unsignedand pointer arithmetic)in Java. Resourcdimitations imposedby the Palm
platform precludeda similar implementationinsteadmostC datatypes(including pointersandthe primitive numerical
typesmentionedabore, but exceptingStrings)arerepresenteth Java asints. This placesthe burdenof ensuringbehaior
congruentwith C on the packageuser— for example,C pointerarithmeticis unsignedwhereasn the Java language,
arithmetic on ints is signed.

The detailsof the peek/pole capabilitiesare fairly straightforvard. Simple setByte and getByte methodsare used.For
example, to set the contents of locatGx®FA to the byte &lue 2, the applicationwokes the follaving:

OSAccess.setByte(0xFA, 2);

Immediately thereafter the folldng yields the result 2:

OSAccess.getByte(0xFA);

Similar methodsareprovided for ints, floats, etc. All suchmethodsareimplementedasnative Java methodswith fairly
trivial C counterparts.d¥ example, the C code corresponding to ¢beByte() method is the follwing:

void setByte()
{

char *p = (char *)popStack(); // Retrieve the address from the top of the Java stack
*p = (char) popStack(); /I Store the next argument at the specified address
}

Palm OS systemcalls areinvoked usingthe syscall method which takesasits algumentthe numberof the systemcall to
be invoked. For example,number0oxA043 (referredto symbolicallyas sysTapDmNumDatabases the file systraps.h)
returns the number of databases stored owiaaleThe follaving Jara code mas this syslapDmNumDatabases call:

/I get the total number of databases (0 is the card number)
/I sysTrapDmNumDatabases = xA000 + 69 (see systraps.h)
int dbTotal = OSAccess.syscall(0xA043, 0);

/I display the total
displayTotal(dbTotal);

Insidethe OSAccess classthe methodsyscall(int trapid, int argl) is merelyafacadefor amoregenerainvocationmethod
(similar cowvenience methods are pided for the cases of zero up to eiglguanents):

public static syscall(int trapid, int argl)
{

int[] args = {argl};

syscall (trapid, args);
}

Thegenerabyscall(int, int[]) is a native methodthatreliesupona shortmachine-codsequencallocatedandinitialized in
the C heap, illustrated in the foling C code:
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typedef struct TrapCall

{
short il; Il lea -args(a7), a7; -- skip past arguments
short args1; /I -<argument count>
short i2; /I trap #0xF; -- perform the syscall trap
short id; Il <syscall id>
short i3; Il lea args(a7), a7; -- pop the arguments
short args2; /I <argument count>
short i4; Il rts

} *TrapCallP;

/I Set up trap for outcalls

TrapCall = (TrapCallP) heapStart;
TrapCall->i1 = Ox4FEF; /I lea -args(a7),a7; -- skip past arguments

Threeslotsin the trap—callstructurearemodifiedfor a particulartrap call: two arefields of instructionsthatadjustthe C
stackpointer prior to and after a trap, andthe third identifiesthe particulartrap to be called. The trap call sequencés
intendedo be calledasa zero—agumentC function,with theargumentgo thetrappushedntothe stackbelow thereturn
addresgthe C stackgrows from high memoryaddresseto lower ones).The trap—callsequencadjuststhe stackpointer
(sincethetrap call is presentedasa zero—agumentfunction to the C compiler on entry to the call, the stackpointeris
above the trap gyuments), idokes the trap (placing the result in the D@ister), discards the guments, and returns.

Thenative functionC implementatiorof the Java methodsyscall(int, int[]) dealsmainly with moving agumentsontothe C
stack in preparation for a call to the (suitably—modified) trap—call sequence:

void C_syscalln()

{

ARRAY args = (ARRAY) topStack; // Retrieve the Java array comprising the arguments
unsigned trapid = sp[-1]; /I Also the id of the system trap to be invoked
int nargs = args->length; /I The number of arguments to the trap
unsigned *argp = (unsigned *) (&args->iData) + nargs;

/I Compute a pointer to the last trap argument
unsigned *csp; /I Pointer to the top of the C stack
unsigned i, rslt;

/I Patch the trap id and the size of the argument frame into the volatile trap sequence
TrapCall->id = trapid,;

TrapCall->argsl = -(4 * nargs);

TrapCall->args2 = 4 * nargs;

/I Locate the start of the next C stack frame
csp = frameStart();

/I Arguments are passed from Java in first-to-last fashion, so shuffle them onto the stack
/I for the trap. Note that argp actually points to the last of the Java arguments.
for (i = 0; i < nargs; i++) *--sp = *argp--;

/I Call the trap-call sequence as a regular zero-argument function. This will insert the return
/I address in the slot below the arguments. TrapCall will increment the stack pointer so as to
/I embrace the arguments pushed above and then execute the trap.

rslt = ((unsigned (¥)()) TrapCall)();

/I Clean up the Java stack and return the result of the trap to Java.
popStack();
topStack = rslt;
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To gain access to the C stack, the\xaboode mads use of a brief assembly procedure:

/I Return the address of the next frame on the C stack
asm static unsigned *frameStart()

{

/I An “asm” function is written in M68000 assembler and has no C function prolog
unsigned frameptr;
/I Allow a slot to store the frame pointer (cf. M68000 “LINK/UNLK” instructions)
movea.l a7,a0;
/I Move the value of the stack pointer into the result register
rts

ISSUES

There are a number of respects in which the OS access package might be enhanced:

» Some minimal support for C data types {pding pointer arithmetic, forne@mple) could be praded.

» Theimplementatioris platform—specificthoughevery attempthasbeenmadeto minimize andisolatethe platform
dependencie#\n attemptto reimplemenit for anotherPDA platform (suchasPocletPC)would helpcharacterizeéhe
platform dependencies more clearly

» Theability to synthesizeC functionsfrom Java methodswvould allow Java applicationprogrammershe opportunityto
handlePalm OS callbacks;a preliminary implementationof sucha facility (alongthe lines of the C Programming
Object Kit of CINCOMS MisualWbrks Smalltalk system) has been completed.
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SUMMARY

Securecorporatewirelessemail on the Palm is not yet a killer application.It canbe useful at times, but is not yet a
replacement for desktop email. This is so because:

» Wirelessis not yet reliable (dataconnectiondail with somefrequeng). This is exacerbatedn Java applicationsby
their slavness, which can cause timeouts.

* Wireless coerage is still limited.
« Authentication can be quite clumsy (especially with StEHigma challenge andin’s grafiti).
» The Rim’s small screen limits its utility as an email reader

The Java platform on the Palm is still maturing. The Palm itself hasbeencarefully engineeredo supportsmall native
applications, with a distinaté Ul tuned for its displayn contrast to such applications:

» Java applications are sk at least on start up.

» Applicationshasedon MIDP, the only official Jasza Ul now availableon the Palm, do not have the Palm look andfeel,
are somerhat clumsyand ofer no compensating benefits.

» Java applicationsarenot strikingly easierto develop thannative C applicationsThe Palm is not an easyplatformto
programfor in C, but the Java platformpresentsts own challengesln fact, programmergamiliar with J2SEwill have
to design their applications €hfently, using diferent libraries.

« Without specialsupport Java applicationscannottake advantageof the functionality of the Palm OS platform, putting
them at a disadntage.

Nonethelesstecentdevelopmentanake the platform more attractive. We hopeto reevaluteit whennew versionsof the
Palm supporting the PBProfile become\ailable.

Applicationsbasedon Internetstandardsare easierto deploy thanthosebasedon proprietarytechnology In particular
SSL provedto be mucheasierto useasanend—to—endecurityprotocolthana proprietaryone:implementingSSLon the
Palm proved tractable whereaghe proprietaryprotocol requiredmore specializedechnologyand more administratve
overhead. The SSL implementation also challenges the more comunles$secure proxy—based architectures.

Building wireless Java applicationson the Palm is not like desktopJasa programming,but more like embedded
programming. Issues of machine resources, screen real estatggidgband wireless connedty all require attention.

Notethatthe above remarksapply specificallyto experiencewith the Palm platformof 2000-2001¢enteringon the Palm
Vx andPalm VIIx, andthusaresomevhat specificto that platform. Nonethelessthe obsenationsinvolving PDA Uls,
wireless clients, and programmingfor small devices are generally applicable.PDA devices, althoughincreasingly
powerful, arestill largely definedby their displaysize.Wirelessconnectity continuedo develophbut still is hamperedy
the problems encountered in thienk.

THE EVOLVING JAVA PLATFORM FOR PDA DEVICES

In 1998, when the original Spotlesswork was done, “PDA” meant“Palm Pilot”, which in turn meanta cluster of
computing,connectvity, and Ul characteristicsPDAs now are more diverse,and much more capable As PDAs have
evolved, so hee the Jaa implementations for them.
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The PDA Profile

The PDA Profile, Java StandardizatiorRequest75 [PDAP], was undertalen to addresssomeof the PDA Ul issues
discussedabove. It began as a collaborationbetweenPalm and Sun (Dan Podwall of Palm wrote the prototype
implementationthe PAWT; one of this reports authors,Bill Bush, draftedthe JSR and recruitedthe original expert
group).Theoriginal goalof the profile wasto definea Jasa Ul appropriatdor PDAs sothatnatve PDA programmersnd
users wuld see admiliar look and feel, while ¥a programmers auld develop to aimiliar APIs.

The profile definesa PDA as battery—pavereddevice with a pointing device and a screensize between128x128and
240x320pixels. At leastl MB of memory(ROM plus RAM) mustbe availablefor the Java runtimeandlibraries; heap
spacecanrangefrom 64 KB to 64 MB. ThePDAP Ul is basebnthe AWT Ul definedfor the PersonaProfile,removing:

buffered images,alphacompositeimage manipulation,object cloning, serialization,datatransferAPIs, and the J2SE
securitymodel. The PDAP alsodefinesa PIM API, which includesaccesto anaddres$ook,a calendarandato dolist,

aswell as generaldatabaseaccessAdditionally, the profile definesoptional serial port connectvity and file system
connectvity for memorycards(suchascompactlashcardsandsecuradigital cards).Securityis effectedthroughcontrol
of: accesdo the AWT systemevent queue,listeningto AWT events,readingand writing PIM data,and readingand
writing datausingthe serialport andfile systemNotethatMIDP is arequiredbasefor the PDAP, meaningthatMIDlets

will run transparently on the PAP.

Palm hasled the work on the profile. The Jaza Community Proces8™ public review stagefor the profile was recently
completedPalm plansto releaseboth a referencamplementatiorand a commercialimplementatiorfor the Palm next
year The commercial &m implementation is a jointfeft of Palm and Insignia, and will baubdled with RIm OS.

Java Implementations

A wide variety of Jasa implementationsare now available for PDA—classdevices. Hereis a partial list (in additionto
Sun’ offerings):
» Aplix: JBlend http://www.aplixcorp.com/products/jblend.htjml

platforms: WnCE, ARM, consumer deces

Java standards implemented: Personal4, CDC, CLDC, MIDP
» Esmertec: Jbed Micro Edition CLDC, Jbed Profile for MHRt://www.esmertec.com/p_jbed_cldc_long.html
platforms: RIm OS, Linux, Nucleus; bare metal ARM, 68KwWaPC, Coldfire
Java standards implemented: CLDC, MIDP
¢ HP: Chai http://wwwhp.com/products1/embeddgd/
platform: Pockt PC
Java standard implemented: MIDP
* IBM: WebSphere Studio Dee Dereloper (J9) littp://www.embedded.oti.com/wdd/
platforms: RIm OS, Pocét PC (plus desktop OSes, real-time OSes)
Java standards implemented: CDC, CLDC + MIDP (depending on the platform)
* Insignia: Jeode PB®VM (http://www.insignia.com/content/products/pda.shtml
platforms: WnCE, Linux
Java standard implemented: PersonehJa.2
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» Kada Systems: Kada Mobile Platforimtp://wwwkadasystems.com/resources/j2me.jsp
platforms: RIm OS, WhCE
Java standards implemented: CDC eurdation, CLDC + MIDP

» Saale: SeaJe OSlittp://wwwsavaje.com/products/incehtm])
platform: bare metal ARM
Java standards implemented: J2SE, Persova|MIDP

* Symbian: Symbian OS 6.0tfp://www.symbian.com/technology/symbos-v6x-det.Hhtml
platform: bare metal ARM
Java standards implemented: PersonaJ&LDC + MIDP

This list demonstrateshat a definitive PDA platform has yet to emege, and that Java vendorsare quite active in

producingalternateimplementationslt remainsto be seenwhich device will dominate,and which associatedlava
standard(J2SE,Personalda, CDC, or CLDC) will prevail. This uncertaintyis bad for developersand organizations
deploying devices, becauseghey musthedgetheir bets.On the other hand,thereis a rich collection of alternatvesto

investicate and choosefrom, a collectionthat will doubtlessevolve alongwith platformsand standardsAdding to the
uncertaintyis the appearancef Microsoft's .NET for the Poclet PC, which will undoubtedlyappealto enterprise
customergamiliar with Windows. As .NET matures,Java standardandimplementationsvill haveto do likewiseto stay
competitive.

THE FUTURE OF WIRELESS ENTERPRISE APPLICATIONS

The problemswe encounteredeplgying wirelessapplicationsareapparentlynot atypical,andarecertainlynot limited to
Java—based applicationsa¥ious issues va been identified (see [Wélessl], [Wreless2], and [Weless3]):

» Wirelessdeploymentsofteninvolve severaldifferentvendors potentiallyincluding: the malker of theclientdevice, the
maler of the client software platform, the writer of the client application,the wirelessserviceprovider, the writer of
thesenerapplicationtheprovider of thesecurityinfrastructureandthe provider of the clientapplicationprovisioning
infrastructure. Coordinating thefefts of these @ndors, while the technology is still beingrd®ped, is challenging.

» Problemsawith security including establishingiseranddevice identity, andguaranteeing@nd—to—endecurity hinder
deployments. Solutions are still custom—designed to specific yieygliot erironments.

» Application managememt— applicationprovisioning, device synchronizationandfault detection— is crucialto the
success of lge scale deplonents, It remains lagely ad hoc.

» Applicationsmustbe reengineeredor wirelessdeployments.PDAs are not the desktopplatformsthat mostmulitier
applicationswere designedfor. User interfacesmust be redesignedand applicationsmust be refactored,moving
computation from the less werful PDA client to the serer.

» Wireless cwerage is simply not reliable or widespread enough.

« It is difficult to make the return—on—imestmentcase neededfor large scale deployments. The benefitsof such
deploymentsremainunclearand are hardto quantify, and costsare volatile. Corporationsare wary of the wireless
carriers’ orientation tward consumers and their ggyte rerenue models.

Some solutions to these problems are beinvgldped.

» Corporationsaarebeingintroducedto wirelessclientsvia email deployments,which arerelatively simpleandgeneric.
TheBlackBerrydevice is beingusedasthe clientfor corporateemail service(usingOutlook) hostedby bothRIM and
Cingular[Wireless4].Additionally, both Cingularand Sprint PCSprovide a tunnellingservicefrom the client to the
users desktop,which canbe donewithout the participationof the users compary [Wireless5](this is typical of the
PDA space, where indidual users often initiate FDuse).
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» Consultang organizationsare startingto provide wirelesssolutionservicesEDS is working with SunandNextel to
provide custommobile portal solutions[Wireless6].HP is providing wirelesssolutionswith testperiods,sothattheir
clients can evaluatewirelessdeploymentswithout making major up front commitments[Wireless7].IBM Global
Services isxpanding its dbrts in this area [\Wiveless8].

» Partnershipsetweenvendorsare beingformedto provide solutions.Microsoft and AT&T Wirelesshave agreedto
cooperaten wirelessenterpriseclient applicationsbasedon the Poclet PC [Wireless9].The companiewill startby
offering email. Palm is working with IBM and BEA to provide back end supportfor Palm-basedapplications
[Wireless10]. And as noted al® Sun and Néel are vorking together along with EDS.

» CRM is becominga focus of wirelessenterpriseclient experimentationfWireless11].In particulay GeneralMotors
plansto provide devicesto all its dealerswith applicationdor taskssuchasinventorytracking.This effort, however, is
still in the bid stage, although it indicates a major commitment.

» Platformmalkersareimproving developersupportfor building mobile applicationdWireless12].Palm andMicrosoft
in particulararestartingto provide frameavorksandcomponent$or mobile enterpriseapplicationsmakingit easierto
integrate such applications with enterprise data.

» Serviceprovidersareattemptingto improve wirelesscoverageby seamlessljinking 3G (WLAN) and802.11x(LAN)
networks, sothatuserscanmove transparentlpetweerntheseheterogeneousetworks [Wireless13]Both Lucentand
IBM are dereloping these services.

» A solutionthathasrecentlyappeareds theuseof VPN clientson smalldevices,whichis a higherlevel versionof the
SSL solution. See [W#eless14] for a list of PR-based VPNs.

* Anothersolution,beingtried at Sunwith its “Edge” computinginitiative, is to move somelesssensitve servicesnto
the DMZ (makingit ratherthick). Theseservices,specifically email, calendar and LDAP, are not accessedvith
Enigma authenticationub simply via name and passid.

» New 3G servicesaimedat the enterpriseare being packagedssolutions[Wireless15].Sprint’s new 3G PCSservice
includesaccessto corporateemail, calendarsand contactinformation (which can be done via hostsbehind the
corporatefirewall). Sprintis alsoteamingwith systemintegrators(Accenture|BM, HP, PwC Consulting,andingram
Micro) to provide customizedsolutionsfor large customersandis providing client hardware (a a Sprint-branded
Handspring Teo).

Significantly programminganguage&ndtheir platformsare not the gating factorsto large scalewirelessdeployment.
Advancing the Ja platform will not lead to masa wireless use in the enterprise.

To closeon a humorousnote,a recentarticle in BusinesdMeek(3 June2002,page51) on 3G in Europedescribedhe
currentwirelessexperiencein the context of 3G and mobile phonesUnlike standardmobile phoneswith which users
bring their own content(namelytalking), 3G phonesrequirecompellingdigital content,which hasfailed to appear:In
March,2000,at the massive Cebittechnologyfair in Hanover, Germa, Alcatel officials displayeda traffic mapof Paris
that looked, on the tiny, black—and—whitescreenof a samplecell phone,like a pulsatingamoebd. One of the main
anticipated uses of wireless is entertainment, in whiclyoatgulsating amoebas clearbllf
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Appendix: Ralm VII End-To—End Security Protocol

INTRODUCTION

The protocol presentechere pravides end—to—endencryptionand securityfor enterpriseclient applicationsrunningon
Palm VII devicesusingtheir built—in Mobitex connectionsSimple dataencryptionis not adequateA sessiommustbe
establishedindmaintainecbetweerauthenticatedlientsandsenersin orderto avoid suchvulnerabilitiesasspoofingand
man—in—the—middle attacks.

Messagesareencryptedn theclient (usingelliptic curve cryptograply), thentransferredisingthe standardNet APIson
thePalm VIl to Palm.net.Palm.netthencorvertsthesemessagemto Internettransactionsywhich terminateat a security
sener. This sener decryptsthe messageandpasseshemon to anapplicationsener. Optionally, the securitysener can
send an encrypted response back to the client.

Eachclient hasa pre—arrangegublic key for its securitysener. (To handlekey fresheningthe sener cansenddown a
new public key, signed with a &y distribution key. Simple ley formats or real certificates can be used.)

ProT1ocoL OVERVIEW

The following definitions apply in this section:
E{K,M} denotes encryption withell K of messag®.
D{K,M} denotes decryption of messaddewith key K.
MAC{K,M} denotes the messages authentication code ejtK lof messagd/.
| denotes concatenation.

ECDH{priv, pub} denotes an elliptic—cuevDiffie—Hellman ley agreement using pate ley priv and public
key pub.

KD{V} denotes ady derivation algorithm which deres a ky from a \alueV.

The sener hasa well-knawn elliptic curve public key, KS,,;, The privatehalf of this key is KS;;,. Eachmessagdasa
payload, Pcomposed of the message and other information (detailed)belo

Eachpayloadis encryptedfor transmissiorto the sener. To encrypta payload,the client first generatesn ephemeral
elliptic curve key pair, KE p andKEyy,. It thencalculate,, = ECDH{KE yjy, KSp - It thenderivesanencryptionkey
Kme = KD{Km}. It encrypts the payload P into ciphexteC with C = E{K,¢ P} then sends:

KEpub | C
To decrypt this message the sgrealculates:
Km = ECDH{KSyiv, KEpunt
Kme = KD{K m}
P = D{KneC}
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(Km and K, will be identical to the alues of the same names generated on the client).
The sener optionally createsa responseo the client by formattingthe responsenessagénto a payloadP’ of the same
format as the payload reged from the client, then calculating
Kme = KD{K r}
C' =E{Knye P}
If the serer sends a response to a message from the client, the client calculates
Kme = KD{K }
P'=D{KneC'}

and, after lidating the payload format, retvies the response message from P’.

Notethat,if aresponsgayloadis sentfrom sener to client, both clientandsener needto cacheK,, until theresponsés
processed.

Note: The key usedto encryptresponsedrom sener to client may be differentthan the K, value usedto encrypt
payloads sent from client to serv

Payloadsareformattedasfollows. Eachpayloadis composeaf two parts:the payloadoodydata(Py), thenaMAC onthe
payload body data. Thexkfor the MAC varies with the payload type.

P =R | MAC{K mac, Pat
A payloadbodydatais composeaf two componentsfirst, anencodedcpayloadrecordtype (Py), for which therearethree
possible alues: 0, 1, and 2. A payload record foly whose format depends on the payload record type.

A type 0 payload record has the foliog components:

» A message, M (this is the actual data being sent)

For a type O payload recordyjs ¢ is derived as follovs:

Kuac = KD{Km | "m"}

A type 1 payload record has the felimg components:
« Asession ID, IRgss

A session ky, Kgegs

* A message, M

For a type 1 payload recordyjs ¢ is derived as follavs:

Kmac = KD{K 1, | "m"}
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A type 2 payload record has the foliag components:
« A session ID, |Qess
+ Arecord counteMgggs

* A message, M

For a type 2 payload recordyjs ¢ is derived as follovs:

Kuac = KD{Km | Ksess | "m"}
where Ksess is the sessiay lpreviously associated with the session ID IDsess with giques type 1 payload record.

Thus, the lgal payload ariants are (in each of the faNng, the contents of fare enclosed in parentheses):
(0 M) | MAC{KD{Km | "m"},P g}
(1| IDsess | Ksess| M) | NAKD{Km | "m"},P 4}
(2| 1Dsess | Nsess | M) | @MAKD{Km | Ksess | "'m"},Ry}

All type0 recordsareanorymous.(As suchthenumberof type 0 recordssentto establisha sessiorshouldbe minimized.)
A type 1 recordinstantiatesa sessionwhena type 1 recordis receved by the sener, a sessiorrecordis createdin a
databaseThe sessiorrecordmuststorethe sessioriD, the sessiorkey, andthe currentsessiorrecordcountervalue.The
recordcounteris initializedto 0. A type 2 recordis associateavith anexisting sessiorandrequiresghatsession'&ey to be
authenticatedEachtype 2 recordwhich is receved musthave a sessiorcounterwhich is greaterthanthe currentvalue;
when a type 2 record is reged, its counteralue is placed into the session record.

To link this to the logon protocol:

» The messages sent during logon handshaking are seynhamasiy

« Themessagé whichtheuseris authenticateds sentasatype 1 messagethe sener mustlink this userto thesession
record created by this message.

» All subsequenauthenticatednessagesre sentastype 2; the sener must ensurethat the userlD encodednto the
message matches the user for whom the session reasrdriginally created.
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