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Abstract:

The goal of the work reported here was to explore the use of the Java 2 Micro Edi-
tion (J2ME™) platform for applications connected to the enterprise, specifically
focusing on Palm-based wireless applications. We found that the Java™ platform
on the Palm is still maturing. The Palm itself has been carefully engineered to sup-
port small native applications, with a distinctive graphical user interface tuned for its
display. Work remains to be done on the Palm to support more complex wireless
applications and to make Java-based applications competitive. We also found that
wireless enterprise applications in general are somewhat problematic, due to
issues of network reliability, availability, bandwidth, and provisioning. Significantly,
programming languages and their platforms are not the gating factors to large
scale wireless deployment.

This work was performed in 2000 and 2001, before the current commercial deploy-
ment of Java-enabled mobile devices and faster wide-area wireless data services
(such as GPRS). We hope to repeat our experiments using these technologies.
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Introduction

Thework describedin this reportis anoutgrowth of anearliereffort at SunTM Labs,theSpotlessproject[Spotless].The
original goalof thatprojectwasto build a smallJavaTM implementationfor thePalm Pilot. Theresultingvirtual machine
ultimately becamethe K Virtual Machineproduct[KVM]. Experimentalwork continuedwith Spotless,leadingto an
SSL–enabled version [KSSL] and a persistent version [P–Spot1], [P–Spot2].

The goal of the work reportedhere was to explore the use of Spotless–KVMas a client platform for applications
connectedto the enterprise,with a specific focus on Palm–basedwirelessapplications.A numberof subgoalswere
consequently pursued:

• building Java applicationsusing the Palm platform as a wirelessclient in a multi–tier applicationarchitecture,to
evaluate the feasibility of deploying such clients.

• developing and evaluatingJava–basedgraphicaluser interfacessuitablefor PDAs (rather than mobile phones),in
conjunction with starting the PDA Profile effort [PDAP]; and

• implementinga generalmechanismfor calling Palm OS functionsfrom KVM applications,in orderto integratethe
KVM moretightly with the Palm operatingsystem,so that, for example,personalinformationmanager(PIM) data
could be accessed via Java applications.

This documentthusdescribesandevaluatestheclient applicationsthatwerebuilt andreviews theexperienceof building
wireless Java applicationsfor the Palm, discussesthe user interface alternatives evaluated,and presentsa general
mechanismfor calling Palm OS functions. It concludeswith someobservations about wirelessclients in enterprise
applications.

Corporate Email Access from Wireless Client Devices

Given the emergenceof both wirelessandJava technologyon small devices,we wishedto explore the developmentof
Java–basedclient applicationson suchdevices. In particular, we undertookthe taskof providing Sunemployeeswith
securecorporateemail accessvia Palm–baseddevices.This sectiondescribesseveral approachesto the problem,and
concludes with the lessons learned.
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INTRODUCTION

Accordingto most industrywatchers,wirelessdeviceswill play a big role in the Internet’s future evolution. However,
people’s opinionsdiffer on how thatrole will evolve.Somebelieve that“wirelessis different”,existing Internetprotocols
aresimply inadequate,andanentirelynew protocolstackis needed.Othersbelieve thatsuitablemodificationsto existing
protocolswill suffice.Unfortunately, quantifiablejustificationsfor positionsoneithersideof thedebateareoftenmissing.

Mobile data servicessuch as Palm.net and WAP use a trusted gateway (or proxy–based)approachto securing
communication.For example,whensomeoneusesa Palm VII to connectto thesecurewebserver of a contentprovider,
SSL (in the form of HTTPS) is used only betweenthe web server and the Palm.net gateway operatedby Palm.
Communicationbetweenthe gateway and the Palm VII is performedvia a proprietarywirelessprotocolwith its own,
differentsecurity. Thegateway is in a positionto seeall communicationin theclearasit is transformedfrom thewireless
protocol to HTTPSandvice versa.In general,the securityof the proprietarywirelessprotocolmustbe independently
evaluated, and may not be as secure as HTTPS.

Thusthereis increasingdemandfor end–to–endsecuritybetweenthin clientsandsecureservers.Onepossiblemeansof
meetingthis demandis to useSSLfrom theclient directly to theserver. However, SSLsupportis not found(or possible)
on all smalldevices.Alternatively, a secureconnectioncanbeestablishedbetweena client anda server usingencryption
specialized for small devices. This, however, requires changing the server and perhaps the server architecture.

End–to–endsecurity is requiredin the caseof Sun’s corporateemail. This specifically meansestablishinga secure
connection from the client through Sun’s firewall to a server within Sun’s Wide Area Network (SWAN).

Weexploredtheproblemof providing securecommunicationto anemailserver insideSWAN by experimentingwith two
architectures:

• a specialized encrypted connection architecture using the Palm VII and Certicom’s encryption technology, and

• an SSL–based architecture using the Sun.Net Internet portal into SWAN and the Palm V running SSL.

For the second architecture, we developed three client applications:

• the Macchiato client (also known as the ToGo client),

• the Sun Labs SNMail client based on KJava, the original Spotless user interface, and

• the Sun Labs MIDP client.

We wereassistedin the implementationof both architecturesby the softwaredevelopmentcompany Bonita Software.
They also producedthe client applicationfor the Palm VII architecture,as well as the Macchiatoclient for the SSL
architecture. The KJava and MIDP clients were both developed by one of this report’s authors, Vipul Gupta.

The desired features in the email client were similar to those provided by most desktop–based email clients:

• settings to specify incoming and outgoing email servers (both POP and IMAP), user name, and password;

• a userinterfaceto presentthe Enigmasecuritychallengeandcapturethe user’s response(the Enigmatoken cardis
used to authenticate access to SWAN);

• an inbox to which new email is appended, with the ability to view email headers and fetch email bodies;

• an outbox for storing email messages yet to be sent;

• the ability to reply to a message and compose a new message; and

• the ability to delete a message from the client application and (in the case of IMAP mail servers) from the server.
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THE PALM VII / CERTICOM ARCHITECTURE

Thiswork wasbegunin thespringof 2000,soonafterthePalmVII becamewidely available.It wasa joint effort between
SunIT, iPlanetTM, Java Software,SunLabs,Bonita Software,andCerticom.The sizeof the collaborationreflectedthe
difficulty of the undertaking.The solutionrequired:a customsecurecommunicationprotocol (provided by Certicom);
client andserver encryptionlibraries(providedby Certicom);changesto theJava implementationon thePalm (madeby
Java SoftwareandSunLabs);a specialsecurityserver to handleencryptionanddecryptionof communicationwith the
PalmVII (implementedby iPlanet);installationof thatserver in theSunnetwork’s “demilitarizedzone”(overseenby Sun
IT); and email client and associated server software (developed by Bonita Software).

Figure1 presentsadiagramof theresultingarchitecture.ThePalmclientencryptsits messages(containingemailtext and
control information),thenpackagesandtransmitsthemusingstandardPalm VII INet APIs.ThePalm.netgateway sends
thesemessagesasHTTPtransactionsthroughtheSun.netgatewayto asecurityserver in Sun’sDMZ. Thisserverdecrypts
themessagesandhandsthemto webserver, which thensendsemailtransactionsto a backendemailserver. Email server
responses flow symmetrically in the reverse direction. Note that:

• The PDA client includesthe KVM plus Certicom encryption(using elliptic curve cryptography) plus the client
application.

• The Palm VII communicateswith the Palm.netgateway usingBell South’s Mobitex pagernetwork. The roundtrip
time is ~ 20 seconds.

• Thesecurityserver managessecuresessionswith thePalm VII. It usesthesameCerticomencryptiontechnologyas
the Palm VII. The complete security protocol is provided in an appendix.

As canbeseenfrom thediagram,thearchitectureis not restrictedto email.However, dueto time constraints,only email
andLDAP applicationswereimplemented.Theuserinterfacefor theclient wasdevelopedusingtheSpotlessUI thatwas
part of the original release of the KVM.

Theprojectwassuccessfulasa prototype.All thecomponentsfunctionedandcommunicatedasrequired,demonstrating
the feasibility of the architecture and the viability of the Palm device as a platform for small, useful Java applications.

However, deploymentwith real userswashinderedby several issues.First, the architecturerequireda specialsecurity
server. Vetting and maintainingthis server demandeda substantialcommitmentand investmenton the part of SunIT.
Second,a nonstandardKVM with proprietarylibraries was also required,which in turn introducedmaintenanceand
licensing issues.Third, the Palm VII servicewas not available worldwide. Fourth, the Palm VII’ s limited memory
imposedseriousconstraintson the operationof the client in termsof featuresand email capacity(alleviated to some
extent in the Palm VIIx and more fully in later KVM versions).

Thus,althoughthe projectdemonstratedsecurewirelessemail functionality, widespreaddeploymentwaspreventedby
pragmatic factors.
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FIGURE 1. Palm VII Architecture
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THE SSL ARCHITECTURE

Eventhoughtherewereproblemswith thePalmVII project,theresultsweretemptingenoughthatweundertookasecond
experiment.

SSLis themostcommonly–usedsecurityprotocolon theInternet,but is usuallyperceivedasbeingtoo heavyweight for
mobile devices.Nonetheless,oneof this report’s authors,Vipul Gupta,believed it possibleto implementa Java–based
SSL stackon Palm OS, specificallyon a Palm Vx with OmniSky wirelessIP connectivity. This effort wassuccessful
[KSSL].

Wedecidedin oursecondexperimentto usethisKSSLbase,andimplementanothersetof clientsandserversbasedupon
it. As with the Palm VII project,our goal was, if possible,a wide scaledeployment.We evaluatedthreeclients,one
derived from the Palm VII client, and two based on a proof–of–concept client written to test the SSL implementation.

Figure2 providesan overview of the SSL architecture.The architectureappliesto any KVM–enableddevice with the
computingpower of the Palm andIP connectivity. Due to the useof standardSSL, the Sun.Netportal is usedwithout
modification. The architectureis not email–specific—eachapplication employing it simply requiresa client and a
correspondingserver insideSWAN thatcantake theHTTPSrequestsfrom theclient, forwardthemon to theappropriate
server (such as IMAP or LDAP) formatted properly for that server, and send back responses.

KSSL Implementation and Resource Requirements
SSL requiresthe underlyingplatform to provide a reliable,bi–directionalbyte–streamnetwork service(typically TCP)
and basic cryptographicalgorithms for messagehashing and encryption. Sun’s J2METM platform supportsTCP
connectionsbut doesnot includeany cryptographicalgorithms.We enhancedit by addingnative C codefor RSA, RC4,
MD5 and SHA. We chose to expose the new functionality through a subset of the javacard.security.* and
javacardx.crypto.* APIs ratherthanthe java.security.* andjavax.crypto.* APIs. This decisionwasrootedin therealization
that several KVM deviceswill alsobe equippedwith Java–basedsmartcards(GSM phonesalreadyhave smartcardsin
them). On these devices, one can leverage the Java CardTM hardware for CPU intensive cryptographic transformations.

The SSL protocolcode,including certificateparsing,is all written in Java. The KSSL API providestwo public classes:
SSLStreamConnection andCertificate and an interface calledHandshakeListener for callbacks.

Cryptographicadditions(RSA,RC4,MD5, SHA) increasethesizeof KVM.prc on thePalm from 278KB to 310KB.The
SSLJava classesaddanadditional32K to anSSL–enabledplatform.Runtimememoryrequirementsdependon thesize
of SSLrecordssentandreceived.A simpleJ2MEprogramcanretrieveasmallwebpageoverHTTPSusingaround55KB
of heap memory on a Palm.

THE MACCHIATO APPLICATION

One KSSL–basedclient–server pair we testedwas basedon the Palm VII client and server codebase.The Certicom
securitymechanismwasremoved from theclient andthesimplerKSSL mechanismput in its place.Thesecurityserver
wasthereforeno longerneededandwasremoved.Thewebserverwasmodifiedto handletransactionsforwardeddirectly
from the Sun.netgateway. We namedthis client–server pair Macchiato(which means“marked” in Italian, andrefersto
espressowith a bit of milk or whippedcream).Both thePalm VII andMacchiatoapplicationsweredevelopedby Bonita
Softwarein collaborationwith Sun.Theremainderof this sectiondescribestheoperationandappearanceof theresulting
client.
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FIGURE 2. SSL Architecture
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TheMacchiatoemailclientwelcomedfirst timeuserswith a “Settings”screenasshown in Figure3. Thisscreencaptured
valuesfor fieldssuchasemailServer, UserIDandPassword requiredto connectto theemailserver andauthenticatethe
user. Thesesettingswere storedpermanentlyin the underlying Palm Databaseand were easily edited.Thesefields
(required fields are indicated with *) were:

• *Type, the protocol used to connect to the email server (such as IMAP or POP3)

• *Incoming email server (such as ha1mpk-mail.eng.sun.com or pop3.mail.yahoo.com)

• Outgoing email server (example: smtp.mail.yahoo.com)

• *User

• *Password

• EmailID

TheEnigmaChallenge–ResponseScreen(Figure4) providedsecureaccessto theWebServer (asillustratedin Figure2)
and the user’s email server. This screenallowed usersto authenticatewith east.sun.netand securea cookie to avoid
authentication for further requests.

The Inbox, shown in Figure5, provided the following features:

• Login and fetch most recent eight messages by clicking onRefresh.

• Traverse inbox back and forth by usingPrevious andNext buttons.

• Compose new email message.

• Select a message and view it.

• View status of Inbox (Update read and unread message counts).

All unsent messages were stored in the outbox (Figure6), which provided the following features:

• Edit an unsent message.

• Delete an unsent message.

• Send a highlighted message.

FIGURE 3. The Macchiato “Settings” screen



Corporate Email Access from Wireless Client Devices

8 Towards a Java™–Based Enterprise Client for Small Devices

• Compose a new message.

The email client allowed users to work in disconnected mode. A user could compose email messages and save them for
future dispatching or whenever the network connection became available. When at the Draft screen (Figure 7), the user
had access to the following features:

• Edit a message.

• Delete a message from the draft screen.

• Send a highlighted message.

• Compose a new message.

FIGURE 4. The Enigma Challenge–Response Screen

FIGURE 5. Inbox
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Whencomposinga message,a screenpoppedup containingthe ‘To’, ‘From’, ‘Subject’ and‘Body’ fields (asshown in
Figure8). The ‘From’ field was pre–populatedwith the user’s email id. In responseto a Reply action, the ‘To’ and
‘Subject’ fields werealsoautomaticallypopulatedfrom the openedmessage.The body of the openedmessagewasnot
included in the reply.

The “view message”featureallowed a userto view a highlightedmessagefrom the Inbox. As shown in Figure9, the
ShowMessagescreendisplayedvaluesfor ‘To’, ‘From’, ‘Subject’andapreview of themessagebody(first 60characters).
The ShowMessage screen also offered the following actions:

• Full (Full Body): This feature fetches and displays the full message body.

• Del (Delete): This feature deletes this message from the user’s email server as well as from the Inbox.

• Reply: Reply to this message.

FIGURE 6. Outbox

FIGURE 7. The Draft Screen
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• Done: Go back to Inbox.

The email client offered a drop down menu for easy navigation among folders, settings and other options.

THE SUN LABS SNMAIL APPLICATION

As KSSL wasdeveloped,a companiontestemailapplicationwaswritten, appropriatefor demosbut not for generaluse.
For thework describedhereit wasrewritten.A morecompleteserverwasimplemented,andtwo new clientswerewritten,
the first using the KJava UI librariesandthe secondusing the MIDP libraries.The first client wascalledSNMail, the
second MIDlet mail (described below).

FIGURE 8. Composing a new message

FIGURE 9. The ShowMessage Screen
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This work usedthe sameKSSL architectureas the Macchiatoapplication.The client communicatedwith the Sun.Net
gateway (shown in Figure2 on page6) usingHTTP (version1.0 with cookies)over SSL (version3.0) over TCP/IP. As
such, the Palm handheld appeared no different than a remote laptop (albeit a slow one) to the Sun.Net infrastructure.

SNMail requiredasuccessfullogin with theSun.Netauthenticationframework usingachallenge–responseexchangeover
SSL, as illustrated in Figure10.

After asuccessfulSun.Netlogin, theuserwaspresentedwith amail preferencesscreen(asillustratedin Figure11)where
the mail server, user name, and password were specified.

WhentheuserselectedOK on themail preferencesscreen,anHTTP GET requestcontainingtheuser’s name,password,
andserver wassentto the mail servletrunning insideSWAN (seeFigure2). The mail servletusedthis informationto

FIGURE 10. The Sun.Net Login and Challenge screens

FIGURE 11. The email login screen
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createa new mail sessionand then sent back headersfrom the most recent fifteen messages(this parameterwas
configurable in the servlet).

As shown in Figure12,eachmessageheaderincludedthemessageindex, thesubject,messageflag if any (e.g.N for new,
D for deleted,U for unread),sender, andmonthanddate.Sinceeachheadertook two lines,thereweremoreheadersthan
could fit on a singlePalm screen.The usercould usethe scroll buttonsto view off–screenheaders.The widget usedto
display the text received from the servlet was developed especially for this application. Compared to the
com.sun.kjava.ScrollTextBox class,it implementeda fasterandsmarterrenderingengineandfixed a bug regardinghow
newline charactersweredisplayed.However, it did not supportmanipulationof the scroll bar by tappingon the screen
(only the scroll button was supported).

SelectingExit on themessageheadersscreenterminatedthemail sessionandautomaticallyexpungedany deletedmail.
SelectingOptions presented a list of actions available to the user, as shown in Figure13. These included:

• Fetchinga messageby specifyingits index (notethat theindex is thefirst pieceof informationincludedin a message
header).

A fetched message (as illustrated in Figure14) displayed the sender’s full name and address (only the name, possibly
truncated,wasshown in theheader),date(includingday, timeandyear),subject,the‘To’ and‘Cc’ fields,followedby
the message body.

• Deleting one or more messages by specifying a single index or an index range (for example,132–139).

• Scrollingupor down thelist of messageheaders.Theuserwasnot requiredto specifyeitherthestartor endindex. For
eachmail session,the mail servlet maintainedinternal statesuch as the current messagewindow (start and end
indices),andthe index of thecurrentmessage.By maintainingthis statein theservlet,it allowedus to createa very
simple client that required less internal state of its own and thus reduced the memory requirements of the client.

• Gettingthenext chunkof thecurrentmessage.In orderto minimizeunnecessarycommunication,longmessageswere
sentto the userin chunksof (approximately)1024 bytes.This allowed the userto preview a small portion of the
messagebeforedecidingwhetheror notsubsequentportionsshouldbedownloaded.Themail servletincludedtheline
‘More…’ at the end of each message chunk except the last.

FIGURE 12. Email headers
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• Composinga new message.SNMail allowedusersto composeandsendshortmessages—thosethatwould fit within
two screenson thePalm.Theuserwasrequiredto usethescroll buttonto go backandforth betweenthetwo screens.
SNMail did not support attachments, and the names of the email recipients were required to fit on one line.

Themail servletusedtheJavaMailTM APIs to communicatewith an IMAP or POP3mail server. By specifyingdifferent
parametersto eitherGET or POSTrequestson themail servletURL, SNMail performedvariousoperationson theuser’s
mailbox.The mail servletwascapableof generatingXHTML–Basic (a constrainedform of HTML), HDML (for WAP
phones)andplain text, dependingon the type of client accessingit. Client type determinationwasbasedon the useof
certain heuristicsthat took into accountthe User–Agentheaderincluded in the HTTP request.SNMail was quite
simplistic and was unable to render HTML, so the servlet only sent simple text in its HTTP responses.

FIGURE 13. Email options

FIGURE 14. Viewing an email message
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We successfullyusedtheseapplicationson a Palm Vx connectedto a wirelessOmniSky modemand a Palm IIIc
connectedto awirelessMetricommodem.TheOmniSky serviceusedAT&T’ sCDPDservice,whichwasavailablewithin
the continentalUSA, whereasMetricom’s Ricochetservicewas only available in the Bay Area, WashingtonDC, Los
Angeles,andafew othermajorcities.OlderPalmmodelssuchasthePalmIII andPalmV werenotsupportedbecausethe
heap spaceavailable to KjavaTM network applicationson thesedevices is only around 55 Kilobytes. The SNMail
application,however, require around90KBytes.Any Palm device with 4MB or more memory running Palm OS3.5
provides a heap greater than 200KB, which was more than sufficient for our applications.

THE SUN LABS MIDP MAIL CLIENT

After SNMail was implemented,the MIDP UI libraries becameavailable on the Palm, and the Kjava libraries were
deprecated. The client was therefore reimplemented using MIDP, and KSSL was integrated into MIDP.

We createda setof MIDlets (Java applicationswritten for MIDP) thatallowedemployeedirectoryandcalendaraccessin
additionto email retrieval. TheMIDlets requireda Palm or HandspringPDA containing8MB of memoryandPalm OS
3.5 or later (suchasthePalm Vx, Palm IIIc, or Visor Platinum).Approximately900KB of freememorywasneededto
install Palm MIDP and the application (the application was around 70KB).

After launchingtheclient application,theuserwaspresentedwith a list of MIDlets named(in orderfrom top to bottom):
Configure,Login, Nametool,Caltool,Mailtool andLogout(asshown in Figure15).To launchany of theseMIDlets, the
user just tapped on the arrow button to the left of the MIDlet name.

The ConfigureMIDlet capturedthe user’s configurationpreferences.As shown in Figure16, theseincludedthe user’s
Sun.Net user id, username (or email id) and password, plus the location of the user’s email server.

The screenof the Login MIDlet (shown in Figure17) displayedthe user’s Sun.NetID asconfiguredabove. Tappingon
Ok initiatedanSSLconnectionwith thepreferredSun.Netgateway. Thefirst time theclient communicatedwith anSSL
server, it went through what is called a full SSL handshake. This took up to 10 secondson the Palm. Subsequent
communicationwith thegateway benefittedfrom SSLsessionreuse,which reducedthehandshake delayto just a couple

FIGURE 15. The List of MIDlets
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of seconds(moredetailedinformation is available in a SunLabs technicalreport [KSSL]). The challengesentby the
Sun.Netgateway wasdisplayednext. The usercomputedthe appropriateresponsefor this challengeusinga token card
andtappedon Ok to sendthe response.If therewasa login error (authenticationfailure or time out), an alert box was
displayed. Upon a successful login, the Login MIDlet terminated automatically.

TheMailtool MIDlet (illustratedin Figure18) implementedthefeaturesfor theemailclient. If theuserhadnot specified
a password in the initial configuration, the MIDlet prompted for it. Tapping theFetch button retrieved the user’s email.

Themail servletresponsiblefor generatingcontentfor thisMIDlet returned16messageheadersata timestartingwith the
most recent, as shown in Figure19. This allowed the servlet to respondwith reasonabledelay (15–20 seconds)
irrespective of thesizeof theuser’s InBox. A brief bodypreview wasincludedwith eachmessageasa meansof reducing
network communication.TheNext Hdrs andPrev Hdrs commandscouldbeusedto navigatethroughtheuser’s InBox

FIGURE 16. The Configure MIDlet

FIGURE 17. The MIDP Login MIDlet scr een



Corporate Email Access from Wireless Client Devices

16 Towards a Java™–Based Enterprise Client for Small Devices

16messageheadersata time.Therangeof messagesondisplaywasshown in thetop left of thescreen.Thecompletelist
of commandsallowedon theheaderlist screenwasaccessedby tappingtheMenu soft buttonon thePalm’s silkscreen,
undertheActions menu(asshown in Figure20).OneparticularlyusefulfeaturewasSearch which providedsearching
of theuser’s InBox basedon thedatewhenthemessagewassentand/orkey wordsin variousattributes(suchassenderor
body).TheDelete andUndelete optionsallowedtheuserto flagmultiplemessagesasdeletedor un–deletedon themail
server. Deleted messages were automatically expunged when the mailbox was closed using theExit menu option.

To reada message,the userselectedthe correspondingheaderandtappedon Read. This displayedthe first 100 or so
charactersof themessagebody(asshown in Figure21). Basedon this preview, theusercoulddecidewhetheror not the
restof themessagewasworth fetching.Sincethecontentsof thepreview weresentalongwith theheaders,tappingthe
Read button did not involve any network transactionandprovided instantaneousaccessto the preview. The message
preview screen and the list of possible actions is shown in Figure21.

FIGURE 18. The Opening Screen of the Mailtool MIDlet

FIGURE 19. The Mailtool screen showing email headers



Corporate Email Access from Wireless Client Devices

Towards a Java™–Based Enterprise Client for Small Devices 17

Eachmessagewasconceptuallydivided into a numberof parts,eachabout1KB in size.Tappingon the More button
causedthenext partof themessageto bedisplayed(thepartnumberbeingdisplayedwasincludedin thetext box labelat
the top of the screenas shown in Figure22). Selectingthe Reply button on this screenwas similar to selectingthe
Compose menu option on the headerlist screen.Both of them brought up the “New Message”screen(shown in
Figure23); thesubjectandrecipientfieldswerecompletedautomaticallyif theuserhadselectedReply. TappingDone
on the “Message Preview” screen returned the user to the header list screen.

SelectingExit on the headerlist screenclosedthe mailbox (this involved a network transaction)and terminatedthe
MIDlet.

FIGURE 20. The Action menu on the headers screen

FIGURE 21. Screens showing a message preview and available commands
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Other MIDlets

TheNametoolMIDlet couldbeusedto searchSun’s LDAP employeedatabaseby full name,lastname,first name,user
name, or phone number. The search was case insensitive and used partial matches.

Launching the Caltool MIDlet openeda screenthat specifiedthe user’s calendarbasedon information previously
configured.This informationcouldbeeditedif theuserwishedto view someoneelse’scalendar. Theuserwasshown alist
of scheduledappointments(or a messageindicating no appointmentswere found). Note that this MIDlet could only
display publicly viewable appointments.

FIGURE 22. The full message can be accessed in parts using the More
command

FIGURE 23. Composing a new message
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User Interface Issues

A few user interface issues related to SSL were identified:

• Experimentationwith the Kjava versionof the mail application(SNMail) suggeststhat periodic feedbackon the
progressof a full SSL handshake helpsthe userin dealingwith the associateddelay. On platformswherethis delay
exceedsa few seconds(3–4), the MIDP implementationshouldprovide suchfeedbackwithout any specialeffort on
part of the application.

• The SSL protocol relieson the successfulvalidationandverificationof the server'scertificate.In certaininstances,
however, it is desirableto let theuserdecidewhetheracertificaterelatederror(suchasunrecognizedissuer, mismatch
betweennamein the certificateand the host namein the HTTPS URL) is seriousenoughto abort the connection
attemptor benignenoughto be ignored.This is alsothe approachadoptedby popularbrowsers.Unfortunately, the
small screenon mostMIDP devicesmakesit cumbersometo displayenoughinformationaboutthe error to allow a
user to make an informed decision.This is an interestingexampleof how limited screensize can have potential
security implications.

• Most popularbrowserstodayprovide a visible cue,typically a closedlock icon, to indicateif the currentpagewas
downloadedover a secure(HTTPS)connection.Unlike a browserthat simply rendersinformationdownloadedover
thenetwork, a MIDP applicationoftenprocessesthedownloadedinformationandmaydisplayit simultaneously(on
the samescreen)alongwith informationgeneratedlocally or derived from an insecureconnection.This makes the
displayof a lock icon on the screenalmostmeaningless.Onemight considerproviding a specialcueonly while the
secureconnectionis active (for example,a flashinglock icon) but somedevicesmayallow bothsecureandinsecure
connectionsto proceedconcurrently. At this point, it is not clearto the authorswhich approachis mostappropriate.
Whatever mechanismis implementedto notify usersof securecommunication,the platform must ensurethat an
applicationcannot fake that notification. For example, if the notification takes the form of a flashing icon, no
applicationmustbeableto manipulatetheareaof thescreenusedby that icon. Given tight screensizelimitations,a
betterideamight be to usea pop-upwindow of somesortwith specialwindow decorationsthatclearly identify it as
having been created by the system rather than an application.

KSSL APPLICATION RESULTS

All of theKSSLemailapplicationsworked,andhadenoughfunctionalityto beuseful.They wereall moreusablethanthe
Palm VII Java–basedemail application.Nonetheless,we couldnot recommendany of themfor wide scaledeployment.
TheJava implementationon thePalmwastooslow andquirky (comparedto thenativeplatform),userauthenticationwas
annoyingly difficult, wireless connectivity was unreliable, and reading and sending email was tedious.

The Macchiato Experience

TheMacchiatoapplicationwastantalizinglyeasyto develop.Thechangesrequiredto thePalmVII clientandserverwere
relatively simpleand largely salutary, becausethey simplified the application.Nonetheless,the Macchiatoclient never
achieved the reliability necessaryto bedeployed.Theclient wassimply not designedwith properconcernfor eitherthe
limited memory available on the Palm (especiallywith respectto string handling) nor the unreliability of wireless
connectivity andtheresultingfailuresandexceptions.Whenit workedtheclient wassomewhatcompelling,allowing the
userto tunnelinto Sunandreadcorporateemailin any setting,without theburdenof awire or evena laptop.But toooften
theclient hungor died.At oneSunLabsOpenHousedemonstrationit hungroughly29 timesout of 30 attempts.Under
continuousdevelopmentit slowly improved, both in termsof reliability and features,but it never becameproduction
quality software. See the next section on building applications for some of the issues encountered in its implementation.
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The SNMail Experience

Like Macchiato,SNMail wasrathersimpleto implement.The basicability to reademail hadbeendemonstratedin the
original KSSL proof of concept.That basic client was primitive in extremis, but it was not difficult to designand
implementa moreadvanced,usableclient sincetheclient wasby naturesmallandthe text–basedclient–server protocol
simple.TheSNMail applicationnever sufferedthereliability problemsof Macchiato.It wasascompellingasMacchiato
without the problems. Development of it stopped, however, when work on the MIDlet client started.

The MIDlet Experience

The MIDlet applicationswerethe mostpolishedandusableof thosetestedfor this report.The suiteconceptwith login
was especiallyvaluable,creatinga sessionin which variousclient activities could be performed.And like all these
applications,under the right circumstancesthe user experience was compelling. Nonetheless,under the wrong
circumstances,which occurredtoo often, the experiencewas quite frustrating.Specifically, the wrong circumstances
involved: theslownessof theJava implementation,theclumsinessof Enigmaauthenticationwith Palm’s graffiti, andthe
unreliability of OmniSky connectivity. Too often during authenticationthe connectionwould drop or the authentication
would time out dueto Java delaysor problemswith graffiti whenenteringtheeightcharacterEnigmachallenge.In one
key demo,four login attemptsweremadeovera tenminuteperiod,andonly onesucceeded.Techniqueswereavailableto
streamlinethelogin process,but they reliedonSunIT to producecertainkeys,whichwereonly sporadicallysupplied.As
a result the MIDlets were a good proof of concept, but were not suitable for deployment.

The Native Palm VII and OmniSky Experiences

To explorewirelessemailoutsidetheJava context, we experimentedwith thenative Palm.netclient for thePalm VII and
the OmniSky client for the Palm Vx.

First, the native clientsweremuchfaster. All the Java clientswerepainful in comparison.The delayscould have been
causedby Java overheador by theextra securityprovidedby theJava clients.In any event,thenative clientswereclearly
preferable.

Second,thenative clientsfit thePalm UI paradigmandwereeasierto use.TheKjava clientsin comparisonlookedvery
primitive andtheMIDlet client lookedclumsy(usingdisplayspacepoorly andbeingdifferentfor no goodreason).The
MIDlet useof screenrealestate,in particular, lookedstupidlywastefulbecausemostfieldswereindentedalmosthalfway
acrossthescreen,asif somedesktopmetaphorwerebeingappliedto thePalm. In contrast,thenative Palm applications
looked artfully designed because, well, they were.

Third, although the native clients were not as unreliable as the Java clients (due to timeouts and implementation
problems),the overall serviceswerenot especiallyreliablebecauseof connectivity problems.Connectionswould come
andgo,especiallywith theOmniSky service.Not surprisingly, wirelessreliability is to wired reliability asmobilephones
areto wired phones.In fact,wirelessdatamaybeworsethanmobilephonereliability becausehumansareprettygoodat
understanding unclear speech, whereas mobile devices are not so error resistant.

Fourth, coverageis still limited. Oneof us took the Palm VII on a crosscountry trip, with mixed results.Much of the
western half of the US was silent. Coverage, like connection reliability, is not yet certain.

Fifth, thePalm device is usableasanauxiliary emailclient,but couldnot serve asa primaryclient becauseof screenand
input limitations. It is simply not practical to read long messageson the Palm, let alone processattachments.And
composingmessagesto send is tediousbecauseof graffiti. Email on the Palm is better than the encryptedinstant
messaging lifestyle on mobile phones, but, certainly in an enterprise context, it is a supplemental platform.
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Building Java Applications for Small Platforms

In this section we discuss some of the implementation issues encountered while working on the projects described above.

THE CONSTRAINTS OF A SMALL JAVA VIRTUAL MACHINE

Thememorylimitationsof a smallJava virtual machineforcedevelopersto exercisegreatcontrolover theallocationand
de–allocationof objectson theheap.(Legally we arerequiredto point out that “the term‘Java virtual machine’meansa
virtual machinefor the Java platform.” Noted.).The original KVM did not includememorycompaction,which led to
severememoryfragmentation.This in turn hadanimpacton theperformanceof theVM. Consequently, it wasnecessary
for Java applicationcodeto includefrequentgarbagecollection(GC) calls.Even with the betterGC implementationin
newer versionsof theKVM (suchasthatusedfor theMIDP platform),developersneedto becarefulin themanagement
of memory.

For example,we discoveredthat the time taken to createa new String from a byte arraycanbe reducedby a factorof
nearlyseven.This is achievedby first convertingthebytearrayto a chararray(by simply castingeachbyteto a charin a
loop) andthenby usingthe String constructorthat takesa chararrayargument.However, this mechanismis safeonly
when dealing with ASCII strings and must not be used for UTF encodedstrings. (It is unclear if string related
enhancements in newer KVMs nullify the benefits of this trick.)

Whendesigningour clientsandserverswe madeseveral judiciousdecisionsto reducethe internalstaterequiredon the
client. Whenever possible that state was maintained by the server, for example in a servlet.

Theperformanceof thevirtual machineis somewhatdependenton theperformanceof theunderlyingplatform.ThePalm
devices on which the client applicationsdescribedabove were deployed only had a 20 Mhz processor. In order to
overcome the performance constraints of the virtual machine we adopted a couple of solutions.

First, if anoperationis slow, find waysof reusingits resultsmultiple times.For example,public key operationsrequired
by SSL can be slow, so we recommendamortizing the cost of theseoperationsacrossmultiple user transactions.In
particular:

• reuse the effort of parsing and verifying a certificate by caching that certificate (and marking it as already verified).

• reuse the effort of creating master keys by implementing SSL’s session reuse option.

• reusethesameTCPconnectionfor multiple HTTP request–responsetransactionsby implementingpersistentHTTP.
Unfortunately, this featureis not enabledin the Sun.Netgateway. Enabling this featurecould have a significant
positive impact on user experience because it reduces the number of times SSL handshakes must be performed.

Second,instrumentthe code to identify the right bottleneck.For example, when working with CLDC (with Kjava
widgets) on the Palm, we discovered performanceenhancingopportunities in unexpected places by carefully
instrumentingthecode.The impactof changeslistedbelow wasfar greaterthanthepotentialbenefitof reimplementing
SSL (the commonly–perceived bottleneck) in C.

We discoveredtwo ways to reducethe time taken to display text in a ScrollTextBox. We createda new widget as a
substitutefor com.sun.kjava.ScrollTextBox, which included the following two techniques. Thesetechniquesmade a
difference of 6–8 seconds in the user’s perceived response time for each transaction involving a full screen update:

• the widget uses a less accurate but faster algorithm for computing line breaks.
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• the widget startsdisplayingtext assoonas it hascomputedenoughline breaksto cover the widget’s displayarea,
namelythefirst screen.Theoriginal widgetcomputesall theline breaksbeforedisplayingany text andthis canadda
good amount of dead time even when the displayed text has as few as one to two thousand characters.

In addition,it is importantfor developersto rememberthatthefunctionalityofferedby asmallJ2MEJavavirtual machine
is significantlylessthanits J2SETM platformcounterpart.We have observedJava programmersusingtheCLDC platform
the way they would programon a desktop.ProgrammingJava on the Palm is more like real–timeprogrammingthan
desktop Java programming.

DEVELOPMENT AND TESTING

JustasdesigningJava softwarefor a smalldevice is similar to designinganembeddedsystem,sodevelopingandtesting
that software is similar to developing and testing an embedded system with emulation and remote debugging.

More specifically, a Palm–basedMIDP applicationcan be run on three platforms: Windows (which hoststhe basic
referenceimplementation,or RI), POSE(thePalm emulator, commonlyrun on Windows),or theactualPalm device.The
WindowsRI is convenientto usebut is completelyremovedfrom thePalmplatform.ThePalmemulatorusesthePalmOS
andemulatessomeaspectsof thehardware,althoughsignificantlynot its speed.TheactualPalmdevice is whatuserscare
about.Debuggingis progressively harder, but morerealistic,asonemovesdown this platformchain.In general,apparent
correct operation on one platform is no guarantee of correct operation on a more constrained one.

It is important to ensureconsistency betweendeveloper and user environments.One cannot expect good wireless
applicationsif the developers’environmentis different from that of the users.It is surprisinghow often somethingso
obvious is overlooked. Writing an applicationthat performswell on a real mobile device with a real wirelessnetwork
requiresa differentmindsetthanwriting anapplicationfor anemulator. This is especiallytrueif (asis oftenthecase)the
emulatorrunsmuchfasterand/ordoesnotaccuratelymodelrealconstraints.For example,theemulatormayoffer amuch
largerheapor mayrun on anoperatingsystemwith moreliberal resourceconstraints(for example,Palm OSrestrictsthe
number of open sockets to four, whereas J2ME emulators running on SolarisTM or Windows have a much higher limit).

Becausethe J2ME platform is so differentfrom its J2SEcousin,specializedtools arerequiredfor development,testing
anddeployment.For example,the J2ME WirelessToolkit is a setof tools that providesapplicationdeveloperswith the
emulationenvironmentto develop J2ME applications.It canbe tightly integratedwith third party IDEs suchasSunTM

ONE Studio, providing a complete development environment with which developers can write, test and debug
applications from start to finish.

In addition, developmentand testing are mademore difficult becauseof wirelessconnectivity and security issues.
Creatingtheconnectivity andsecuritytestenvironmentsinvolvesconsiderableeffort andcomplexity, andmayitself have
errors.

RELIABILITY

It is very importantfor usability that a wirelessclient applicationrecover gracefullyfrom themultitudeof connectivity,
security, and platform resourcelimit errorsthat can occur, even in a simple application.Failure to handlesucherrors
properlycommonlyresultsin hanging,death,or bizarrestatechangesthat areannoying to the user. Furthermore,these
conditions can combine or cascade; a well–designed client should be designed around error recovery.
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While using the Omnisky’s CDPD network, we found that wirelessnetwork connectivity was intermittentand that an
applicationmight receive transientI/O Exceptionsat unexpectedmoments.Applicationsshouldbe written to anticipate
suchexceptionsanddealwith themgracefullywhenever anattemptis madeto usethenetwork. This gracefulhandling
may be as simple as displaying “Network error, please retry”.

Dueto thebehavior of wirelessnetworks,a naively–writtenapplicationthatrunsflawlesslyon anemulator(with a LAN
or landline connection) can fail in mysterious ways on a real device with a wireless connection.

Given the current poor geographicalcoveragefor wirelessaccess,it is important to recognizethat, unlike landline
connectivity, there is no guaranteethat a wirelessclient device will be continuouslyconnectedto a server. Indeed,
developersshouldexpectthata client will beonly beintermittentlyconnectedto a server. Consequently, thearchitectural
division of responsibilitybetweena PDA client anda server may be differentthanthat found in a desktop–basedclient
and its server. For example,it may be necessaryto storeor processdataon the client prior to synchronizationwith a
server, andit maybenecessaryto handlesynchronizationfailuresgracefully, soasto enabletheuserto correcterrorsand
retry.

THE USER EXPERIENCE

Designingthe userinterfacefor a PDA client involvesextra considerationscomparedto a desktopclient: display real
estate, text input, and in–progress feedback.

It is obvious that display real estateis at a premium.Wastedspaceis both obvious and annoying (see,for example,
Figure27 on page30). On the otherhand,a crowdeddisplayis alsounpleasant.Palm applicationdevelopershave been
balancing these concerns since the Palm was first released, and the issue continues to be important.

Text inputonakeyboard–lessdevice is alwaysasomewhatvexedissue.It is morevexing whentext mustbeenteredunder
severetimeconstraints,aswasthecasewith theEnigmachallenge.If atall possible,anapplicationshouldbedesignedto
avoid text entry, andshouldusesomeothermechanism.The Enigmachallengealonewasenoughto doomany Palm–
based email client.

Finally, wirelesstransactionsareoften slow andunreliable.Without feedback,usersassumethe transactionhasfailed.
Give periodicfeedbackto alleviateperceiveddelay. While performingany operationthatmaytake morethana coupleof
seconds,it is importantto updatetheuser. For example,we found thatproviding a commentaryon theprogressof SSL
handshakesimprovestheuserexperiencetremendously. In thiscase,wedidn’t decreasethedelay;we justmadeit clearto
the user what was happening and reduced the apparent delay.

User Interfaces for PDAs with Non–Trivial Screens

In early2000,SunLabsbegana collaborationwith Palm Computingto developa prototypeJava UI basedon thenative
Palm widgets.This prototypewasusedasthestartingpoint for developinga new PDA UI standard,thePDA Profile.Part
of this work involved evaluating three Palm–based Java UI toolkits, including the prototype:

• PAWT (thePalmAWT): thisUI toolkit providesastrict subsetof theJavaAbstractWindowing Toolkit (AWT). It uses
thenative widgetson thePalm device to provide a pureJava UI thatnonethelessreproducesthePalm look andfeel.
Dan Podwall of Palm designed and implemented PAWT.

• kAWT (thekjava AWT): this UI toolkit is similar to PAWT in providing anAWT subset,but usesnon–native widgets
(thekjavawidgetsthatwerepartof theoriginalSpotlessimplementation).In thissenseit is closerin philosophy to the
Swing UI implementation [SWING], [kAWT].
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• MIDP: the UI toolkit componentof this API was designedin the first instancefor devices with small screens,
specificallymobile phones.It is significantlydifferentto both the AWT andthe native Palm UI. Although aimedat
phones, a MIDP implementation for Palm OS is available [MIDPalm].

In orderto evaluatethedifferentUI toolkits,weproducedaJava implementationof thePalmMemoPadapplicationusing
the UI toolkits describedabove. Each implementationwas evaluated using several evaluation criteria, including:
reliability, speed,easeof implementation,similarity in look andfeel to thePalmMemoPad,andcompletenessof features.

Testswereconductedusingthesixth candidatealpharelease(a1c6)of thePAWT, version.9951of thekAWT, version1.0
of Sun’s KVM, andMIDP for PalmOSversion1.0earlyaccess3. Ratherthanusea realPDA, thetestswereperformed
on a Pentium200MhzPCrunningthePalm OSEmulator(POSE)version3.0a6e4installedwith Palm OS3.5.Notethat
applications have been known to run much faster on POSE than on real devices (by at least a factor of two).

Theremainderof this sectioncomparestheuserinterfacespresentedby our threeimplementationsof MemoPad(onefor
each UI toolkit) and concludes with some general remarks regarding their suitability for PDAs.

Thereareno greatdifferencesbetweentheAPIs of kAWT andPAWT, which is unsurprising,asthey bothaim to provide
AWT functionality. However, it shouldbenotedthatthekAWT differsmorefrom theAWT thanPAWT, whichprovidesa
strict subset. This reflects the more experimental nature of kAWT.

MIDP, on theotherhand,usesa completelydifferentUI model.To beasportableaspossibleit providesa very abstract
UI, andasa resultapplicationshavevery little controlover look andfeel.Appearance(placement,shape,color, andfont),
navigation, and scrolling are all beyond an application’s control, and are different from other Java UI toolkits. MIDP
includes an alternate low level pixel–based UI for games, but that UI does not support standard widgets.

SIZE

The MemoPad implementationsdevelopedusing the PAWT and kAWT only operateon Palm devices containinga
minimumof 2MB RAM. In contrast,theoriginal MemoPadapplicationcanberun on any existing device thatusesPalm
OS.

SunMicrosystemsindicatesthatMIDP for Palm applicationsshouldberun on deviceswith at least4MB of memoryand
warnsthatapplicationsmaynot runproperlyondeviceswith lessmemory. However, onPOSE,theapplicationranona2
MB device without noticeable problems.

Thesizeof eachimplementationis shown in Table1. The“Applicationsize” indicatesthesizeof thefile thatcontainsthe
implementationof theMemoPadapplication,that is, thecompiledJava classesalongwith any otherresourcesnecessary
for it run on a Java virtual machine.The“Java PlatformSize” indicatesthesizeof thefile containingthevirtual machine
andany otherresourcesnecessaryfor thevirtual machineto run on thedevice. (Dueto architecturaldifferences,separate



User Interfaces f or PDAs with Non–T rivial Screens

Towards a Java™–Based Enterprise Client for Small Devices 25

sizesarenotavailablefor theMIDP implementation.)Thesizeof theoriginalnativePalmMemoPadapplication(usingall
the GUI functionality built into Palm OS) is 22.7K.

SPEED

Three aspects of the speed of each implementation were measured:

• the time taken to start the VM (as indicated by the time taken for the splash screen to disappear);

• the time taken for the MemoPad application to start (as indicated by the appearance of a list of memos); and

• the time taken to close the application.

Table2 below identifiesthetime taken(in seconds)to completetheactivities describedabove. (Figuresarenot available
for the MIDP implementation.)

ThekAWT implementationis written in Javaandthuscontainsnonativecode,relying insteadontheoriginalSpotlessUI.
Therefore,a kAWT applicationshouldtheoreticallybeslower thanonewritten usingPAWT. In general,however, thereis
no noticeablespeeddifferencebetweenthe two versionsof the application. There are two exceptions:when the
application is first launched (as shown in Table2), and when text is being entered (in both cases kAWT is much slower).

TheMIDP implementationof theMemoPadapplicationtakesa fairly long time to startup,but it is not muchslower than
any otherJava implementationon Palm. Oncetheprogramis running,however, thingsrun very quickly. MIDP is faster
than either PAWT or kAWT.

PAWT kAWT MIDP Native
Application

Application size 51K 50K 36K 2K

KVM size 385K 459K – –

KVMUtil size 144K 145K – –

Java Platform size 529K 604K 538K –

Total size 580K 654K 574K 2K

TABLE 1: Size of implementation

PAWT kAWT Native
Application

Time taken to start the VM 16 12 –

Time taken to start the application 19 50 Minimal

Time taken to close application Minimal Minimal Minimal

TABLE 2: Time taken to complete activities (in seconds)
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LOOK AND FEEL

Thelook andfeel of thekAWT is thekjava–Spotlesslook andfeel, not thatof native Palm applications.No attemptwas
made in the Spotless implementation to mimic the Palm look and feel.

The PAWT look and feel replicatesthat of the Palm. Except for startupspeed,which is quite noticeable,the PAWT
implementation of MemoPad appears the same as the original Palm application.

TheMIDP for Palm usesnative Palm widgets,thuspreservingsomeconsistency with native Palm applications.However,
theUI modelis fundamentallydifferent.As a result,theoverall appearanceof theMemoPadapplicationis different.See
below for details on how MIDP makes it hard to duplicate the look and feel of an original Palm application.

SPECIFIC KAWT AND PAWT ISSUES

Some specific problems were observed when using kAWT:

• Menus are not automatically pulled down when the user activates the menu bar.

• Menus can be pulled down from unusual places (such as the area next to New button).

• Insteadof adjustingthe horizontal length of a menuto fit the labelsof the menuitems,menusin kAWT acquire
scrollbars if the labels run out of horizontal space.

• Instead of automatically adding ellipses for entries that are too long, List widgets use a horizontal scrollbar.

• The arrow for Choice widget is slightly off–center (too close to the label and too high).

• The cursor in a TextArea widget does not blink.

Other specific problems were observed when using both kAWT and PAWT:

• If the size and position of a widget are specifiedin the Java sourcecode,the two UI toolkits will not necessarily
produce the same layout.

• Both implementationsshow theoutlineof ListsandTextAreawidgetseventhoughtheirnativecounterpartshavenone.

• Choice widgets (popup triggers) in both APIs cannot be aligned on their right–hand sides.

• Neither information buttons or dialog widgets are available in either API.

The kAWT is missing some features:

• ClassTextArea doesnot have any of the SCROLLBAR_constants thatareneededto determinehow many andwhich
scrollbars should be included in an instance ofTextArea.

• Thereis nowayof addingaseparatorto amenuasMenu.addSeparator() is missingandusingahyphenasthenameof
a menu item fails to work.

• An instance ofComponent can only have one listener for each type of event.

• There is only one adaptor class available.

• Font manipulationcannotbe performed:attemptingto usea bold font simply displacestext without makingit bold,
and not all the standard Palm fonts are readily accessible.

• Instances ofTextArea do not wrap their text automatically.

• Selector triggers are not available.
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In contrast,thePAWT is relatively complete,exceptthatclassTextField isn’t available.It would bea desirablefeatureto
have but is not absolutely essential.

A number of bugs were observed in kAWT:

• Clicking in theemptyspaceto theright of a Choicewidgetmaypopit up if its boundsareextendedtoo much.This is
undesirable since the user normally wouldn't expect anything to pop up when the stylus is tapped in an empty space.

• Theremaybeaproblemwith TextArea.setText(). Theapplicationis unableto openany memoscreatedusingthenative
Palm MemoPad application, but it was able to do so in a previous version of kAWT.

• Attempting to change the category of a memo will generate anOutOfMemoryError.

• An attemptto classifya memoasprivate freezesthedevice.A soft resetis required.Note:Undersomecircumstances
adialogis supposedto popupafteramemohasbeenclassifiedasprivate, but this is nothappening(thoughit worksin
the Palm AWT implementation of the MemoPad).

• Attempting to edit categories from the Edit Details dialog box appearsto have no effect. An attempt to edit
categoriesfrom anywhereelsein theapplicationcausestheapplicationto freeze,but thedevice remainsresponsive to
the four soft buttons next to the pen input area and the four buttons physically built into the bottom of the device.

• Dialog boxes that are supposed to be popped up from the menu bar do not appear.

• The menu optionDelete memo...  in menu bar does not work.

• ClassWindowListener does not work.

Some bugs were also encountered in PAWT:

• Theremaybea problemwith KeyListener sincetheapplicationis not responsive to key strokeswhenit is supposedto
be.

• The choice widget in theEdit Details  dialog box refuses to allow user to select a different item.

• Theapplicationbehavesstrangelyif usertriesto declareamemoasprivateor to changethesortingorderof thememo
list.

• Instancesof class java.awt.List are not updated.Newly–createdcategories do not appearright away. If the user
attempts to delete every single category or every single memo, the last item to be deleted does not disappear properly.

GENERAL KAWT AND PAWT OBSERVATIONS

Given the similarity of intent of kAWT andPAWT, they caneasilybe compared.(MIDP is discussedin greaterdetail
below.)

• Thecodefor the implementationof theMemoPadapplicationis nearlyidenticalfor bothUI toolkits; only relatively
minor changes were needed.

• OKDialog andOKCancelDialog areusefultoolsavailablefrom thePAWT in com.palm.awt.Toolkit, but they allow only
a single line of text anddo not have the appropriateicons.The kAWT usesthe de.awt.OptionDialog class,which is
supposedly similar to the Swing classJOptionPane, as a substitute.

• ThePAWT’s com.palm.os packagehasno kAWT equivalent.Theclassesprovidedin this packageareessentialsince
they provide an easyway of accessingthe native Palm OS APIs. For example,cut, copy, andpastewould be very
difficult, if not impossible,to implement in kAWT since the com.palm.os.Field class is not available. Note: the
com.palm.os package is not complete.

• Both implementationsare experimental,which led them to being unstablewhen executedon the POSEemulator.
Sometasks(especiallythe simplerones)function aspredicted,but other taskslead to unexplainedbehavior (non–
response,objectsappearingout of nowhere,etc.),bizarreerrormessages,or freezes.Unpredictedbehavior exhibited
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by one API usually cannot be found on the other API. Note: freezesoccur with greater frequency when the
applications were run on real devices.

MIDP OBSERVATIONS

Someonewho is usedto AWT will bedisappointedby MIDP’s capabilities.Many of theseflaws stemfrom thefact that
MIDP wasoriginally designedfor mobile phoneswith small displays.Theseflaws, otherquirks,andgoodfeaturesare
recordedbelow (unlessnotedotherwise,assumethatall classesmentionedcomefrom thejavax.microedition.lcdui package
or a standardjava.awt or java.awt.event package):

• MIDP hasno classesfor standardUI widgetssuchasbuttons,dropdown menus,or checkboxes.Instead,theexisting
classesfor GUI objectsaremoreabstract.Two of the moreusefulclassesarethe Command class,which represents
“any userinterfaceconstructthat hassemanticsfor activating a singleaction” [MIDP] andactsasa button; andthe
ChoiceGroup class,which can representany group of selectablewidgets,suchas a dropdown menu,a checkbox
(multiple mode),anda setof radiobuttons,dependingon thespecificdevice beingused.Unfortunately, PDAs usea
widervarietyof UI widgetsthanmobilephones,andMIDP doesn’t seemequippedto useall of thenativeGUI objects.

• TheMIDP API providesAlerts, simpledialogboxesthatmerelypresenta shortmessage,anappropriateicon, anda
button for dismissing the alert. They are very convenient for presentingsimple messages(errors, warnings,
confirmations,etc.) that requireno actionon thepartof theuserandwould bea welcomeadditionto any otherJava
UI. Unfortunately, MIDP doesnot provide any dialogboxesthataremoresophisticatedthanalerts.TheMIDP expert
groupbelieved that a windowing UI is inappropriatefor the devicestargetedby MIDP, andconsequentlyMIDP for
Palm doesnot have any built–in equivalentof the typical AWT Dialogsthat canbe set to any sizeandcanhold as
many UI widgets as necessary.

• Theonly list–like widgetprovidedby MIDP is an instanceof classList, andeachlist takesup theentirescreen.It is
possibleto addinstancesof classCommand to aList, but it is notpossibleto addinstancesof classItem, or its subclass
ChoiceGroup. In essence,aMIDP list widgetcannotcoexist with anythingotherthanabutton.In addition,MIDP lists
don’t look anything like their native Palm counterparts,andinsteadof automaticallyproviding ellipsesfor entriesthat
are too long, a MIDP list simply displaysthe restof the entry on anotherline, asonecanseefrom Figure24. The

“exclusive–type” list doesnot appearlike a native Palm list either. The drop–down menuof categoriesis missing
becausea ChoiceGroup widgetcannotbeaddedto a list widget.Also noticetheappearanceof this “implicit–type” list
in Figure24.

FIGURE 24. MIDP List widget
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• A programmerhasvery little controlover a MIDP application’s menubar. TheJava Managerincludesits own menu
bar with any applicationit is running,anddoesnot allow developersto createtheir own menubarsor modify the
existing Java Managermenubar. TheJava ManagermenubarincludestheJava Manager’s own menucommandsand
is little useto the applicationbeingrun (it is somewhat usefulfor a developerwho is debuggingan application,but
almostuselessto anordinaryuserrunningtheapplication).If thereareany instancesof Command (eachinstanceis
renderedasabuttonwidget)associatedwith thevisiblescreen,MIDP automaticallyplacesthemon themenubar;this
is somewhatstrangesinceall actionsperformedby thebuttonscanalsobeperformedfrom themenubar. Theoneneat
featureof the Java Managermenubar occurswhen a TextField or TextBox is madevisible on the screen:the Java
Managerwill automaticallyrespondby providing an Edit menuwith all the customarymenuitems(cop y, paste ,
etc.), all of which function correctly (shown in Figure25).

• MIDP does not provide any way of controlling the layout of UI widgets. Layout is controlled by the MIDP
implementation,which placesbuttonsalongthebottomof thescreenandstacksall otherobjectsvertically asthey are
addedto thescreen.This arrangementmaybesatisfactoryfor simpleapplications,but developerswho wish to control
theplacementof theirown widgetsand/oruseamoresophisticatedlayoutarrangementwill find nomeansof doingso.
In addition,MIDP's overly simplelayoutarrangementmaynot make thebestuseof screenspace(a lot of horizontal
spacemaybeleft unused).MIDP might alsochooseto leave objectsout of thescreen,evenif thereis clearlyenough
screenspacefor theobject.For example,in theleftmostscreenshotof Figure26,theDelete button(which is intended

FIGURE 25. The Java Manager

FIGURE 26. Control of UI Layout
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to appearnext to theRename button) is not displayed;similarly therightmostscreenshotdemonstratesthata menu
bar cannotbe createdby usinga row of instancesof classChoiceGroup, as thereis no way to placethosewidgets
horizontally.

• Thelabelfor aChoiceGroup widgetappearsaboveandto theleft of thewidget.Thelabelfor anativePalmdropdown
menu would normally appear directly to the left of the widget.

• The ChoiceGroup class is missing several important functions, notably select(String), removeAll(String), and
getSelectedItem(). It is not difficult for a developer to implement them, but it is inconvenient to do so.

• TheTextField widgetwrapstext andscrollsproperly(presumablytheTextBox widgethassimilar features).Following
a line breakor period,thegraffiti shift indicator(anarrow in thebottomright cornerpointingupwards)is shown and
thesubsequentcharacteris automaticallycapitalized;this is a featureof Palm OSthatcannotyet beduplicatedby any
otherJava UI. Thereare,however, someminor issuesthatdo not affect thefunctionalityof TextField widgets,but are
aestheticallyunpleasant.Theseinclude the fact that a TextField widget is placedat a peculiar location (the whole
widget is indented) and that empty lines below the existing text are not shown. See Figure27 for an example.

• There is no methodavailable for setting the caret position for an instanceof TextField or TextBox. (Note that a
getCaretPosition() method does exist.)

• TheMIDP eventmodelis somewhatcleanerthantheAWT eventmodelthathasbeenusedsinceJDKTM 1.1. Instead
of passinginstancesof EventObject (in practice,theseareinstancesof classActionEvent, ItemEvent, etc.)to listeners,
MIDP passesthe objectthat initiated that event; this makesfor muchneatercodethanin otherJava UIs, whereone
would have to invoke multiple methodsand perform several castsbefore one could do anything useful with an
EventObject. MIDP alsolacksanaddXxxListener() methodfor objects,sotheuseof innerclasses,which arevisually
messyfor developers,is limited. Instead,it providesa setXxxListener() methodfor instancesof Displayable, so that
every instanceof Display, Screen, Form, etc.canhave at mostoneof eachlistenerclass(therearecurrentlyonly two
listenerclasses)andthat listenerwill handleall eventsgeneratedby theobjectson thedevice’s screen,a mechanism
that can help programmers write better organized code.

• The two existing listenerclasses,ChoiceListener and ItemStateListener, may not be enoughfor a handhelddevice.
Unlike a mobilephone,a PDA hasa styluswith which theusercantapandwrite; in additiona PDA canalsoreceive
input from theon–screenvirtual keyboardor evena physicalkeyboard.Any applicationthatneedsto take advantage
of thesefeaturesmayrequiremorelisteners.Theexisting alternative is to uselow–level eventhandling,but this is not
very helpful; developerswill be forcedto usean instanceof the lesspowerful Canvas classratherthanclassScreen,
andsinceMIDP only providesconstantsfor mobile phonekeys (numbers,poundsign, fire button, etc.) many of a
PDA's keys aren't mapped to key codes.

FIGURE 27. TextField widget
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• An instanceof classDisplayable (thescreenfor a MIDP application)canperformlow–level eventhandlingor high–
level eventhandling,but not bothat thesametime. Oneresultis that font managementis impossiblefor instancesof
classScreen.

• Dueto thefundamentalphilosophicaldifferencesbetweenMIDP andAWT, it is difficult to translateAWT–like code
to MIDP (or vice versa).

There were also some problems with the non–UI functionality in MIDP:

• TheMIDP recordmanagementsystemnicely providesmeaningfulexceptionsthattheKjava Databaseclassdoesnot,
but MIDP was unable to read or write the native MemoPad database.

• Callsto System.out.print*() do not produceon–screenoutput.Outputis insteaddirectedto a file, which canbeviewed
via a commandfrom theJava Managermenubar. This canbesomewhat inconvenientfor users(suchasdevelopers)
who constantlyneedto look at the output.In addition,a lack of outputmay causea userto believe that nothing is
happening during the application’s long start–up time.

UI CONCLUSIONS

Both AWT–basedUI toolkits currently have numerousbugs, poor documentation,and similar levels of (in)stability.
Improvementsto kAWT in eachsuccessive versionhave beenimpressive, but at this time the PAWT is slightly better
because it runs faster, takes up slightly less space, has more functionality, and can achieve an authentic look and feel.

MIDP for Palm is a relatively small–sizedJava implementationfor thePalm, runsat a tolerablespeed,shouldnot present
userswith any memoryissues,andis well documented.Unfortunately, althoughit maybesatisfactoryfor mobilephones
andshouldallow Java programsoriginally written for mobilephonesto run on PDAs, it doesnot take full advantageof a
PDA’s capabilities.For developershopingto designapplicationsspecificallycateringto PDAs, MIDP for Palm by itself
falls short.

Extensible Access to OS Functionality

TheSpotlessplatformhada very simpleAPI library, restrictedto basicgraphicsanda few native functions.In orderto
expandthat library andmake the rich setof Palm OS functionsavailableto Java developers,we developeda prototype
mechanism that provides extensible access to Palm OS. The kind of access that this prototype provides includes:

• access to the databases that underpin the PIM applications on the Palm, such as the calendar and the address book;

• serial connectivity not covered by the general connection framework of the J2ME platform, and

• other device–specific features such as screen brightness and audio volume.

The prototype was adaptedfrom a proof–of–conceptoriginally implementedfor the J2SE platform (which was
considerably more complex).

Accessfunctionality is representedby a single Java class,OSAccess, which in turn relies upon a small numberof
primitiveswritten in C and invoked asJava native functions.Staticmethodsin OSAccess provide two broadtypesof
functionality:

• “peek/poke” capability, allowing Stringsanddataof primitive numericaltype(byte,short,int, long,float anddouble)
to be stored at and/or retrieved from locations in memory; and
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• the ability to invoke arbitrary Palm OS functions (implementedin Palm OS as systemtraps) with zero or more
arguments.

The original J2SEOS accesspackageconsistedof fairly elaboratemachinerymimicking C’s type systemand data
manipulationfacilities (including unsignedand pointerarithmetic)in Java. Resourcelimitations imposedby the Palm
platformprecludeda similar implementation.Instead,mostC datatypes(includingpointersandtheprimitive numerical
typesmentionedabove,but exceptingStrings)arerepresentedin Javaasints.Thisplacestheburdenof ensuringbehavior
congruentwith C on the packageuser— for example,C pointerarithmeticis unsigned,whereasin the Java language,
arithmetic on ints is signed.

The detailsof the peek/poke capabilitiesare fairly straightforward. SimplesetByte andgetByte methodsareused.For
example, to set the contents of location0xFA to the byte value 2, the application invokes the following:

OSAccess.setByte(0xFA, 2);

Immediately thereafter the following yields the result 2:

OSAccess.getByte(0xFA);

Similar methodsareprovided for ints, floats,etc.All suchmethodsareimplementedasnative Java methods,with fairly
trivial C counterparts. For example, the C code corresponding to thesetByte() method is the following:

void setByte()
{

char *p = (char *)popStack(); // Retrieve the address from the top of the Java stack
*p = (char) popStack(); // Store the next argument at the specified address

}

Palm OSsystemcallsareinvokedusingthesyscall method,which takesasits argumentthenumberof thesystemcall to
be invoked.For example,number0xA043 (referredto symbolicallyassysTrapDmNumDatabasesin the file systraps.h)
returns the number of databases stored on a device. The following Java code makes this sysTrapDmNumDatabases call:

// get the total number of databases (0 is the card number)
// sysTrapDmNumDatabases = xA000 + 69 (see systraps.h)
int dbTotal = OSAccess.syscall(0xA043, 0);

// display the total
displayTotal(dbTotal);

InsidetheOSAccess class,themethodsyscall(int trapid, int arg1) is merelya façadefor amoregeneralinvocationmethod
(similar convenience methods are provided for the cases of zero up to eight arguments):

public static syscall(int trapid, int arg1)
{

int[] args = {arg1};
syscall (trapid, args);

}

Thegeneralsyscall(int, int[]) is anativemethodthatreliesuponashortmachine-codesequenceallocatedandinitialized in
the C heap, illustrated in the following C code:
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typedef struct TrapCall
{

short i1; // lea -args(a7), a7; -- skip past arguments
short args1; // -<argument count>
short i2; // trap #0xF; -- perform the syscall trap
short id; // <syscall id>
short i3; // lea args(a7), a7; -- pop the arguments
short args2; // <argument count>
short i4; // rts

} *TrapCallP;

…
// Set up trap for outcalls
TrapCall = (TrapCallP) heapStart;
TrapCall->i1 = 0x4FEF; // lea -args(a7),a7; -- skip past arguments

…

Threeslotsin thetrap–callstructurearemodifiedfor a particulartrapcall: two arefieldsof instructionsthatadjusttheC
stackpointerprior to andafter a trap, andthe third identifiesthe particulartrap to be called.The trap call sequenceis
intendedto becalledasazero–argumentC function,with theargumentsto thetrappushedontothestackbelow thereturn
address(theC stackgrows from high memoryaddressesto lower ones).Thetrap–callsequenceadjuststhestackpointer
(sincethe trap call is presentedasa zero–argumentfunction to the C compiler, on entry to the call, the stackpointeris
above the trap arguments), invokes the trap (placing the result in the D0 register), discards the arguments, and returns.

Thenative functionC implementationof theJavamethodsyscall(int, int[]) dealsmainlywith moving argumentsontotheC
stack in preparation for a call to the (suitably–modified) trap–call sequence:

void C_syscalln()
{

ARRAY args = (ARRAY) topStack; // Retrieve the Java array comprising the arguments
unsigned trapid = sp[-1]; // Also the id of the system trap to be invoked
int nargs = args->length; // The number of arguments to the trap
unsigned *argp = (unsigned *) (&args->iData) + nargs;

// Compute a pointer to the last trap argument
unsigned *csp; // Pointer to the top of the C stack
unsigned i, rslt;

// Patch the trap id and the size of the argument frame into the volatile trap sequence
TrapCall->id = trapid;
TrapCall->args1 = -(4 * nargs);
TrapCall->args2 = 4 * nargs;

// Locate the start of the next C stack frame
csp = frameStart();

// Arguments are passed from Java in first-to-last fashion, so shuffle them onto the stack
// for the trap. Note that argp actually points to the last of the Java arguments.
for (i = 0; i < nargs; i++) *--sp = *argp--;

// Call the trap-call sequence as a regular zero-argument function. This will insert the return
// address in the slot below the arguments. TrapCall will increment the stack pointer so as to
// embrace the arguments pushed above and then execute the trap.
rslt = ((unsigned (*)())TrapCall)();

// Clean up the Java stack and return the result of the trap to Java.
popStack();
topStack = rslt;

}
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To gain access to the C stack, the above code makes use of a brief assembly procedure:

// Return the address of the next frame on the C stack
asm static unsigned *frameStart()
{

// An “asm” function is written in M68000 assembler and has no C function prolog
unsigned frameptr;

// Allow a slot to store the frame pointer (cf. M68000 “LINK/UNLK” instructions)
movea.l a7,a0;

// Move the value of the stack pointer into the result register
rts

}

ISSUES

There are a number of respects in which the OS access package might be enhanced:

• Some minimal support for C data types (providing pointer arithmetic, for example) could be provided.

• The implementationis platform–specific,thoughevery attempthasbeenmadeto minimize andisolatethe platform
dependencies.An attemptto reimplementit for anotherPDA platform(suchasPocketPC)wouldhelpcharacterizethe
platform dependencies more clearly.

• Theability to synthesizeC functionsfrom Javamethodswouldallow Javaapplicationprogrammerstheopportunityto
handlePalm OS callbacks;a preliminary implementationof sucha facility (along the lines of the C Programming
Object Kit of CINCOM’s VisualWorks Smalltalk system) has been completed.
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Conclusions

SUMMARY

Securecorporatewirelessemail on the Palm is not yet a killer application.It can be useful at times,but is not yet a
replacement for desktop email. This is so because:

• Wirelessis not yet reliable(dataconnectionsfail with somefrequency). This is exacerbatedin Java applicationsby
their slowness, which can cause timeouts.

• Wireless coverage is still limited.

• Authentication can be quite clumsy (especially with Sun’s Enigma challenge and Palm’s graffiti).

• The Palm’s small screen limits its utility as an email reader.

The Java platform on the Palm is still maturing.The Palm itself hasbeencarefully engineeredto supportsmall native
applications, with a distinctive UI tuned for its display. In contrast to such applications:

• Java applications are slow, at least on start up.

• Applicationsbasedon MIDP, theonly official Java UI now availableon thePalm,do not have thePalm look andfeel,
are somewhat clumsy, and offer no compensating benefits.

• Java applicationsarenot strikingly easierto develop thannative C applications.ThePalm is not aneasyplatform to
programfor in C, but theJavaplatformpresentsits own challenges.In fact,programmersfamiliarwith J2SEwill have
to design their applications differently, using different libraries.

• Withoutspecialsupport,Javaapplicationscannottakeadvantageof thefunctionalityof thePalmOSplatform,putting
them at a disadvantage.

Nonetheless,recentdevelopmentsmake the platform moreattractive. We hopeto reevaluteit whennew versionsof the
Palm supporting the PDA Profile become available.

Applicationsbasedon Internetstandardsareeasierto deploy thanthosebasedon proprietarytechnology. In particular,
SSLprovedto bemucheasierto useasanend–to–endsecurityprotocolthanaproprietaryone:implementingSSLon the
Palm proved tractable,whereasthe proprietaryprotocol requiredmorespecializedtechnologyandmoreadministrative
overhead. The SSL implementation also challenges the more common but less secure proxy–based architectures.

Building wireless Java applicationson the Palm is not like desktopJava programming,but more like embedded
programming. Issues of machine resources, screen real estate, debugging, and wireless connectivity all require attention.

Notethattheabove remarksapplyspecificallyto experiencewith thePalmplatformof 2000–2001,centeringon thePalm
Vx andPalm VIIx, andthusaresomewhat specificto that platform.Nonetheless,the observationsinvolving PDA UIs,
wireless clients, and programmingfor small devices are generally applicable.PDA devices, although increasingly
powerful, arestill largelydefinedby theirdisplaysize.Wirelessconnectivity continuesto developbut still is hamperedby
the problems encountered in this work.

THE EVOLVING JAVA PLATFORM FOR PDA DEVICES

In 1998, when the original Spotlesswork was done, “PDA” meant“Palm Pilot”, which in turn meanta cluster of
computing,connectivity, andUI characteristics.PDAs now aremorediverse,andmuchmorecapable.As PDAs have
evolved, so have the Java implementations for them.
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The PDA Profile

The PDA Profile, Java StandardizationRequest75 [PDAP], was undertaken to addresssomeof the PDA UI issues
discussedabove. It began as a collaborationbetweenPalm and Sun (Dan Podwall of Palm wrote the prototype
implementation,the PAWT; one of this report’s authors,Bill Bush, draftedthe JSRand recruitedthe original expert
group).Theoriginalgoalof theprofilewasto defineaJavaUI appropriatefor PDAs sothatnativePDA programmersand
users would see a familiar look and feel, while Java programmers would develop to familiar APIs.

The profile definesa PDA as battery–powereddevice with a pointing device and a screensize between128x128and
240x320pixels.At least1 MB of memory(ROM plusRAM) mustbeavailablefor theJava runtimeandlibraries;heap
spacecanrangefrom 64KB to 64MB. ThePDAP UI is basedon theAWT UI definedfor thePersonalProfile,removing:
buffered images,alphacompositeimagemanipulation,object cloning, serialization,datatransferAPIs, and the J2SE
securitymodel.ThePDAP alsodefinesa PIM API, which includesaccessto anaddressbook,a calendar, anda to do list,
as well as generaldatabaseaccess.Additionally, the profile definesoptional serial port connectivity and file system
connectivity for memorycards(suchascompactflashcardsandsecuredigital cards).Securityis effectedthroughcontrol
of: accessto the AWT systemevent queue,listening to AWT events,readingand writing PIM data,and readingand
writing datausingtheserialport andfile system.NotethatMIDP is a requiredbasefor thePDAP, meaningthatMIDlets
will run transparently on the PDAP.

Palm hasled the work on the profile. The Java CommunityProcessSM public review stagefor the profile wasrecently
completed.Palm plansto releaseboth a referenceimplementationanda commercialimplementationfor the Palm next
year. The commercial Palm implementation is a joint effort of Palm and Insignia, and will be bundled with Palm OS.

Java Implementations

A wide variety of Java implementationsarenow available for PDA–classdevices.Here is a partial list (in addition to
Sun’s offerings):

• Aplix: JBlend (http://www.aplixcorp.com/products/jblend.html)

platforms: WinCE, ARM, consumer devices

Java standards implemented: PersonalJavaTM, CDC, CLDC, MIDP

• Esmertec: Jbed Micro Edition CLDC, Jbed Profile for MID (http://www.esmertec.com/p_jbed_cldc_long.html)

platforms: Palm OS, Linux, Nucleus; bare metal ARM, 68K, PowerPC, Coldfire

Java standards implemented: CLDC, MIDP

• HP: Chai (http://www.hp.com/products1/embedded/)

platform: Pocket PC

Java standard implemented: MIDP

• IBM: WebSphere Studio Device Developer (J9) (http://www.embedded.oti.com/wdd/)

platforms: Palm OS, Pocket PC (plus desktop OSes, real–time OSes)

Java standards implemented: CDC, CLDC + MIDP (depending on the platform)

• Insignia: Jeode PDA VM (http://www.insignia.com/content/products/pda.shtml)

platforms: WinCE, Linux

Java standard implemented: PersonalJava 1.2
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• Kada Systems: Kada Mobile Platform (http://www.kadasystems.com/resources/j2me.jsp)

platforms: Palm OS, WinCE

Java standards implemented: CDC + Foundation, CLDC + MIDP

• SavaJe: SavaJe OS (http://www.savaje.com/products/index.html)

platform: bare metal ARM

Java standards implemented: J2SE, PersonalJava, MIDP

• Symbian: Symbian OS 6.0 (http://www.symbian.com/technology/symbos-v6x-det.html)

platform: bare metal ARM

Java standards implemented: PersonalJava, CLDC + MIDP

This list demonstratesthat a definitive PDA platform has yet to emerge, and that Java vendorsare quite active in
producingalternateimplementations.It remainsto be seenwhich device will dominate,and which associatedJava
standard(J2SE,PersonalJava, CDC, or CLDC) will prevail. This uncertaintyis bad for developersand organizations
deploying devices,becausethey must hedgetheir bets.On the other hand,thereis a rich collection of alternatives to
investigateandchoosefrom, a collectionthat will doubtlessevolve alongwith platformsandstandards.Adding to the
uncertaintyis the appearanceof Microsoft’s .NET for the Pocket PC, which will undoubtedlyappealto enterprise
customersfamiliar with Windows.As .NET matures,Java standardsandimplementationswill have to do likewiseto stay
competitive.

THE FUTURE OF WIRELESS ENTERPRISE APPLICATIONS

Theproblemsweencountereddeploying wirelessapplicationsareapparentlynotatypical,andarecertainlynot limited to
Java–based applications. Various issues have been identified (see [Wireless1], [Wireless2], and [Wireless3]):

• Wirelessdeploymentsofteninvolveseveraldifferentvendors,potentiallyincluding:themakerof theclientdevice, the
maker of theclient softwareplatform,thewriter of theclient application,thewirelessserviceprovider, thewriter of
theserverapplication,theproviderof thesecurityinfrastructure,andtheproviderof theclientapplicationprovisioning
infrastructure. Coordinating the efforts of these vendors, while the technology is still being developed, is challenging.

• Problemswith security, includingestablishinguseranddevice identity, andguaranteeingend–to–endsecurity, hinder
deployments. Solutions are still custom–designed to specific deployment environments.

• Applicationmanagement— applicationprovisioning,device synchronization,andfault detection— is crucial to the
success of large scale deployments, but remains largely ad hoc.

• Applicationsmustbe reengineeredfor wirelessdeployments.PDAs arenot the desktopplatformsthat mostmulitier
applicationswere designedfor. User interfacesmust be redesigned,and applicationsmust be refactored,moving
computation from the less powerful PDA client to the server.

• Wireless coverage is simply not reliable or widespread enough.

• It is difficult to make the return–on–investmentcaseneededfor large scaledeployments.The benefitsof such
deploymentsremainunclearandarehard to quantify, andcostsarevolatile. Corporationsarewary of the wireless
carriers’ orientation toward consumers and their per-byte revenue models.

Some solutions to these problems are being developed.

• Corporationsarebeingintroducedto wirelessclientsvia emaildeployments,which arerelatively simpleandgeneric.
TheBlackBerrydevice is beingusedastheclient for corporateemailservice(usingOutlook)hostedby bothRIM and
Cingular[Wireless4].Additionally, bothCingularandSprint PCSprovide a tunnellingservicefrom theclient to the
user’s desktop,which canbe donewithout the participationof the user’s company [Wireless5](this is typical of the
PDA space, where individual users often initiate PDA use).
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• Consultancy organizationsarestartingto provide wirelesssolutionservices.EDS is working with SunandNextel to
provide custommobileportalsolutions[Wireless6].HP is providing wirelesssolutionswith testperiods,sothat their
clients can evaluatewirelessdeploymentswithout making major up front commitments[Wireless7].IBM Global
Services is expanding its efforts in this area [Wireless8].

• Partnershipsbetweenvendorsarebeingformedto provide solutions.Microsoft andAT&T Wirelesshave agreedto
cooperateon wirelessenterpriseclient applicationsbasedon thePocket PC[Wireless9].Thecompanieswill startby
offering email. Palm is working with IBM and BEA to provide back end support for Palm-basedapplications
[Wireless10]. And as noted above, Sun and Nextel are working together along with EDS.

• CRM is becominga focusof wirelessenterpriseclient experimentation[Wireless11].In particular, GeneralMotors
plansto providedevicesto all its dealerswith applicationsfor taskssuchasinventorytracking.Thiseffort, however, is
still in the bid stage, although it indicates a major commitment.

• Platformmakersareimproving developersupportfor building mobileapplications[Wireless12].Palm andMicrosoft
in particulararestartingto provide frameworksandcomponentsfor mobileenterpriseapplications,makingit easierto
integrate such applications with enterprise data.

• Serviceprovidersareattemptingto improvewirelesscoverageby seamlesslylinking 3G(WLAN) and802.11x(LAN)
networks,sothatuserscanmove transparentlybetweentheseheterogeneousnetworks[Wireless13].Both Lucentand
IBM are developing these services.

• A solutionthathasrecentlyappearedis theuseof VPN clientson smalldevices,which is a higherlevel versionof the
SSL solution. See [Wireless14] for a list of PDA–based VPNs.

• Anothersolution,beingtried at Sunwith its “Edge” computinginitiative, is to move somelesssensitive servicesinto
the DMZ (making it rather thick). Theseservices,specificallyemail, calendar, and LDAP, are not accessedwith
Enigma authentication, but simply via name and password.

• New 3G servicesaimedat theenterprisearebeingpackagedassolutions[Wireless15].Sprint’s new 3G PCSservice
includesaccessto corporateemail, calendars,and contact information (which can be done via hostsbehind the
corporatefirewall). Sprint is alsoteamingwith systemintegrators(Accenture,IBM, HP, PwCConsulting,andIngram
Micro) to provide customizedsolutionsfor large customers,and is providing client hardware (a a Sprint–branded
Handspring Treo).

Significantly, programminglanguagesandtheir platformsarenot the gating factorsto large scalewirelessdeployment.
Advancing the Java platform will not lead to massive wireless use in the enterprise.

To closeon a humorousnote,a recentarticle in BusinessWeek(3 June2002,page51) on 3G in Europedescribedthe
currentwirelessexperiencein the context of 3G andmobile phones.Unlike standardmobile phones,with which users
bring their own content(namelytalking), 3G phonesrequirecompellingdigital content,which hasfailed to appear:“In
March,2000,at themassive Cebit technologyfair in Hanover, Germany, Alcatel officials displayeda traffic mapof Paris
that looked, on the tiny, black–and–whitescreenof a samplecell phone,like a pulsatingamoeba.” One of the main
anticipated uses of wireless is entertainment, in which category pulsating amoebas clearly fall.
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Appendix: Palm VII End–To–End Security Protocol

INTRODUCTION

The protocolpresentedhereprovidesend–to–endencryptionandsecurityfor enterpriseclient applicationsrunningon
Palm VII devicesusingtheir built–in Mobitex connections.Simpledataencryptionis not adequate.A sessionmustbe
establishedandmaintainedbetweenauthenticatedclientsandserversin orderto avoid suchvulnerabilitiesasspoofingand
man–in–the–middle attacks.

Messagesareencryptedon theclient (usingelliptic curvecryptography), thentransferredusingthestandardINet APIson
thePalm VII to Palm.net.Palm.netthenconvertsthesemessagesinto Internettransactions,which terminateat a security
server. This server decryptsthemessagesandpassesthemon to anapplicationserver. Optionally, thesecurityserver can
send an encrypted response back to the client.

Eachclient hasa pre–arrangedpublic key for its securityserver. (To handlekey freshening,theserver cansenddown a
new public key, signed with a key distribution key. Simple key formats or real certificates can be used.)

PROTOCOL OVERVIEW

The following definitions apply in this section:

E{K,M} denotes encryption with key K of messageM.

D{K,M} denotes decryption of messageM with key K.

MAC{K,M} denotes the messages authentication code with key K of messageM.

| denotes concatenation.

ECDH{priv, pub} denotes an elliptic–curve Diffie–Hellman key agreement using private key priv and public
key pub.

KD{V} denotes a key derivation algorithm which derives a key from a valueV.

Theserver hasa well–known elliptic curve public key, KSpub. Theprivatehalf of this key is KSpriv. Eachmessagehasa
payload, P, composed of the message and other information (detailed below).

Eachpayloadis encryptedfor transmissionto the server. To encrypta payload,the client first generatesan ephemeral
elliptic curvekey pair, KEpubandKEpriv. It thencalculatesKm = ECDH{KEpriv, KSpub}. It thenderivesanencryptionkey
Kme = KD{Km}. It encrypts the payload P into ciphertext C with C = E{Kme, P} then sends:

KEpub | C

To decrypt this message the server calculates:

Km = ECDH{KSpriv, KEpub}

Kme = KD{K m}

P = D{Kme,C}
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(Km and Kme will be identical to the values of the same names generated on the client).

Theserver optionally createsa responseto theclient by formattingthe responsemessageinto a payloadP’ of thesame
format as the payload received from the client, then calculating

Kme = KD{K m}

C’ = E{K me, P’}

If the server sends a response to a message from the client, the client calculates

Kme = KD{K m}

P’= D{K me,C’}

and, after validating the payload format, retrieves the response message from P’.

Notethat,if a responsepayloadis sentfrom server to client,bothclient andserver needto cacheKm until theresponseis
processed.

Note: The key usedto encrypt responsesfrom server to client may be different than the Kme value usedto encrypt
payloads sent from client to server.

Payloadsareformattedasfollows.Eachpayloadis composedof two parts:thepayloadbodydata(Pd), thenaMAC onthe
payload body data. The key for the MAC varies with the payload type.

P = Pd | MAC{K MAC, Pd}

A payloadbodydatais composedof two components:first, anencodedpayloadrecordtype(Pt), for which therearethree
possible values: 0, 1, and 2. A payload record follows, whose format depends on the payload record type.

A type 0 payload record has the following components:

• A message, M (this is the actual data being sent)

For a type 0 payload record, KMAC is derived as follows:

KMAC = KD{Km | "m"}

A type 1 payload record has the following components:

• A session ID, IDsess

• A session key, Ksess

• A message, M

For a type 1 payload record, KMAC is derived as follows:

KMAC = KD{K m | "m"}
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A type 2 payload record has the following components:

• A session ID, IDsess

• A record counter, Nsess

• A message, M

For a type 2 payload record, KMAC is derived as follows:

KMAC = KD{Km | Ksess | "m"}

where Ksess is the session key previously associated with the session ID IDsess with a previous type 1 payload record.

Thus, the legal payload variants are (in each of the following, the contents of Pd are enclosed in parentheses):

( 0 | M ) | MAC{KD{Km | "m"},P d}

( 1 | IDsess | Ksess | M ) | MAC{KD{Km | "m"},P d}

( 2 | IDsess | Nsess | M ) | MAC{KD{Km | Ksess | "m"},Pd}

All type0 recordsareanonymous.(As suchthenumberof type0 recordssentto establishasessionshouldbeminimized.)
A type 1 recordinstantiatesa session;whena type 1 recordis received by the server, a sessionrecordis createdin a
database.ThesessionrecordmuststorethesessionID, thesessionkey, andthecurrentsessionrecordcountervalue.The
recordcounteris initializedto 0. A type2 recordis associatedwith anexistingsessionandrequiresthatsession'skey to be
authenticated.Eachtype2 recordwhich is receivedmusthave a sessioncounterwhich is greaterthanthecurrentvalue;
when a type 2 record is received, its counter value is placed into the session record.

To link this to the logon protocol:

• The messages sent during logon handshaking are sent anonymously.

• Themessagein which theuseris authenticatedis sentasa type1 message;theservermustlink thisuserto thesession
record created by this message.

• All subsequentauthenticatedmessagesaresentas type 2; the server mustensurethat the userIDencodedinto the
message matches the user for whom the session record was originally created.
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