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The Jackson Databind Use Case

• JSON ↔ Java (de)serialization library.

• Enabling defaultTyping allows to specify the 
target deserialization class in JSON.

• Jackson Databind < 2.10 uses a blocklist to 
prevent deserialization attacks.

• Blocklist evasion led to 40+ CVEs.

• Best practice is to also use allowlists.

Deserialization Vulnerabilities Lead to Remote Code Execution
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Data-driven Runtime Application Self-Protection (RASP)

Synthesizing Allowlists
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RASPunzel demo:

francois.gauthier@oracle.com

https://labs.oracle.com/
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1. Deserialization exploit (jackson-databind)
2. Allowlist synthesis
3. Runtime protection

https://labs.oracle.com/

