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We focus on automatically
detecting security vulnerabillities
and preventing security attacks by
analysing programs.

Oracle Labs Australia
Established 2010
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Oracle Labs Australia vision
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General Principles




Information and Software Security

ATEzLiDA LI ZDEYz25d?z y51 LA d2LIlEYp 3y LY/
AWp +Lj3 ! D#1j 535 DEd? DE d2 # I szZSpSLJnJ L& ! C

A Oracle has numerous cloud offerings

Oracle Cloud Infrastructure (OCI)

A Information needs protection
A Software security mechanisms protect information
A Assurance shows how can one rely on software for security

Exploit should not be the first security feedback
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Sample Attacks

Australian government departments are

routinely audited for cyber readiness.
Most fail

By Michael Slezak and Ariel Bogle
Posted Sat 20 Jun 2020 at 5:08am, updated Mon 22 Jun 2020 at 10:01am
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Remote code execution through  .Net
deserialization attack, June 2020
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Sample Attacks

Australian governmen,
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Most fail

By Michael Slezak and Ariel Bogle
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Sample Attacks

Australian governmen;

routinelv audited for ¢
The Accellion Data Breach Seems to Be Getting
Bigger
share (K28 ED

Lucas Ropek
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