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We focus on automatically 
detecting security vulnerabilities 
and preventing security attacks by 
analysing programs.

Oracle Labs Australia

Established 2010
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ñTo make intelligent application 
security, at scale, a realityò

Oracle Labs Australia vision
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General Principles



ÅƬƸƶǈǅƼǇǌ ƵǅƸƴƶƻƸǆ ƴƼǀ Ǉǂ ǆǇƸƴƿ ƷƴǇƴ/ ƨǇƻƸǅEǆ ƷƴǇƴ Ƽǆ ǉƴƿǈƴƵƿƸ 

ÅƜƿǂǈƷ ǃǅǂǉƼƷƸǅEǆ ǅƸǆǃǂǁǆƼƵƼƿƼǇǌ Ǉǂ ǃǅǂǇƸƶǇ ƶǈǆǇǂǀƸǅEǆ ƷƴǇƴ

ÅOracle has numerous cloud offerings

ÅInformation needs protection

ÅSoftware security mechanisms protect information

ÅAssurance shows how can one rely on software for security

Exploit should not be the first security feedback

Information and Software Security 
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Remote code execution through .Net
deserialization attack, June 2020

Sample Attacks
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Remote code execution through .Net
deserialization attack

Data breach through SQL injection attack,
February 2021

Sample Attacks




