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Dynamic Taint Analysis

function requestHandler(request, response

var code = Buffer.from(dangerousData

var 1lTag = Buffer.from("<html>"

var rTag = Buffer.from("</html>"

var html = Buffer.concat(|1lTag, code, rTag

response.end(html

var http = require('http’
http.createServer(requestHandler).listen(8080
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Dynamic Taint Analysis

Add taint label to

sensitive data
function requestHandler(request, response

var code|= Buffer.[from||dangerousData

varilTag = Buffer.from("<html>'

var rTag = Buffer.from("</html>"

Propagate the taint
label with the data

var html Buffer.concat(|[1lTag, |code}| rTag

response.end(html
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Dynamic Taint Analysis

Add taint label to

sensitive data
function requestHandler(request, response

var code|= Buffer.[from dangerousData

varilTag = Buffer.from "<htm1>"

Propagate the taint
label with the data

var html|= Buffer concat 1Tag, |code} rTag

response .|end|lhtml

React to taint in _
important places var http = require('http
http.createServer(requestHandler).listen(8080
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Dynamic Taint Analysis

React to taint in
important places

function requestHandler(request, response

usData

var code|= Buffer.[from dangero

varilTag = Buffer.from "<htm1>

response .|end|lhtml

var http = require('http’
http.createServer(requestHandler
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code| rTag

listen (8080
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Applications

function requestHandler(request, response

var code

var 1lTag
var rTag

var html

response

Buffer.from(dangerousData

Buffer.from("<html>"
Buffer.from("</html>"

Buffer.concat(|[1lTag, code, rTag

end(html

var http = require('http’
http.createServer(requestHandler).listen(8080
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Applications

Prevent Data Leaks

function requestHandler(request, response s<body>secret: .. </body>"

/

var code = Buffer.from(dangerousData

var 1Tag = Buffer.from("<html>"

var rTag = Buffer.from("</html>"

var html = Buffer.concat(|1lTag, code, rTag

response.end(html

var http = require('http’
http.createServer(requestHandler).listen(8080
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Applications

function requestHandler(request

response

/

var code = Buffer.from(dangerousData

Trace Origin of Data var 1Tag = Buffer.from("<html>"

from: dangerousData();

response.end(html

var http = require('http’
http.createServer(requestHandler
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var rTag = Buffer.from("</html>"

Prevent Data Leaks

s<body>secret: ..

</body>"

‘\\\\ITEE:::&EE:QEEi§:\?Tffer concat([1Tag, code, rTag

listen (8080
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Applications

Prevent Data Leaks

function requestHandler(request, response s<body>secret: .. </body>"

/

var code = Buffer.from(dangerousData

Trace Origin of Data var 1Tag = Buffer.from("<html>"
var rTag = Buffer.from("</html>"

from: dangerousData();

‘\\\\2355:::¥§E:2£2i§:\?fffer concat([1Tag, code, rTag
Detect vulnerabilities

response.end(html <html>

<body onLoad=\"installMalware();\"/>
</html>

var http = require('http’
http.createServer(requestHandler).listen (8080
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Language Embeddings

function requestHandler(request, response

var code

var 1lTag
var rTag

var html

response

Buffer.from(dangerousData
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Language Embeddings

function requestHandler(request, response

var code

var 1lTag
var rTag

var html

response

=| Buffer.from

=| Buffer.from

=| Buffer.from

dangerousData

"<html>"
"</html>"

=| Buffer.concat||1Tag, code, rTag

end(html

var http = require('http’
http.createServer(requestHandler).listen(8080
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Language Embeddings

function requestHandler(request, response

var code

var 1Tag
var rTag

var html

response

=| Buffer . fromfaargereysData

=| Buffer. fromp—&mi | AP| of -
=| Buffer. fromp—Fhaemisd "

=| Buffer.concatp3+ag code, rTag

end(html

var http = require('http’
http.createServer(requestHandler).listen(8080
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Language Embeddings

function requestHandler(request, response

var code =|Buffer.fromfdangereysData Qb?

var 1lTag =|Buffer.from
var rTag =|Buffer.from
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var html =|Buffer.concatf—3+ag code, rTag

response.end(html

var http = require('http’
http.createServer(requestHandler).listen(8080
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Language Interaction
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A Generic Platform for Multi-Language

Dynamic Taint Analysis

Vulnerability Confidentiality Debuadin
Detection Enforcement 99Ing

Taint Analysis Framework
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A Generic Platform for Multi-Language
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Vulnerability Confidentiality
Detection Enforcement
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Debugging
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Generic Framework
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A Generic Platform for Multi-Language
Dynamic Taint Analysis

Vulnerability Confidentiality
Detection Enforcement
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Debugging

Taint Analysis Framework Generic Framework
Runtime Runtime Runtime Runtimes Language Extensions
Integration Integration Integration ‘="
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A Generic Platform for Multi-Language

Dynamic Taint Analysis

Vulnerability Confidentiality

Detection Enforcement Debugging
Analysis Analysis Analysis Analyses " Concrete Applications
Taint Analysis Framework Generic Framework
Runtime Runtime Runtime Runtimes Language Extensions
Integration Integration Integration ~=" guag
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GraalVM

Clang, DragonEgg, Flang, ...

~— ~" — Taint Analysis
Applications
"‘@de li LLVM IR =
l_ l ; l Taint
Taint Taint Taint Taint Framework
Extension Extension Extension Extension ,
I
Language Language | | Language | || Language :
Runtime Runtime Runtime Runtime I
Truffle Instrumentation API
Java Graal

Oracle GraalVM™
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Truffle Instrumentation

function requestHandler(request, response

var code = Buffer.from(dangerousData

var 1Tag = Buffer.from("<html>"

var rTag = Buffer.from("</html>"

var html = Buffer.concat(|[1lTag, code, rTag

response.end(html

var http = require('http’
http.createServer(requestHandler).listen(8080
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Truffle Instrumentation

function requestHandler
request, response
response.end
Buffer.concat
Buffer.from
Buffer.from(dangerousData
Buffer.from

J z JOHANNES KEPLER
UNIVERSITY LINZ

MPLR19

Oct. 21, 2019

28



Truffle Instrumentation

function requestHandler
request, response
response.end
Buffer.concat
Buffer.from
Buffer.from(dangerousData
Buffer.from
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Truffle Instrumentation

function requestHandler
request, response
response.end
Buffer.concat
Buffer.from("<script>"
Buffer.from(dangerousData
Buffer.from("</script>"
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Truffle Instrumentation

JX

4

JOHANNES KEPLER
UNIVERSITY LINZ

Truffle
.
Front-End

response.
end

dangerous
Data

MPLR19

A

Buffer.
concat

A

y

A

uffer.

Coan >

from

\

y

Oct. 21, 2019

Buffer.
from

31



Truffle Instrumentation

JX

LLVM IR
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Truffle Instrumentation

function requestHandler
request, response
response.end
Buffer.concat
Buffer.from("<script>"
Buffer.from(dangerousData
Buffer.from("</script>"
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Truffle Instrumentation

function requestHandler
request, response
response.end
Buffer.concat
Buffer.from("<script>" Truffle
Buffer.from(dangerousData —_— Front-End
Buffer.from("</script>"

* Insert nodes to propagate taint labels
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Truffle Instrumentation

function requestHandler
request, response
response.end
Buffer.concat
Buffer.from("<script>" Truffle
Buffer.from(dangerousData —_—
Buffer.from("</script>" Front-End

* Insert nodes to propagate taint labels
* Language-level instrumentation
° Footprint
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Instrumentation Strategy

* Adaptable instrumentation

° Language-Level Taint Framework

° Taint Sources and Taint Sinks
° Default propgation strategy Lﬁggfuarge

o Full control to analysis applications
o Code reuse
Instrumentation

* Language-agnostic taint analysis T T
° Abstractions for common language features

Language Analysis
Extension Application

J z U JOHANNES KEPLER
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Reusable Functionality

Taint Framework
Shadow Abstrac_t
Memory Propagation

Abstract
Taint . ”

Language Analysis
Extension Application

Buffer.from

Propagate

"<html>"

No Taint

* Support multiple languages and applications

 Efficient implementation
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Language Integration

* Truffle Interoperability

* Language-specific storage of member taint
o Distinct objects vs. memory pointers
° Granularity

J z JOHANNES KEPLER
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cppObj.a=...
JS Taint.add(cppObj, ,a“, ...)
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Performance

* Can we just leave it to the compiler?
° |nlining

Partial Evaluation

o Escape Analysis

o

* Optimize code and instrumentation
together

* Implement common functionality
amenable to Graal compilation
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Performance
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Performance

* Can we just leave it to the compiler?
° |nlining

Partial Evaluation

Escape Analysis

o

o

* Optimize code and instrumentation
together

* Implement common functionality
amenable to Graal compilation
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Speculative Optimization and Dynamic Compilation

Deoptimi
eoptimize
o ° to Intgrpreter

Graal JIT- A
Compilation B C
* Dynamically change instrumentation * Runtime-configurable propagation policies

o Assume instrumentation constant for JIT

ey _ _ * Assume value properties
o Deoptimize on changed instrumentation

* And more to come
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Speculative Optimization and Dynamic Compilation

(A [

Assume Deoptimize

Propagation 0 0 to Interpreter Changc_a
: Propagation
Policy Polic
Constant y
Graal JIT- A
Compilation B C
* Dynamically change instrumentation * Runtime-configurable propagation policies

o Assume instrumentation constant for JIT

ey _ _ * Assume value properties
o Deoptimize on changed instrumentation

* And more to come
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Summary

* Programs often use code of multiple languages
o But current taint tracking systems are limited to only one

* |n progress: multi-language taint analysis platform
° Choosing suitable abstractions
° |ntegrating multiple languages
° Language-agnostic taint analysis

* In progress: reduce overhead by dynamic compilation and speculative optimization
o Efficient strategies for storing and propagating taint
° Make use of existing compiler
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