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Oracle Parfait

The Oracle Parfait static code analysis tool is 
used by thousands of developers worldwide on 
a day-to-day basis over commercial and open 
source codebases of multi-million lines of code 
and tens of thousands of cloud services.
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Key Competitive Advantages Of Oracle Parfait

Finds Real Defects

• Parfait finds defects in large projects without any 
advanced configuration

Simple Build Integration

• The Parfait build plugins integrate seamlessly in native 
builds

• The overhead of the compilation is only around 50%, 
compared to 100%-1,000% for a typical commercial SAST 
tool

High Rate Of True-Positives 

• Parfait boasts an estimated TP rate of 80-90%

• Weekly benchmarking on more than 200 projects

It’s Fast!

• Parfait analyzes projects of 1MLOC+ in minutes, not 
hours!

Tool of choice at Oracle

• Deployed at Oracle on more than 6,000 projects and 
almost billions of lines of code
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The Parfait Design and 
Implementation

2007 Design 

2007 – 2018 Implementation
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Layered approach

Demand-driven analyses

Multiple ways to parallelise the framework
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Multiple lists of bugs (NoBugs, PotentialBugs, 
RealBugs)

Bugs moved from PotentialBugs to RealBugs list 
conservatively
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The Parfait Implementation
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Built on top of LLVM



Drop-in 
replacement for 

C compiler

parfait-gcc –o test 

test.c

parfait test.bc

Drop-in 
replacement for 

Java compiler

parfait-javac –o test 

test.java

parfait test.bc 

Build Integration for Make (C, Java) and Python
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Drop-in 
replacement for 
Python bytecode 

compiler

parfait-python –p test-

dir –o test.bc test-dir

parfait test.bc 



buildscript {

    repositories {

        maven { url ‘https://<artifactory-parfait-release>’} }

    dependencies {

        classpath ‘oracle.parfait:gradle.plugins:1.0.5’}

}

apply plugin: ‘oracle.parfait’

Build Integration with Maven and Gradle Plugins (Java)
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Orchestrated by the plugin



Data flow analysis

• Keeps track of data values at each point in the 
program

Partial evaluation

• Executes partially-evaluated slice of a potential 
bug

Symbolic analysis

• Symbolically tracks values of a program slice of 
interest

Control flow analysis

• Keeps track of flow of control through the 
program

Taint analysis

• Keeps track of data that is user controllable

Leak analysis

• Keeps track of sensitive data that reaches lower 
privileged parts of the application

Sample Analyses
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C, C++

• Buffer overflows

• Memory/pointer bugs
• NULL pointer dereference, use after free, double free, 

memory leak, …

• Integer overflow

Java EE

• SQL injection, cross-site scripting (XSS), LDAP 
injection, OS injection, …

• XXE/XEE

• Insecure crypto

• Insecure deserialization

Java Platform

• Unguarded caller-sensitive method calls

• Unsafe use of doPrivileged

• Call to overridable method during deserialization

Python

• SQL injection, command injection

• Insecure deserialization

• Unsafe eval

Bugs and Vulnerabilities that Matter
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Detecting SQL Injection in C, 
Java, and Python code



Taint Using Dataflow Analysis for SQL Injection
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protected Element createContent(WebSession s)

{

    ...

    password = s.getParser().getRawParameter(PASSWORD);

    ...

    String query = "SELECT * FROM user_system_data WHERE user_name = '" + username + 

                   "' and password = ‘” + password + "'";

...

try {

Statement statement = 

connection.createStatement(ResultSet.TYPE_SCROLL_INSENSITIVE,

ResultSet.CONCUR_READ_ONLY);

ResultSet results = statement.executeQuery(query);

...

}

...

}

https://github.com/WebGoat/WebGoat



Taint Using Dataflow Analysis for SQL Injection
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Taint Using Dataflow Analysis for SQL Injection
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Taint Using Dataflow Analysis for SQL Injection
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protected Element createContent(WebSession s)

{

    ...
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Taint Using Dataflow Analysis for SQL Injection
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public String getRawParameter(String name) throws ParameterNotFoundException {

    String[] values = request.getParameterValues(name);

    if (values == null) {

        throw new ParameterNotFoundException(name + “not found”);

    else if (values[0].length() == 0) {

        throw new ParameterNotFoundException(name + “was empty”);

    }

    return (values[0]);

}



Taint Using Dataflow Analysis for SQL Injection
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public String getRawParameter(String name) throws ParameterNotFoundException {

    String[] values = request.getParameterValues(name);

    if (values == null) {

        throw new ParameterNotFoundException(name + “not found”);

    else if (values[0].length() == 0) {

        throw new ParameterNotFoundException(name + “was empty”);

    }

    return (values[0]);

}

A source of tainted data



Taint Using Dataflow Analysis for SQL Injection

Copyright © 2025, Oracle and/or its affiliates21

public String getRawParameter(String name) throws ParameterNotFoundException {

    String[] values = request.getParameterValues(name);

    if (values == null) {

        throw new ParameterNotFoundException(name + “not found”);

    else if (values[0].length() == 0) {

        throw new ParameterNotFoundException(name + “was empty”);

    }

    return (values[0]);

}

No sanitisation of 
String values



Taint Using Dataflow Analysis for SQL Injection
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public String getRawParameter(String name) throws ParameterNotFoundException {

    String[] values = request.getParameterValues(name);

    if (values == null) {

        throw new ParameterNotFoundException(name + “not found”);

    else if (values[0].length() == 0) {

        throw new ParameterNotFoundException(name + “was empty”);

    }

    return (values[0]);

}

Returns tainted String values[0]



Taint Using Dataflow Analysis for SQL Injection
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protected Element createContent(WebSession s)

{

    ...

    password = s.getParser().getRawParameter(PASSWORD);

    ...

    String query = "SELECT * FROM user_system_data WHERE user_name = '" + username + 

                   "' and password = ‘” + password + "'";

...

try {

Statement statement = 

connection.createStatement(ResultSet.TYPE_SCROLL_INSENSITIVE,

ResultSet.CONCUR_READ_ONLY);

ResultSet results = statement.executeQuery(query);

...

}

...

}

tainted String



Taint Using Dataflow Analysis for SQL Injection
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protected Element createContent(WebSession s)

{

    ...

    password = s.getParser().getRawParameter(PASSWORD);

    ...

    String query = "SELECT * FROM user_system_data WHERE user_name = '" + username + 

                   "' and password = ‘” + password + "'";

...

try {

Statement statement = 

connection.createStatement(ResultSet.TYPE_SCROLL_INSENSITIVE,

ResultSet.CONCUR_READ_ONLY);

ResultSet results = statement.executeQuery(query);

...

}

...

}

A sink of tainted data
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A source to sink trace for 
SQL injection example



Finding Spectre Variant 1 
Vulnerabilities in 
C, C++ Code

CVE-2017-5753



CVE-2017-5753

“Systems with microprocessors utilizing speculative execution and branch prediction may allow unauthorized 
disclosure of information to an attacker with local user access via a side-channel analysis.”

Spectre (v1)  
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CVE-2017-5754

“Systems with microprocessors utilizing speculative execution and indirect branch prediction may allow 
unauthorized disclosure of information to an attacker with local user access via a side-channel analysis of the data 
cache.”

Meltdown



Spectre v1 in a Nutshell
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if (x < array1_size)

   y = array2[array1[x] * 256];

P. Kocher et al, Spectre Attacks: Exploiting Speculative Execution: https://spectreattack.com/spectre.pdf

Registers

Cache

RAM
array1_size in RAM
array2 in RAM

x in registers or cache
k= array1[x] is cached

x is user controlled



Branch-load-load

• Branch is a bounds check on first load

• Offset to second load based on first load

• No LFENCE/MEMBAR/array_index_nospec() in the 
pattern

• Heuristics to determine whether array2 cannot be 
held in one cache line

User-controllable offset to first load

Load-load is reachable from less privileged code

Spectre v1 Pattern
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if (x < array1_size)

   y = array2[array1[x] * 256];

x is user controlled

P. Kocher et al, Spectre Attacks: Exploiting Speculative Execution: https://spectreattack.com/spectre.pdf



1. Identify branch-load-load pattern

2. Identify the API boundary between more and 
less privileged code, e.g., syscalls

3. Check (interprocedurally) for reachability and 
taint from the API entry points to the potential 
defect

Rules to Detect Spectre Variant 1
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API-1 (...) API-2 (...)

API-3 (...)

API-N-1 (...)

API-N (...)

if (x < array1_size)

   y = array2[array1[x] * 256];

Trusted Code



Each level provides a service under certain assumptions

Each level consumes a service with certain expectations

Mismatch between assumptions and expectations can be exploited

Examples

• App and Library: Sanitisation not performed: SQL Injection

• Library and VM: Isolation not guaranteed: information leakage

• Processor and μ𝐴𝑟𝑐ℎ: Spectre/Meltdown

Security Issues Can Arise at Any Level of Abstraction
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App

Library

VM

Processor

μArch



A Sample of Results



Parfait – Scalable, Deep Static Code Analysis

Language Benchmarks Lines of Code Number of Bug 
Types

Analysis 
time

Analysis time in 
KLOC/min

C 48,442,242 74 543m 161 KLOC/min

C++ 59,986,380 74 1,089m 69 KLOC/min

Go 7,859,818 22 44m 191 KLOC/min

Java 63,959,798 49 249m 179 KLOC/min

Python 1,666,760 24 47m 47 KLOC/min
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Parfait version 2025.04



Bugs fixed by developers once baseline had been established
Parfait – Precise, Deep Static Code Analysis
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Jun'11 Dec'11 Jun'12 Dec'12 Jun'13 Dec'13 May'14Nov'14 May'15 Jan'16 Jun'16 Nov'16 Mar'17 Jun'17

Bugs
reported and 

fixed after 
nightly

New bug types detected by Parfait

Initial baseline
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Analysis of Full Codebase vs 
Analysis of Commit/Push/Pull/Merge Request

File1

File2

File3

… Parfait
Defects

Function 
summaries

File 1, File 2, …

Analysis of full codebase
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Analysis of Full Codebase vs 
Analysis of Commit/Push/Pull/Merge Request

File1

File2

File3

… Parfait
Defects

Function 
summaries

File 1, File 2, …

File N

Parfait Defects

Analysis of full codebase Analysis of changeset
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Defects

Analysis of Full Codebase vs 
Analysis of Commit/Push/Pull/Merge Request

File1

File2

File3

… Parfait
Defects

Function 
summaries

File 1, File 2, …

File N

Parfait

Analysis of full codebase Analysis of changeset
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Bugs Prevented from Being Introduced into the Codebase
Changeset analysis prevents 80% of new bugs (compared to baseline)
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• Efficient analysis of full codebase
• Used to be nightly runs

• Now part of Continuous Integration

• Efficient analysis of changeset

• Prevent bugs from being introduced into the codebase

• Can be hooked into the commit, push, pull request or merge request

Innovations During the Past 15 Years
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TestBuildCode

Parfait innovations 
• Precise results
• Scalable, can integrate early in the 

development cycle



Supported Checkers
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300+ Checkers

Security Quality & Correctness

Cryptography

Injections

Data Leaks

RCE

Memory Corruption

Error Checking

Invalid Pointers

Concurrency

Misconfiguration

Integer arithmetic errors



Supported Languages
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The Road to Scanning 
Tens of Thousands of Cloud 
Services Automatically

Build integration at scale



Key Requirement
Automatic onboarding of Oracle Cloud Infrastructure 
(OCI) projects with minimal developer effort required
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Automatic Onboarding of Cloud Services

Use pre-existing OCI Build Service conventions & configurations to run Oracle Parfait’s translation step: 

• OCI build config

- Language information

- JDK versions

• Security scanning service config

- Build parameters required by Parfait plugins & compiler wrappers
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Test Deployment Snapshot

15K unique OCI repositories scanned; ~10K successful automatically atm (WIP)

Over 8 Billion LOC scanned

Findings reported to central ticketing system
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Scans summary over the past 90 days

Language/Build Tool Projects Successfully Scanned Projects Scan Success Rate

Maven 6,984 4,245 61%

Gradle 216 113 52%

Go 575 385 67%

Python 11,071 10,577 96%



Test Deployment Snapshot

Language Lines of Code (M) Number of Bug 
Types

Average Analysis 
Time (secs)

Average Analysis 
Time (KLOC/min)

Java 1,390 49 44.0 86.2

Go 119 22 49.9 113.0

Python 138 24 31.0 9.5
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Runtime performance

Data based on recent 7-day time period 

Instance Shape: VM.Standard.E3.Flex  (AMD)
Default K8S Pod : 5GB Memory and 1 OCPU



Parfait Integration Into OCI Build Service 
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Automation is a requirement for build 
integration of cloud services
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Autonomously Generating 
Patches for Vulnerabilities

Exploratory work



Architecture
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Precise, 

scalable defect 

checker

File1

File2

File3

…
Defects + path conditions

LLM Patch

Generator

File1

File2

File3

…

50

No Defects

Human reviewer



Preliminary Results – AI-assisted Automatic Patch Generation for Buffer Overflows

51

Type of 
Benchmark

Average 
function lines 
of code

Number of 
buffer 
overflows

Average lines 
altered by 
generated 
patch

Vulnerabilities 
resolved after 
patch

Functionality 
uncompromise
d after patch

Intra-procedural 30 18 7 100% 100%

Inter-
procedural, 
first-party code

100 6 21 100% 67%

Inter-
procedural, 
library

300 4 29 75% 100%
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Pre-Patch

Example – libpng Buffer Overflow

55

Parfait Report
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Pre-Patch

Patch Example – libpng Buffer Overflow

56

Patch-Diff
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Pre-Patch

Patch Example – libpng Buffer Overflow
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Parfait Report

None



Preliminary Results
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o The framework is particularly effective at addressing 
intraprocedural vulnerabilities.

o Patches rely on the key contextual information given by Oracle 
Parfait (buffer bounds, path conditions, etc.).

o Larger benchmarks require context reduction techniques 
(natural language summary was used in our case).

o The framework works well with other types of vulnerabilities. 



Lessons Learned

Subhead goes here.



Analyses need to be precise, scalable and 
incremental in order to be useful to 
developers and practical for DevSecOps and 
CI/CD integration.
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Analyses need to explain why the tool 
reports a bug at a given line; i.e., provide a 
trace/witness.
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Automatic integration into existing CI 
build pipelines is essential.
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Aiding developers to fix defects 
will contribute to improve 
security and developer 
productivity. 
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Oracle Parfait
Precise, scalable and incremental static 

analysis for 
today’s giga-scale code
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Let’s Connect

drcristinacifuentes

@criscifuentes

http://labs.oracle.com/locations/australia

http://labs.oracle.com/locations/australia
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