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Extended Abstract

The Parfait static code analyser was conceived at Sun Labs, now Oracle Labs, in 2007. At the time,
the project focused on the detection of defects in C/C++ code. Over the next five years, Parfait
matured to include detection of vulnerabilities (not just defects) in C/C++ and Java™ while meeting
the performance and precision standards expected of a commercial tool: Parfait can analyse 39 of the
most common defects in the C language over an operating system codebase of 11 million lines of C
code in 1.5 hours with a false positive rate of 10%. Today, Parfait is maintained by Oracle as an internal
product and is used by thousands of developers at Oracle worldwide.

Key to Parfait’s goals of scaling up to millions of lines of code as well as obtaining high precision
of analysis is it’s design [CSO8] — a waterfall, layered program analysis approach that makes use of
demand-driven analyses. Different analyses are used based on the type of defect or vulnerability that
is being analysed; at the core is a data flow framework, a symbolic analysis, taint analysis and escape
analysis. The demand-driven analyses have provided for efficiencies in scalability.

Parfait is implemented in C++ on top of the LLVM [LLV] framework. The parser is a modified
version of Clang [Cla]. Parfait makes use of the LLVM intermediate bitcode representation as the
intermediate language used for analysis. Fully linked-in files are analysed, except for cases where the
LLVM linker cannot link the files. LLVM bitcode modules, whether linked in or not, are analysed by
Parfait. Inter-module analysis support was put in place to analyse large codebases.

To support the Java language, LLVM’s intermediate representation was extended with metadata.
We describe design considerations taken into account to develop Jaffa, our Java to LLVM IR translator,
which was driven by the need to make the IR amenable to analysis (not compilation). Java language
support allows Parfait to find access control vulnerabilities in the Java platform [CKG™ 14], as well as
web vulnerabilities [OWA] vulnerabilities in Java SE and Java EE applications, without compromising
on scalability and precision. Analysis of 52 defect types (including JNI-specific ones) of the 4.7 million
lines of Java code and 1.5 million lines of C++ code in the JDK™ is done in 3.3 hours (70% of the time
is spent on Java code), and analysis of 4 OWASP defect types of a commercial cloud JEE application
of 1.1 million lines of Java code is done in 5 mins.

This talk summarises lessons learnt in the design and implementation of the Parfait tool, expanding
on initial lessons learnt from transferring the project into a production environment [CKL ™ 12]. Insights
into what works well in the infrastructure today and what does not will be summarised.
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