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Dynamic Taint Analysis
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Dynamic Taint Analysis

N

At Runtime

Sensitive
Value

_______
-~ Ss

var

taint(c) = taint(a) | taint(b)

J z JOHANNES KEPLER
UNIVERSITY LINZ



GraalVivi.

var c =
a+b

J ! JOHANNES KEPLER
UNIVERSITY LINZ



GraalVivi.

JS

var c =
a+b

J ! JOHANNES KEPLER
UNIVERSITY LINZ



GraalVivi.

LLVM IR
int c =
a+b

JS

var c =
a+b

| Language Runtimes |

J ¥ JOHANNES KEPLER
UNIVERSITY LINZ



Graal

_ Y,

s
LLVMIR _
int c = ﬁ
a+b
[ Write "c" ]
JS ;
var c = [ N
a+b 3

[ Read "a" | [ Read "b" |

| Language Runtimes |

Truffle Language Implementation Framework |

J z U JOHANNES KEPLER
UNIVERSITY LINZ



Graal

THE
PROGRAMMING
LANGUAGE R

_ Y,

)

LLVMIR

int ¢ = ﬁ

a+b
JS [ Write "c" ] ﬁ
T
b |[ : ]I
. [ Read "a" ] [ Read "b" ] © T

| Language Runtimes | ] + b

Truffle Language Implementation Framework |

Java Virtual Machine + GraalVM JIT Compiler |

J z U JOHANNES KEPLER
UNIVERSITY LINZ 3



Speculative Optimization
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Speculative Optimization
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Speculative Optimization
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Speculative Optimization
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Speculative Optimization
of Taint Propagation
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TruffleTaint
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TruffleTaint
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Shadow Storage

* | ocal / Global Variables

)) llbll : 1

» shadow["b"]: <label>

* Heap Memory

» data: —— |
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Optimization: if (hasShadow("c"))

On-Demand Shadow Storage updateshadow("c", <Label>)
else if (<Llabel>)

allocateShadow("c", <label>)

A
tainted : ?C—V?igﬁﬁgjégzzzfi;///,,///,

Write "c" |«
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if (hasShadow("b"))
label = readShadow("b")

else
label = null
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Optimization: Assume shadow[x] not yet allocated

Invalidate Assumption
for shadow[ c]

if (<label>) /

o deoptimize()
shadow["c"] = allocateShadow("c") )
if (null q
| =) | m—)
shadow["a"] shadow["b"] null null
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Optimization: Assume shadow[x] not yet allocated

Write "c
1 . Compiler can eliminate taint
+ ) propagation altogether!
f

Invalidate Assumption
for shadow[ c]

if (<label>) /

o deoptimize()
shadow["c"] = allocateShadow("c") )
if (null q
| =) | m—)
shadow["a"] shadow["b"] null null
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Peak Performance Impact on Shootouts Benchmarks without Tainted Data
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Optimization: Profiling Shadow Storage Presence

Read "a" ] Read Element
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Optimization: Profiling Shadow Storage Presence

Write "c"
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if (profiled(arr.shadow != null))
Label = arr.shadow[0]

else
Label = null
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Optimization: Profiling Shadow Storage Presence

Write "c"
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Optimization: Profiling Shadow Storage Presence
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Optimization: Taint Labels of Statement Inputs

while (i = arr[@]) { ... }
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Optimization: Taint Labels of Statement Inputs

while (i = arr[@]) { ... }

?

I I
[ Write "i" v [ Body ]
7'y “‘ T
Jt<lavels
g <Label>
lll a
' if (profiled(arr.shadow != null))
Read Element storedLabel = arr.shadow[0]
"arr"[0] < else
storedLabel = null label

L Label = profiled(storedLabel) — deoptIf(label == null)
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Optimization: Taint Labels of Statement Inputs
foo()) { ... }

while (i =

’/
<label>

/"
label

[ Call "foo()" ]<
L Label = pr'ofiled(r‘etur'nedLabel)ﬁ deoptIf(label == null)
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Peak Performance Impact on Shootouts Benchmarks with Tainted Data
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Write Element / Field / Write Local / Call with / Return /

Native Memory Global Variable Throw Value
Summary t i

@ Specialization & Profiling:

Shadow Storage Update

f
Intermediate Expressions <
T |

© Profiling: Taint Label

A

Specialization:
Shadow Storage

f

®

©

Assumption & Profiling:
Shadow Storage Presence

T T Read
Read Element / Field / Read Local / Call Argument / Return
Native Memory Global Variable Value / Exception

* Language-agnostic speculative assumptions enable optimization opportunities
* Down to 0% slowdown when no taint needs to be propagated

* Up to 5.5x slowdown when taint needs to be propagated
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Backup Slides
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Shadow Storage Specialization

* Dynamic Array Value

» data:

» length: 2 J*

» shadow: - L+ <label >

—— <label>

* Dynamic Object Value

» field["a"]: 2
» field["b"]: 3.0
» field[shadow]:

* Native Allocation

v

» data:
» granularity: 8
» shadow: —

» field["a"]: <label>

J z U JOHANNES KEPLER
UNIVERSITY LINZ

granularity granularity
Bytes Bytes
N N
4 Y4 N\

— <label>

— <label>



