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Speculative Optimization
of Taint Propagation
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Shadow Storage

• Local / Global Variables

• Heap Memory

» shadow["b"]: <label>

» "b": 1

» data:

» shadow[data]:

...

...

...

...
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Optimization: Taint Labels of Statement Inputs
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Summary

• Language-agnostic speculative assumptions enable optimization opportunities

• Down to 0% slowdown when no taint needs to be propagated

• Up to 5.5x slowdown when taint needs to be propagated
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Shadow Storage Specialization

• Dynamic Array Value

• Dynamic Object Value

• Native Allocation

» data:

» length: 2

<label>
<label>

» shadow:

» field["a"]: 2

» field["b"]: 3.0

» field[shadow]:

» field["a"]: <label>

» data:

» granularity: 8

<label><label>

» shadow:

...

...

granularity
Bytes

granularity
Bytes
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