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Abstract:

The coexistence of programs written in a safe language with user-supplied unsafe (native) code is con-
venient (it enables direct access to hardware and operating system resources and can improve application
performance), but at the same time it is problematic (it leads to undesirable interference with the language
runtime, decreases overall reliability, and lowers debuggability). This work aims at retaining most of the
benefits of interfacing a safe language with native code while addressing its problems. It is carried out in
the context of the Java™ Native Interface (JNI).

Our approach is to execute the native code in an operating system process different from that of the safe
language application. A technique presented in this paper accomplishes this transparently, automatically,
and without sacrificing any of the JNI functionality. No changes to the Java virtual machine (JVM™) or its
runtime are necessary. The resulting prototype does not depend on a particular implementation of the
JVM, and is highly portable across hardware architectures and operating systems. This approach can
readily be used to improve reliability of applications consisting of a mix of safe and native code; to enable
the execution of user-supplied native code in multitasking systems based on safe languages and in
embedded virtual machines; and to facilitate mixed-mode debugging, without the need to re-implement any
of the components of the language runtime. The design and implementation of a prototype system, perfor-
mance implications, and the potential of this architecture are discussed in the paper.
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1 INTRODUCTION Directly using certain operating system services by native
i . ] code may lead to highly unpredictable and difficult to
The growing popularity of the Java programming language explain behavior, dependent upon the implementation of
[AG98] has not obviated the need for unsafe (native) code. the runtime and the kind of interference between native
While safe languages offer many benefits, including ode and the runtime. Trapping system calls issued by
inherent improved code reliability, increased programmer pative code is possible, but deciding whether the call
productivity, and ease of code maintenance, quite often it is snould be allowed to take place or not would depend on the
desirable to execute user-supplied native methods (rEferre%articulars of the runtime. In general, such a control
to simply asnative codg [Lian99]. There are several good gscheme seems likely to be either overly restrictive,
reasons for accepting this impurity: access to devices a”dpreventing some classes of programs from being written, or
programming interfaces to which there is no standard gyerly permissive, allowing various collisions and
mapping from the language or from the core libraries, jnterferences between native code and the runtime of a safe

direct interaction with operating system services, and language, or requiring human analysis and manual
possible higher performance of native code. Nevertheless,intervention for each native code module.

native code is potentially unsafe and as such may break the )
contract offered by a safe language. Unwanted interference may also occur between two

independently written native libraries loaded by the

. . runtime. This means that, for instance, developers of third-
several r_esearch projects. The common_a_pproach istoleti arty components, coded partly in the Java programming
execute in the same process as the original safe language, g, age and partly in C, should considerably restrict their
computation. This can be accomplished by augmenting e of system’s resources: practicing such “safe driving” is
native code with ~safety-enforcing — software  checks necessary to avoid conflict with other modules, unknown at
[WLA+93], via statically analyzing it and proving it 0 time of the development of this particular component,

memory safe [NL96], or by designing a low-level, statically 4t may be loaded by the same application. The specifics
typed target language to which native code is compiled of the “restrict the use of resources” vague guideline may

[MC_G+99]. Although these approaches have their successyitar among implementations of the JVM which, in
stories, and at the current state of the art they are praCt'CalgeneraI, limits the re-usability of native code. All of the

In_many circumstances, thelr. usgfulnes_,s for adgiressmgabove may conspire to produce unpredictable and difficult
proble_ms with an arbitrary hative library is rf’;\ther I|m|te_d. to explain behavior, low reliability, and poor software re-
Ensuring memory safety with these techniques requires usability

source code of native libraries [MCG+99], generating

safety proofs [NL96], which is impossible in general, or Another concern is raised by embedded JVMs [Morg98].

may incur substantial performance penalties [WLA+93].  Any problem mentioned above may not only just crash the
. . ) ) application that loaded errant native code, but also abort or

The inherent lack of memory safety in hative cod_e IS Ot gistort the execution of the embedding application. Similar

the only problem, however. An equally important iSSue iS s e arises in the context of multitasking JVMs [BG97,

guaranteeing the safe use of system resources Dbyccy98 Czaj00,BV99,SBB+00,BHLO0] where arbitrary
independently developed software modules, such as the,

. X - _“independent tasks can execute in the same JVM. The
JVM and arbitrary user-supplied native code. While ,piem s aggravated in this case when native code is
programmers may haye very Iegltlmate reasons to, for \ritten with a single task in mind.
instance, customize signal handling in a native method,
doing this may interfere with the runtime system of the These concerns made us explore the alternative direction —

Java programming language (referred to simply the executing user-supplied native code in a different process
runtimeor the JVMN). than that of the JVM. In addition to memory protection via

separate address spaces, which guards against memory
corruption, this approach prevents conflicts arising from

Ensuring the safety of native code has been the focus of



native code abusing resources and interfering with the2 MOTIVATION

intended operation of the JVM runtime. The result of this ] ] ] ) )
investigation is a design and implementation of a highly Most Java runtime environments contain a mix of native
portable infrastructure for executing methods from Code: native code compiled from bytecode, native code that

specified native libraries in separate operating system iS part of the JVM runtime and interpreter, native code that
processes. is part of the core libraries, and, optionally, user-specified

native code. This paper discusses only the last of these:
This work emphasizes that composability of arbitrary yser-specified native code, loaded through shared libraries
unsafe software modules is not just a memory safety issue.at run time. The other native code is logically part of the
The main contribution of the paper is a complete solution, jyMm runtime, is designed, implemented and tested by the
readily deployable in practice. In particular: developers of the particular implementation of the JVM,
and is totally under their control. None of these properties

* The approach enables safe, reliable, and interference- ; e ; : .
free composition of native libraries and the JVM pertain to user-specified native code. This leads to various
problems, described below.

runtime.

e JNI is unchanged and programming against it is the 2.1 Conflict of Interfaces

same regardless of whether the resulting native codeNative code is written against two interfaces: the JNI,
will execute in the same process as the JVM or in which is its sole interaction point with the JVM and the
another one. application, and the host operating system (OS) interfaces,
involving standard libraries for 1/O, threading, math,
networking, etc. The latter is also the interface against
which the JVM is written, and therein lies a problem. The
JVM has to make certain decisions regarding the use of the
* The infrastructure is highly portable, with a small host operating system interface and of available resources.

component that depends on the way arguments areFor example:

passed to and values are returned from C and C++

* The resulting infrastructure is independent of the JVM,
and does not require changes to implementations of the
JVM.

methods on a given hardware/software platform, and *
another part that depends on the IPC mechanism used.

The actions necessary to execute native libraries in
processes other than that of the JVM are fully
automated, and require only the libraries themselves,
not their source code. *

The performance overhead depends on the ratio of
computation carried out by the native methods to the
amount of inter-process communication needed and on
the efficiency of the IPC mechanism used. *

Our initial experience with the prototype system is
encouraging, especially considering its transparency to the
users and programmers and its seamless interaction with
the JVM.

The rest of the paper is organized as follows. Section 2 .
discusses the problems arising when native code is
executed in the same process as the safe language

application and the

runtime. The advantages and*®

disadvantages of putting native code in a separate address
space are discussed in Section 3. Section 4 contains an
overview of JNI. The proposed architecture and its
implementation are discussed in Section 5. Performance,
issues are the focus of Section 6. Related work is reviewed
in Section 7. Finally, a conclusion section summarizes the

paper.

Signal handlers may need to be instantiated to handle
exceptions that are part of the operation of the JVM
(e.g., to detect null pointer and other memory
exceptions, to detect arithmetic exceptions, detect the
interrupt signal, etc.).

The JVM must choose a memory management regime
(involving such things asmalloc /free and
mmapgmunmayp for its own purposes, including the
allocation of thread stacks and red zones.

Threads accessible in the language are typically

mapped onto the underlying system's threading

mechanism and a convention is adopted to suspend and
resume threads for garbage collection (GC), to assign
threads to GC and compilation tasks, to set thread

concurrency level, etc.

The JVM must decide how to manage I/O (e.g., the use
of blocking or non-blocking calls).

The core classes automatically take care of freeing
some system resources (e.g., closing open file
descriptors); this policy does not extend to the very
same resources used exclusively by native code.

The JVM may have a notion of a current directory and
environment variables that should stay unchanged
throughout its execution.

Few, if any, of these mechanisms aremposablgin the
sense that it is not possible to take an arbitrary Java
program and a user-supplied native library which uses both



JNI and the host OS interface, put them together into an embedded service) and the client of it (when calling native
instance of the JVM, put the JVM into an OS process, and code) and is expected to control native code loaded by itself
expect the resulting system to work correctly. For instance, and at the same time not to interfere with the way the
the native code may set its own signal handlers and clobberembedding application uses system resources, system
those set by the JVM, or it may change the current interface, etc.

directory, possibly confusing the JVM. So, in reality, the
user-specified native code has to be written to a set of
implicit interfaces that do not conflict with the way the
JVM uses system resources. These implicit conventions

are rarely documented (because they are highly dependenEheme is common to all these projects: the assumption that

on the implementation decisions within the JVM, which are 1o user-suoplied native code is run by anv of the tasks. This
subject to frequent changes and are usually thought of as. bp y any .

private to the JVM), and do not have to be common across IS so_becau_se any undesirable pperation caused by user-
even the same vendor's JVMs on the same platform muchSUppl'ed ryauve.code (e.g. corrupting memory of other tasks
less JVMs on differing platforms and certainly not across or changing signal handlers previously set up by the

different vendor's JVMs. Furthermore, it is rare that legacy runtlme.) can cause a crash or malfunctioning .Of the whole
! . ; O : JVM, disrupting all the other tasks and defeating all other
libraries will respect these conventions; the economics of

) . . . isolation mechanisms. Unless a comprehensive approach is
amending these libraries to respect the conventions are

L . . found to contain various aspects of the damage runaway
prohibitive (e.g., source code of the libraries may not be . )

: . . native code can cause, native code may have to be banned
available to either the vendor of a particular

implementation of the JVM or to the customer using the from safe-language multitasking systems.
library). Hence, it may be impossible to use certain 2.2  Reliability and Resource Guarantees
libraries in Java applications, or their usability may change
with new releases of the JVM. Figure 1 illustrates the
conflict of interfaces, and shows how it can be avoided by
using another process to host native code.

The very same problems are bound to plague emerging
multitasking JVMs. Even though the proposed approaches
to enable multitasking in the JVM vary
BG97,HCC+98,Czaj00,BV99,SBB+00,BHL00], one

It goes without saying that the resultant reliability of
systems based on this combination is less than desirable.
The reliability of the composition of complex applications
based on the JVM and native libraries is therefore
The problems are exacerbated by so-called "JVM something of a hit or miss nature.

embedding” [Morg98], in which the JVM is treated as a , ,
library that can be linked into other applications. In this 1€ JVM needs some resources (file descriptors, memory,

scenario, it cannot even be mandated that the JVM be in€tC:) from the underlying OS to perform its function of an
some way "in charge”, because it may be subservient to€rsatz OS for Java applications. However, when arbitrary

another application. The issue here is that the JVM native code coexists with the JVM, it cannot expect to
becomes both the provider of functionality (as an always find resources available. For example, native code

could use up the remaining file descriptors causing failure

Current Approach Proposed Approach
e 25—
< > < >
JVM | NI [ Native Code JVM JNI| Native Code
N/ N/
C OS Interface ) C 0Ss Interface) OS Interface
A A v v v v
v v System System

\ System Resources J \ Resources /K Resources /

Figure 1. Current JNI implementations do not prevent conflicting use of the OS resources by native code
and the JVM (left). The execution of native code in a separate process addresses this problem (right).




in the JVM when it needs to access a file. This happens not3.1  Advantages
only when a Java application opens a file, but also in
support of internal operations, such as error logging, class
loading,mmaping memory, etc.

Composability. Separating the JVM from user-specified
native code means that the only interface between the two
becomes JNI: a standard, well-defined and widely accepted
While it is possible to implement the JVM to cope with interface. There is then no implicit contract between JVM
resource starvation at arbitrary moments, this level of and native code concerning memory management,
defensiveness requires the JVM to pre-allocate all it needsthreading, signal handling and other issues. This solves the
for its essential operations, artificially inflating the composability problem neatly, both of the JVM and native
application's usage of system resources. It is also extremelycode and of multiple native libraries. By placing the native
difficult to write and test the JVM code that must deal with code in a separate process it has full control of its own
all aspects of resource starvation caused by user-suppliedesources: memory, signals, threads, file descriptors,
native code. sockets, etc. There are no unexpected interactions with the

2.3 Debuggability JVM in these areas.

\r/l\z/;\rt]i?/g ;[;T,%ree a'; daﬂ?éo‘?\lﬁ\T éjnel:t)z(;gli?]tger(?acrt:og]e t;etn\’;/geri?ng:g going to corrupt JVM dat.a 'structures.. It is much more
Simple bugs in native cod’e can cause JVM data structure.s“ke.Iy o lead to a.fault yv|th|n the native .COdeIS process,
to be corrupted, leading to random failures long after the which is then easily attributed to the native code. False

' .~ JVM bug reports should thus be reduced. Similarly, this
problem has occurred. If these bugs have pathologies

which are time varving. the buas can manifest themselvesapproaCh allows for a quick identification of which native
. | ying, t 9 ; ) library causes a fault, when more than one such library is
in arbitrary places within the JVM or in other native

libraries. used by a Java application.

Fault isolation. A wild pointer bug in native code is not

Resource management There is no danger that resource
management policies will conflict: for instance, the native
library can mmap at any address it chooses. Further,
resource management errors (e.g., careless use of file
descriptors, memory, etc.) do not percolate from the library
to the JVM.

For the purposes of fault isolation, it would be desirable if
native code bugs were clearly identifiable as such: this
would at least save considerable effort. Using techniques
enforcing safety at the level of binaries can lead to a clear
verdict on whether a particular memory safety violation is
caused by a user-supplied native library or by some other
part of the runtime. Bugs resulting from conflicting use of JVM embedding and multitasking in the JVM.
system resources are much harder to find. Moreover, theEmbedding the JVM within an application should be
road from detection to finding an actual cause can be a longsimple and reliable. With native code moved safely to
one, especially when no (or no good) tools for mixed-mode another process, a well-tested implementation of the JVM
debugging exist for a given hardware/OS/ JVM platform.  is unlikely to crash its host application and yet can offer the
benefits of interacting with native code. Multitasking in the
JVM benefits in a similar way — one task’s native code
cannot crash or disrupt any other task, provided each task’s
native code executes in a separate process.

The amount of effort needed to track such problems is
exemplified by a months-long debugging ordeal by a group
of experienced developers, trying to determine why their
commercial implementation of the JVM failed when
embedded in another application. The reason was that thelnteroperability across different address widths

JVM used signals as its thread suspension techniqueEnsuring that 64-bit JVMs are able to use existing 32-bit
internally. The action of receiving these signals interrupted native libraries may smooth the transition to the former for
pending system calls from the embedding application’s many users. The proposed technology can be used to this
non-Java threads. Eventually, the problem was “solved” by end, as long as both the JVM and the native code obey JNI

not using the signals [Skin0Q]. to communicate with each other and as long as the chosen
IPC mechanism can flawlessly exchange data between the
3 PROCESS-BASED ISOLATION two. Such transparent interoperability across different

The problems identified above indicate that the co-location @ddress widths can also be used to let 32-bit JVMs use 64-
of user-supplied native code with the runtime of a safe Pit libraries. This generalizes to arbitrary large future
language leads to numerous difficult issues. This sectionaddress widths.

explores the benefits and disadvantages of moving nativeRemote processing of native codeMoving native code
code out of the JVM's process into a separate process.intg a separate address space turns JNI (in addition to its
Because processes of modern operating systems |dent|fy0rigina| function) into a specialized, high-level inter-
memory protection (via hardware-enforced address Spaceprocess communication protocol, layered on top of an IPC
separation) with resource allocation and control, they are mechanism already present in the host operating system.
well suited to address the problems discussed above. This IPC mechanism can be replaced by a networking



protocol, enabling the remote execution of native libraries. java.io.FileDescriptor object (this requires
This can be useful for load balancing or when native knowing the name of the field). The value of the file
libraries and the JVM runtime are written for different descriptor is then passed to native code, where it is used to
hardware/OS platforms. Thus, a technology enabling access the file system. In this example, the execution of
transparent execution of a native library in a separate native code in a separate process will almost certainly lead
process at the same time enables the remote use of théo different results than when all the program code is co-
library in a heterogeneous environment, without having to located in the same process. Thus, even though concocting
re-code or wrap the library with RMI, CORBA, and such — such examples is difficult and requires intimate knowledge
JNI suffices as the interface between the JVM and native of the JVM and its core classes, differing semantics may
code, regardless of where the execution of either takesarise in complex programs. A preventative rule of thumb is
place. to make sure that the lifecycle of each system resource
(initialization, use, termination) is confined to either the
JVM or user-supplied native code, and never spans the two.
Performance The most important disadvantage of this

approach is the performance overhead incurred when4 OVERVIEW OF JNI

crossing process boundaries. However, one importantBefore moving on to describing our design and
observation is that significant IPC overhead may be implementation, a brief overview of JNI is due (for a
tolerable. We are only moving user-specified native code complete reference, the reader is referred to [Lian99]). NI
into another process; the performance-critical native codeis the sole point of interaction between the JVM and user-
in the JVM and core classes would still be in the same supplied native libraries. The interaction can have two
process, and its performance would not be affected. forms: downcalls(when a Java application calls a native

f method) andipcalls(when a native method needs to access
data or invoke methods of the Java application).

3.2 Disadvantages

Two facts mitigate this problem. First, a common idiom o
caching results of some JNI calls [Lian99] decreases the
number of their invocations. Second, research ideas on low-Downcalls result in calls to C functions (a C++ mapping
cost IPC have found their way into commercial operating also exists), whose names are generated from the names of
systems. Two examples ad®ors[HK93] available in the  Java methods declared as native. Upcalls are invoked via a
Solaris™ Operating Environment and local RPC available JNI environmeninterface. For example, this class

on win32-based systems [Roge97]. They were designed to

address precisely the problem of high-speed RPC-like class Test {

communication within a single machine and can be used to ~ Static native int doublelt(Integer i);

send data between the JVM and native code. The overhead

of copying a few words of data is typically negligible when

compared to the cost of establishing transfer of control. defines a native method which takes an object of the type
This may not be so for the copying overhead for large data java.lang.Integer and returns an integer value. The
structures, such as arrays. One possible workaround is toJVYM expects a corresponding C function with the
use shared memory facilities, which in turn may re- following declaration:

introduce some of the problems of the co-location of native .

code with the JVM jint Java_Test_doublelt(JNIEnv *env,

jclass cls, jobject iref);
For many applications the possible overheads of our
approach are a small price to pay for increased reliability. \WWhen a Java application invokdsst.doublelt(i) ,
Moreover, with the improving quality of Java compilation the C function Java_Test_doublelt(env, cls,
techniques, the need to use native code as a performancéef)  will be called. The first argument is a pointer to the
boosting mechanism will become marginal. JNI environment interface, which groups JNI upcall

Differing semantics As the prototype described in Section functlons._The second argument Is a reference to an object
representing the class to which the method belofigs{(

5 demonstrates, it is possible to execute native code in a, hi The third . f h
separate process transparently, without the loss of'" this case). The third argument is a reference to the

functionality and without any dependence on the JVM. argument of the original call. Th_e valuesas  andiref .
However, it is also possible to write legitimate native code and the data structures they point to depend on a particular

that behaves differently when executed under “traditional”, ifmple_mentation c::thefJVM_and should be _r;)?nd[ed by JNI
in-process JNI and under out-of-process JNI. A contrived unctions only. These functions are accessibleana. To

example showing differing semantics is a program that see how it is done, let us take a look at the body of the
opens a file using standar@va.io classes and uses Native method:

reflection to get the value of the file descriptor of the open

file, typically stored in a non-public field of a



jint Java_Test_doublelt(JNIEnv *env, method is static or not. Second, JNI offers a rich set of

jclass cls, jobject iref) { interactions with the JVM. In addition to accessing class
jclass intcls = and object fields and invoking methods, the following are
(*env)->GetObjectClass(env, iref); examples of the functionality offered by JNI: monitors
jmethodID mid = available in the Java programming language can be entered
(*env)->GetMethodID(env, intcls, and exited, which allows for synchronization between
“intvalue®, "(1"); native and Java code; new references to objects can be
jint val = created so that the GC is aware of them; array regions can

(*env)->CallintMethod(env, iref, mid);

be accessed; new objects can be created; reflective
return val * 2;

capabilities of the Java programming language can be used;
} exceptions can be thrown and caught by native code.

There are two mechanisms to resolve names and link native
methods as corresponding Java methods. The first one
requires that implementations of native methods be named

L . according to a specific convention (e.0.,
the method is invoked so that its return value can be Java_Test_doublelt ). When the convention is

_doubled and_returned back to thq calling nga methpd. An followed, linking a native method is then just a matter of a
important point about the JNI environment interface is that . N i
name lookup in the symbol table of a native library; such

even thqugh .r.neta-data_s_uch as references to classes ar\ookup is performed automatically by the JVM. The second
method identifiers are visible to native methods, they are ;
mechanism does not rely on the JVM to search for the

bothtransientandopaque They are transient because they . hod in th readv loaded ; librari
are obtained only to be passed on to other JNI functions native method in the already loaded native libraries.
Instead, JNI programmers can explicitly link native

Eggggﬁ? |t(?(()alzlu;;n '?ﬁe;agr]:doIpnaqnuaetlvgegsl?see t?héi)\//o:;jr meth_ods with their impleme_ntations by r_egistering a C/C++
meaningless to .native code. This simplifies the ?un_ctlon address as the |mplementat|qn of a parncu!ar
. . : . ) native method. This is convenient especially when a native
implementation of our prototype (Section 5), since no application embeds a JVM implementation and needs to
native code should use these values for anything else thar]ink with a native method implementation defined in the
as arguments to JNI functions. native application. The names of such native methods of
The JNI environment interface defines more than 220 the embedding application almost certainly do not obey the
methods. This large number is a consequence of two facts.naming convention required by the JVM for implicit
First, many operations (invoking a method, accessing alinking. This has motivated the second, explicit way of
field) have several variants, depending on the type of field hame resolution and linking.

or return value of the method, and on whether the field or

hanged
/|/ unc \
/ / J-process \ K n-process\ \

/~ \ Original

By invoking methods omenv, the reference to the class of
iref is obtained first, then an identifier of the instance
method intValue() " of that object is found, and finally

IPC IPC |[Pseudq native
JVM NI I-proxy layer layer | JINI library
L/ N\ (l-orig)
ONY iTF_\ 4 f D
9 nterface OS Interface D
\ A/ System

System
k Resources / \ Resources J

Figure 2. A schematic view of the prototype.




5 THE PROTOTYPE
A highly portable, JVM-independent infrastructure for

automated and transparent execution of user-suppliedd.1l
native code in a separate process has been designed anﬁ{n
implemented. This section discusses the design and

expounds on some more technical aspects.

A high level view of the system is shown in Figure 2. It
consists of two processes. The first ojpprocess executes
the JVM and the Java application. The second ame,

underlying architecture, and the choice of an IPC

mechanism.
Upcalls that Invoke Methods

plementing the custom JNI environment interface was
straightforward for the JNI functions, which take a fixed
number of arguments of primitive types or of types
describing or referencing various components of a running
Java application. JNI functions not in this category are
array and string handling functions (Section 5.2) and JNI

process acts as a server processing requests to executdunctions for invoking Java methods or object constructors,

native methods, and is linked with the original user-
supplied native library; let us call Korig.

In order to achieve JVM-independence, a native library
with the same name and exported symbols@iy must be

described below.

Invoking a Java method or object constructor via JNI
requires passing the arguments for the method. JNI
provides three ways to do this: (i) passing arguments using

produced so that it can be loaded by the Java applicationfunctions with a variable number of arguments (by using

executing in-process Let us call this library-proxies It is

generated through an automated analysis of the symbolvariable-length list, as a value of the type_list

table ofl-orig. All names of defined functions starting with
Java_ and JNI_ are used to generate a source file, in
which all these functions are redefined to ship all of their
arguments along with an integer uniquely identifying the
function ton-process Upon receipt of such a message,

the “...” construct of C), (ii) passing arguments as a
, and

(iii) passing a vector of unions of the JNI-defined type
jvalue , each of which holds one argument for the upcall.
Only in the first case it is possible to compute the number
of upcall’'s arguments by analyzing the current stack call

frame. However, this is not portable and does not address

processexecutes the requested function with the supplied the remaining two cases.

arguments.

Each JNI function takes a JNI environment interface
pointer as its first argument. This simplifies the handling of
upcalls. Upon receipt of a requestprocessreplaces the
first word in the list of received arguments with its own
version of the JNI environment pointer. ThiseudoJNI
environment redefines all JNI functions so that each of
them ships all of its arguments along with its unique
identifier toj-process where the upcall is dispatched to the
original JNI method.

A portable solution is offered by the design of JNI itself.
Before invoking a Java method via a JNI upcall, the
method identifier has to be obtained first. This can only be
done by calling a JNI function GetMethodID or
GetStaticMethodID ) and supplying it with, among
other information, the signature of the Java method or
constructor to be executed by the upcall. The signature is
an easy-to-analyze string. The analysis is performed right
after successfully obtaining the method identifier, and
consists of computing the number and size of the
arguments. The original method identifier and the argument

To see the automation and transparency aspects of th&, ¢, mation are stored in a data structure whose address is

system, let us analyze the steps necessary to run the library;,-noq as the method

containing the methodJava_Test doublelt (see

Section 4) in a separate process. Let us assume that the, 1t the original

native implementation is compiled into a library called

libtest.so . A set of makefiles and scripts is used to
produce libtest-proxies.so This new library
contains a functionJava_Test doublelt , which

gathers all of its arguments and sends thenmarocess
The original library (ibtest ) is then linked with a
request-processing loop to formn-process while
libtest-proxies.so is renamed tdibtest.so SO
that whenj-processrequests the native library the proxies
are loaded instead. An initialization code libtest-
proxies.so is responsible for starting-processhefore
any downcalls are issued.

identifier to the caller (a native
method inn-procesy This data structure is then used to
method identifier and associated
method information before forwarding the upcall request to

j-process
5.2

Another design decision had to do with accessing arrays of
primitive types. This can be accomplished in two ways in
JNI. The first way is to obtain a copy of the elements
(Get<Type>ArrayRegioriamily of upcalls) and then set it
accordingly Set<Type>ArrayRegion The second way is
more direct - a pointer to the array elements is obtained
(Get<Type>ArrayElemenjs and then released after
accessing the elements of the array is complete

Upcalls that Access Arrays and Strings

Several details have to be explained before this high-level (Release<Type>ArrayElemenisSince the direct pointer

picture can materialize into a working system. They include

obtained inj-processis meaningless inn-process our

handling upcalls, accessing arrays and strings, explicitimplementation of the&setArrayElement$unctions returns
registration of native methods, issues related to the a copy of array elements to-process It also stores the



original direct pointer in a hidden prefix of the array. Each as follows. The return value of a native method can be
time a ReleaseArrayElementfunction is called inn- either of a primitive type or a reference to JVM entity
process the original direct pointer is retrieved from the (object, class, method identifier, etc.). In any case, this
array prefix and then sent tpprocessalong with the value is returned in one of two registers: fixed-pditwOor
request to release array elements and with the elementdloating-point %f0 [WG94]. After the call, the values of
themselves. Let us note here that the JNI specification both of the registers are read Iloyprocessand then sent
stresses that changes made to the array elements obtainelblack to j-process where they are restored just before
via any of the GetArrayElementsupcalls will not returning from the downcall. Thus, without knowing what
necessarily be reflected in the original array until a has actually been returned by the method, this value is
correspondingReleaseArrayElemenis called. Thus, our  properly returned to the caller. There is no danger in
implementation does not violate the semantics as definedoverwriting a value of, let us sayo00 when in reality a

by the specification. JNI functions for the direct call returns a value in%f0, since neither register is
manipulation of string’s characters are handled in a very preserved across function calls. Other architectures may
similar fashion. have different idiosyncrasies with respect to these issues.
. . Some of these problems may not arise with C++ native
5.3 Architecture-specific Issues libraries on some platforms, since it may be possible to
The prototype system is highly portable. There are only two extract method signatures from mangled names in library
parts of it, which in general require code specific to a Symbol tables.

particular platform: (i) figuring out how many arguments 5.4
are passed to a downcall pprocess and (i) returning the ’
correct value after executing the original native method in This section describes a portable implementation of the
n-processBoth stem from the fact that, in general, neither explicit registration of native methods (Section 4). A fixed
the number of arguments nor the type of return value of a number (256 in the current design) afionymous proxies
native method can be inferred from the native library. are linked withj-process An upcall requesting the binding
of a Java method (specified as a triple: {name, signature,
defining class}) to a particular function addre$tr in n-
processobtains an anonymous proxap; ap is then passed
on to the actual JNI upcall ipprocess A static variable in
apis used to initialize it with the following information: the
number of arguments this method should expect during
invocations (computed from the signature) afgtr. This

Explicit Native Method Registration

In our prototype system, running on the Solaris Operating
Environment on a SPARC™ processor, reading the number
of words taken up by arguments from a stack frame solves
the first issue. This reading is done by the generated code in
I-proxies. Properly obtaining the return value of a native
method is done by a request-processing loop-jorocess

j-process n-process
7/~ IVM libproxy [IPC layer IPC layer | server | Original native \
<~ | methods library
call _xxx = DowncallRegques
) door ® g—XXX
e B context
INL upcall INI i <<\IUDcaIIRequesr — upcall INLi
! DawncaIIRequ'e}>7 yyy
call _yyy I/L door @ _

> context %
<£)‘owncaIIReturn —

4 UncaIIReturn'\>7 ®
....................... T door

context
L1
EndOflnvocation %
\§ Method invocation context j
| |

Figure 3. Preserving the context of the JVM thread and the context of native method execution. Black ovals
representicontextswaps.




information is then used during the registered downcall 5.6 IPC-specific Issues
invocations to fetch all its arguments and pass them along

with rFptr to n-process The design is independent of any particular IPC mechanism

chosen to exchange data betwggmocessand n-process

This solution is portable but limits the number of explicitly although the chosen mechanism can substantially change
registered native functions. Solutions without this the performance of crossing the JNI interface.
constraint include generating machine-code stubs Our IPC layer isolates the rest of the system from details
dynamically (non-portable) or generating and loading new such as how upcalls are guaranteed to execute in the correct
libraries, filled with anonymous proxies (requires operating context (Section 5.5). It enables simple replacements of one
system-specific code to load a library). An unconstrained IPC mechanism with another, simplifying cross-OS
and fully portable solution would require JNI to offer a porting. Typically, an IPC layer based on mechanisms
standard way to obtain the name and signature of theoptimized for the underlying hardware and operating
currently executing Java method which, from the system platform would be favored.

perspective of native code, is the topmost Java method on
the execution stack (currently this information is available
via the JVM Debugging Interface [Sun00a], but not via
standard JNI). With such a mechanism, only one
anonymous proxy would be needed. It would be linked
with each explicitly registered native code and, on
invocation, it would use the information from the topmost
frame on the stack of Java method invocations to compute
the size of arguments and to determine the native function
to be called via a lookup based on the name of the 6).

downcall. Such a mechanism would also address the iSSUGSMaintaining the performance advantages of doors handoff
highlighted in Section 5.3. scheduling is not straightforward because of upcalls: an
upcall from the native code requires a transparent transfer
of control back to the original thread without losing the
An important design question was whether the upcalls native method execution context on timeprocessside.
should be handled in the context of the thread that Another door call directed at the original JVM thread (from
originally issued the downcall. Allowing different contexts n-procesdo j-proces3 cannot be made, since this thread is
could potentially simplify the implementation but would already waiting on a door call for the native method. One
lead to various problems. For instance, an exception thrownway to circumvent this problem is to use an intermediate
in an upcall has to be dispatched to the thread that causedhread to perform the door call for the method invocation so
the downcall. Similarly, requests to obtain a stack trace that the original thread can service subsequent door calls
should look identical to those generated by traditional JNI from the n-process However, this adds two additional
systems. This may be hard to achieve if different threads threads for each thread executing native methods; it also
generate a downcall and then handle subsequent upcallsadds additional full thread context switches. The
Another example of problematic behavior is executing alternative, adopted in our design, is to implement upcalls
Thread.currentThread().setPriority() via a as a return from the original door call.

sequence of upcalls. Yet another potential problem is
caused by monitors acquired by application’s threads;
handling upcalls in a thread context different from that of
the downcall may lead to having to re-acquire monitors and
to deadlocks.

Our implementation of the IPC layer uses doors [HK93],
which is an efficient IPC mechanism available on the
Solaris Operating Environment and on Linux [Lang98].
Doors achieve low latency by transferring control directly
(handoff scheduling) back and forth between the caller's
and the callee's threads [MMO00]. We have also
experimented with a sockets-based implementation, but the
overheads were much larger than those of doors (Section

5.5 Thread-related Issues

In order to transparently retain the native method execution
context, the standardcontextfacility available on modern
commercial UNIX® systems is used as shown in Figure 3.
A pool of ucontextstructures is pre-initialized at startup
time byn-processDoor calls are issued Hyproxy for both

In order to avoid these problems, all upcalls are handled in invoking native methods and for returning results of JNI
j-processby the thread that has issued the corresponding upcalls. That wayj-processis always issuing door calls
downcall. Hence, a thread in thgroxy code may return  and then-processis always returning from door calls.
from a downcall for two reasons: because the native The returned information indicates whether it is a return
method completed, or because of an upcall issued by thatfrom a downcall or an upcall request. Upcall request
native method. In the latter case, thproxy calls the JNI messages carrycontextidentifier (currently, a pointer to
locally, and returns its results to timeprocessHow upcall the actualicontextstructure) that is always included in data
requests are delivered to the thread that has invoked thereturned back by-proxy so that the proper context can be
initial downcall is taken care of by th®C layer, described re-established im-process.When the last active native
below. method completes, the correspondungpntextis returned

to the pool. This solution takes full advantage of the
handoff scheduling of doors, and guarantees that a chain of



native methods executes with the same stacks and contexty PERFORMANCE ISSUES

in both thej-processand then-process , ) . .
The purpose of this work is primarily to increase

5.7 JVM-specific Issues debuggability and reliability of applications consisting of
safe and unsafe code. Nevertheless, it is interesting to know
the overheads introduced in our prototype. The cost is
directly proportional to the number of JNI downcalls and
upcalls executed by an application, as these are the only
0places where any overheads were introduced. They are also
dominated by the cost of the IPC mechanism chosen and by
the cost of thread context management.

There are no issues specific to or dependent upon a
particular JVM implementation. This is a very important
point, worth stressing in boldfac&here are no JVM-
specific issues In particular, this means that the design
presented in this paper can be implemented and use
treating the JVM as a black box, and regardless of the
version or the vendor of the JVM, as long as it complies
with the JNI specification and as long as the chosen
communication and threading mechanism does not conflict
with the internals of the JVM. We have tested our
prototype with three different implementations of the JVM
available from Sun Microsystems and encountered no such
conflicts.

Table 1 summarizes the overheads introduced by our
approach. The measurements were obtained on a Sun
Enterprise™ 3500 with four UltraSPARC™ Il processors
clocked at 400MHz running the Solaris Operating
Environment, version 2.7. The Java HotSpot™ virtual
machine, client version 1.3.1, was used. The “downcall”
It is important to note that, depending on the column reports the cost of a very simple downcall, which
implementation of the JVM, native code containednin takes no arguments and returns immediately, while
processmay still cause a crash or malfunctioning of the “downcall + upcall” additionally issues th&etVersion
JVM executing inj-process This may happen when the upcall, which returns immediately with an integer
JVM does not check whether class and object referencesspecifying the JNI version used. The | B4overhead of a
and method and field identifiers passed to it via JNI calls downcall breaks down as follows: 18&is taken by a door
are valid. For instance, native code could pass an arbitrarycall and return, 30,8 is the cost of twaucontextswaps
number in place of an expected valid method identifier. and the rest (4%s) are various bookkeeping and data
JVM implementations with proper checks in place would copying overheads. Similar analysis applies to the
detect such situations and, for instance, throw an exceptiongyverheads associated with upcalls. This number would be

or return an error-signaling value. JVMs without such much higher if sockets were used — a one-word round-trip
safeguards are vulnerable to these kinds of problems. message takes about 128

5.8  Safe Composition of Multiple Libraries The overheads (about 400 times higher than the plain in-

The description so far assumes that all calls to all native Pro¢ JNI downcall) seem very large. And they are indeed,
libraries were routed to a single-processserver. As for. downcalls that do not compute much. To see how
mentioned earlier, isolating native methods from different q_wckly the overheads become toIerzabIe, Iet_us analyze a
native libraries may also be needed. A simple solution is to S|mp_le program which performs = A for matrix A. The
create as mang-processs as there are user-defined native Matrix is coded as an array of floating point numbers and
method libraries. Since the corresponding proxy library squaring it requires one downcall (to initiate the native call)

createsn-proceses, routing a native method call to the and two upcalls (to _fetch the matrix_ entries and to set the
fight n-processs straightforward computed result). Figure 4 summarizes the overheads as a

_ _ _ _ function of array size. For small arrays the overheads are
To avoid a proliferation oh-processs, it may be useful to  prohibitive. For 40x40 arrays they become tolerable, and
perform the processing of native methods from multiple virtually disappear when the array size approaches 90.
libraries by a single-processvhen isolation between these L _ . .

libraries is not a requirement. Library groups may be Another insight into the costs is obtained as follows. All
described in a simple configuration file, whose location is UPcalls and downcalls performed by SPEC JVMO98
known to each proxy library. [Spec98] benchmarks were counted. These calls were

Another library management issue, not investigated in this INLi INI out-of
paper, is loading the same native library by multiple tasks In-proc out-ol-proc
in a multitasking JVM. Multiple n-processes are then Downcall 0.136us 541s
acceptable, but more logic has to be put into proxies to

multiplex/demultiplex calls based on the task id of the | Downcall +upcall|  0.163s 10€us
down-caller.

Table 1. Overheads of executing native code in
a separate process.
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Figure 4. The overheads of computing the second power of a matrix in a native method in a separate
process. The overheads are reported relative to executing the method under standard JNI. The
overheads are plotted as a function of the matrix size. The matrix size is the number of rows (which is
equal to the number of columns) and is shown on the horizontal axis.

caused by core Java classes, since there are no user-levglerformance overhead of the proposed isolation. These
native libraries associated with the benchmarks. The countsnumbers are no substitute for more realistic benchmarks,
were used to estimate the overheads of the scenario inand serve only as an evidence of the high dependence of

which all native code of core libraries was executed in a the frequency and number of native calls (and the

separaten-process each downcall adding $8 and each

associated overheads when the JNI isolation scheme is

upcall adding 5@s of performance overhead. The results, used) on the behavior of a particular application.

summarized

Table 2. JNI downcalls and upcalls caused by core Java
classes and the overheads if they were to execute in a

separate process.

Benchmark | Downcallg Upcalls  Overhead [%0]
compress 2267 4911 1.03
db 101963 45127 15.46
jack 2573766 42123 887.88
javac 4204338 46541 680.87
jess 2681855 40509 859.22
mpeg 1252532 14595 170.14
mtrt 192095 7092 40.23
raytrace 169160 7064 37.2¢

in Table 2, show that the number and
frequency of native calls issued by core classes varies

greatly across the benchmarks, and so would the

11

The main utility of the proposed system is increased
debuggability and reliability of native code, and
performance issues are typically of secondary importance
in such settings. Whenever performance matters and the
proposed isolation scheme is preferable over standard JNI,
the number of native calls to libraries executed ras
processs should be minimized. Also, if the system is used
for debugging, a tested library can be moved back into the
same process as the JVM, which removes the overheads.

7 RELATED WORK

The efforts to contain native code can be characterized as
whether it can run in the same address space as the “main”
program or not. Specific solutions in each of these areas are
discussed below.

7.1

In order to be able to safely co-locate native code with
other application and runtime components, the behavior of
binaries must be constrained to ensure memory safety. A
dynamic approach is software fault isolation (SFI)
[WLA+93], which parses binaries and inserts runtime

Controlling Native Code



checks on memory operations. Several flavors of SFI exist, equally important and as dangerous as errant memory
depending on the desired level of memory safety. In the writes.
general case, when all read and write operations have to b . .
checked, the overheads of runtime checks can amount t§7'2 Using Address Spaces for Protection

20% [WLA+93]. SFI toolkits must be very carefully virtual memory hardware is now ubiquitous, and most of
crafted. Otherwise, the overheads may be much higher. Fortoday's operating systems rely on it for ensuring protection,
instance, the VINO extensible operating system [SES+96] hoth between the kernel and applications and among
uses SFI for protecting the kernel from mischievous applications themselves. Memory protection is enforced by
extensions drafts). The worst-case runtime overheads of the hardware and is relatively inexpensive.

applying straightforward (not optimized) SFI to grafts can . o .
be as high as 100%. Most operating systems limit their use of hardware-based

protection mechanisms to protection between address
In contrast to the dynamic approach of SFI, Proof-Carrying spaces. The recent Palladium system [CVP99] is a notable
Code (PCC) [NL96] advocates static analysis of unsafe exception. Palladium exploits the Intel x86 virtual memory
code. The code producer is required to generate a formalhardware support for variable-length segments to provide
proof that the code complies with the certain policy. The intra-address space memory protection. The basic idea is to
client (i.e. receiver of the untrusted code) can easily put mutually untrusted parts of a program (e.g., a program
validate the code against the proof and execute it only if the core and some user-defined extensions of it) into disjoint
validation is positive. Thus, the runtime costs are segments within an address space. A lightweight segment
negligible. However, the general problem of proving the boundary crossing mechanism is provided, and is
memory safety of arbitrary binary code is undecidable. significantly faster than the best reported IPC mechanisms.
Inserting some runtime checks in strategic locations so thatHowever, this approach has several limitations that make it
the proof can be generated can mitigate this problem. Onunsuitable for the Java platform. First, extensions must be
the other hand, the potential of PCC is much larger than single threaded. Second, they cannot make arbitrary system
SFI, since more than just memory safety can be encoded incalls, which must be mediated by the extended application.
proofs. Third, it is unclear how extensions can share operating

Typed Assembly Language (TAL) [MCG+99] is a low- SYStémresources.

level, statically typed target language. The goal of that Microsofts Common Object Model (COM) [Roge97]
work is to identify typing abstractions that have general allows for the same COM components to execute in the
utility for encoding a variety of high-level language same process (in-proc) or in a separate process (out-of-
constructs and security policies, but that do not interfere proc). This is accomplished with the help of an interface
with compiler optimizations. This approach may be well definition language (IDL), used to describe data passed into
suited for producing high-performance, memory-safe native and out of out-of-proc components. The reasons behind
code, when the source files are available. enabling out-of-proc COM components are very similar to

A more radical approach is to disallow any unsafe native our motivation. The main d|ffer_ences_ are the_level of
code. For this to be practical, enough compiler and transparency and automation achieved in our design.
infrastructure support should be provided so that codeg CONCLUSIONS
written in the safe language executes reasonably fast and so
that there is no need to resort to native code to accesslsolating native code as described in this paper could have
underlying operating system services. The SPIN extensiblesignificant benefits for JVM development groups and for
operating system [BSP+95a] is an example of this the users. Several important areas where this is useful
approach. Kernel extensions are written in a type safe include:
subset of Modula-3 [Nels91] and installed in the kernel.
The extensions can install handlers for any kernel events in
which they are interested and for which they have
appropriate permissions. Even though the use of a safee increased reliability of systems with native libraries
language simplifies some of the safety issues, certain which use OS resources in a way conflicting with the
aspects of cleaning up after an errant extension are use intended by the JVM,
problematic in SPIN. For instance, dealing with resource
hoarding is a challenge. While we share the view of the °
SPIN authors that protection is a software issue
[BSP+95b], itis important to stress that enSUring memory . enab"ng mixed-mode debugging' that is, debugg|ng of
safety is just one aspect of taming native code. Other  an application that contains a mix of Java code and of
aSpeCtS, such as CoaniCting use of OS interfaces, are native Code, independent of the JVM, with any Java
application debugger and with any C/C++ debugger

increased debuggability of a single JVM running a
single application,

enabling user-supplied native code in embedded JVMs
and in multitasking systems based on the JVM,
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native calls made by the program with gdb; gdb was C. Extensibility, Safety and Performance in the SPIN

executingn-proces} Operating Systeni 5" ACM Symposium on Operating
. - . . . . t Principles, M tain, , D
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