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Gmail’s Smart Compose

We Are Living With Intelligent Applications
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iOS’s Predictive Text

https://www.theverge.com/2018/5/10/17340224/google-gmail-how-to-use-smart-compose-io-2018
https://support.apple.com/en-au/HT207525



Microsoft’s Visual Studio IntelliCode
Code completion suggestions based on 1,000s of open source projects
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Facebook’s Aroma
Code-to-code search and recommendation tool
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https://ai.facebook.com/blog/aroma-ml-for-code-recommendation/



Amazon’s CodeGuru Reviewer
Identifies critical issues and hard-to-find performance bugs and suggests ways to fix them
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Facebook’s Sapienz
Automatic generation of tests for Android applications based on system testing

6 Copyright © 2021, Oracle and/or its affiliates “Automated Fault-Finding and Fixing at Facebook”, Mark Harman, POPL 2019 Keynote



Facebook’s GetAFix
Finds fixes for bugs and offers them to engineers
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https://engineering.fb.com/developer-tools/getafix-how-facebook-tools-learn-to-fix-bugs-automatically/

A code fix to 
a lint error



Amazon’s CodeGuru Profiler
Finds most expensive lines of code and recommends improvements
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These Examples Help Developers, Testers and Operations Staff

Proposed
fixes

Intelligent
coding

e.g., VS IntelliCode,
Aroma, CodeGuru
Reviewer, GetAFix

Intelligent
testing

e.g., Sapienz, GetAFix
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Intelligent
monitoring

e.g., CodeGuru Profiler

KB
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We Can Build an Intelligent Application 
Security Future

#ias



Intelligent Application Security
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Intelligent
security coding

You have a 
vulnerability at line X and

here’s how to fix it 
[before you can 

commit]



Intelligent Application Security
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Intelligent
security coding

You depend on 
vulnerable 3rd party

library Y – upgrade to 
clean version Z

KB

own
tools



Intelligent Application Security
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Intelligent
security coding

You depend on a 4th

party library M that
contains malware –
use clean version N

instead

KB

own
tools



Intelligent Application Security
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Intelligent
security coding

Proposed
fixes

KB

Intelligent
security testing
e.g., Automatically
generate tests for 

security

Automatically 
propose bug fixes to 
failing security tests

own
tools



Intelligent Application Security
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Intelligent
security coding

Proposed
fixes

Intelligent
security 

monitoring
e.g., 

Autonomously 
block attacks 

against vulnerable 
running service

Autonomously 
update allowlists

Attack 
data

Block
attack

KB

Intelligent
security testing

…



Tomorrow – Intelligent Application Security
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Intelligent
security coding

Proposed
fixes

Attack 
data

Block
attack

KB

Intelligent
security testing

…

Intelligent
security 

monitoring



“Intelligent Application Security aims to provide an automated approach to 
integrate security into all aspects of application development and 
operations, at scale, using learning techniques that incorporate signals 
from the code and beyond, to provide actionable intelligence to developers, 
security analysts, operations staff, and autonomous systems.”

Cristina Cifuentes
October 2020
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