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The machine 
world

The human 
world
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MITIGATION

Data forensics

Suggest an action plan

Automated corrective actions

PREVENTION

Identity & access control

Vulnerability management

Threat Intelligence

REFLECTION

Extract insights

Build new threat profiles

DETECTION

Log analysis

Real-time analysis

Anomaly detection and alerting

ML
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The Method

The Data

The Adoption

3 challenges
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The method challenge



The first key to success is 
understanding the use case

Use case: 
Alert prioritization to decrease alert fatigue 

Requirements: 
Performance optimization vs secure operation
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The first key to success is 
understanding the use case

Use case: 
SQL log analysis to detect abnormal queries

Requirements: 
Anomaly detection vs Query classification



Finding the proper 

means (method) 

to solve a problem
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Less is more:
finding the solution that 
gets the job done
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Accuracy

+

Latency

+

Run-time performance

Minimal workable solution



The data challenge
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You Can't Always Get 
What You Want
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Understanding input data 
is not always trivial

Volume control

Pickups

Tuning pegs

Frets



The quest for data labelling 

We will rock you, Rock

Hallelujah, Classic

Fly me to the moon, Jazz
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System logs are a motley 
crew for encoding

4 Aa sql

IP 
addr

System logs

time



The adoption challenge
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“How does my role change?”

“Why should I trust an algorithm 
that cannot explain its result?”

“It’s just an educated guess.”

Source: ShutterStock



relate

value

trust

A c c e p t

deploy

sustain

U s e
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How do humans learn?
A tale of two systems

Fast Slow

Experience Instruction

Machine Learning Model & Procedure

Source: UX Collective
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What are your PAIN POINTS?

Demonstrate VALUE.

Highlight LIMITATIONS. 

What’s in it 
for ME?



What’s in it 
for ME?
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How does my 
role CHANGE?

We need your EXPERTISE.

Allow EXPLORATION.

What are your PAIN POINTS?

Demonstrate VALUE.

Highlight LIMITATIONS. 



trust me
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Explainable AI



GET DATA CLEAN & 
PREPARE 
DATA

TRAIN 
MODEL

TEST 
MODEL
ACCURACY

IMPROVE 
MODEL
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How to deploy ML?
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How to deploy ML in production?

PROFILE

categorise
behaviour

DETECT

suspicious
behaviour

SELECT

malicious 
event

MITIGATE

recovery 
actions

LEARN

update 
profiles

GET DATA CLEAN & 
PREPARE 
DATA

TRAIN 
MODEL

TEST 
MODEL
ACCURACY

IMPROVE 
MODEL



What is the cost of 
maintenance?

data result

model

data result

re-train
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