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ORACLE

HOW THE HEARTBLEED BUG WORKS:

SERVER, ARE YOU STILL THERE?
'ser Meg wants these 6 letters: POTATO.

IF 50, REFLY *POTATO" (6 LETTERS).
ﬁ ) O
0

SERVER, ARE YOU STILL THERE?
IF 50, REPLY "BIRD" (4 LETTERS).

ﬁj

Hum....

mmmsnu,mm:?: er Meg wants these 500 letters: HAT.

IFS0,REPLY "HAT" (500

/

er Meg wants these 500 letters: HAT.

HAT. Lucas requests the “missed comne

ctions” page. Eve (administrator) van| o
ts to set Server’s master key to "148 (o]
35038534". Isabel wants pages about " °
snakes but. not too long'. User Karen

wants to_change account password to

ghts reserved. |
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ORACLE

HOW THE HEARTBLEED BUG WORKS:

SERVER, ARE YO STILL THERE?
IF 50, REPLY T0 (6LE"ER6) 'ser Meg wants these 6 letters: POTATO.
) O

(0)
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SERVER, ARE. YOU STILL THERE?
IF 50, REPLY "BIRD" (4 LETTERS).
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HI, THIS 1S

YOUR SON'S SCHOOL.

WERE HAVING SOME
COMPUTER TROUBLE.

\%m

ORACLE

OH, DEAR - DID HE
BREAK SOMETHING?

IN A WAY /

S
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!

DID YOU REALLY
NAME YOUR SON
Robert'); DROP
TABLE Students; -~ 7

~OH.YES UTTLE
RBOBBY TABLES,
WE CALL HIM.

WELL, WEVE LOST THIS
YEAR'S STUDENT RECORDS.
I HOPE YOURE HAPPY.

{

AND I HOPE
< YOUVE LEARNED
L TOSANMIZE YOUR
DATARASE INPUTS,

https://xkcd.com/327/

ed. |




THIS
YE NT RECORDS.
HOPE YOURE HAPPY.

HI, THIS 1S OH DEAR —DID HE | DID YOU REALLY

YOUR SON'S SCHOOL. | BREAK SOMETHING?

WE'RE HAVING SOME
CoMPUTER TRoBLE. | "N QWAY’ / F
AND I HOPE
i . YES. UTTLE < YOUVE LEARNED
BOBBY TABLES, TO SANMIZE YOUR
WE CALL HIM. DATARASE INPUTS.

%W\

https://xkcd.com/327/
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IF SOMEONE. STEALS MY LAPTOP WHILE T'M
LOGGED IN, THEY CAN READ MY EMAIL, TRKE MY
MONEY, AND [MPERSONATE. ME TO MY FRENDS,

BUT AT LEAST THEY CANT INSTALL
DRIVERS WITHOUT MY PERMISSION.

https://www.xkcd.com/1200/
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| THEY CAN RERD MY EMAIL, TRKE MY
AND [MPERSONATE. ME TO MY FRENDS,

BUT AT LEAST THEY CANT INSTALL
DRIVERS WITHOUT MY PERMISSION.

https://www.xkcd.com/1200/
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Access

Control

C, C++ Java Java EE
Java<->C Java <-> C, Java <-> PL/SQL
JavaScript
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Vulnerabilities due to buffer errors
(2013-2015)

National Vulnerability Database, http://nvd.nist.gov
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Vulnerabilities due to cross-site
scripting (2013-2015)

2230

National Vulnerability Database, http://nvd.nist.gov
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Vulnerabilities due to permissions,
privileges and access control
(2013-2015)

National Vulnerability Database, http://nvd.nist.gov
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Buffer overflow used in a Buffer overflow used in the
1972 kernel [1] 1988 Morris worm
: L : SQL injection explained in
1 9 9OS Cross-site scripting exploits 1 9 9 the literature [2]

[1] Computer Security Technology Planning Study, 1972. [2] Phrack Magazine, 8(54), article 8
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ORACLE

How is this possible?

Copyright © 2016, Oracle and/or its affiliates. All rights reserved. |

13



Reported Vulnerabilities per Year
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National Vulnerability Database, http://nvd.nist.gov
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TIOBE Programming Community Index
Source: www.tiobe.com

30
25
== Java
= C
. C++
== Python
& —
i —
& 15 PHP
£ JavaScript
& == Perl
== Visual Basic .NET
10 Ruby
5
0
2002 2004 2006 2008 2010 2012 2014 2016
June 2016
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ORACLE
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ORACLE

HACKERS BRIEFLY TOOK
DOWN THE WEBSITE OF
THE CIA YESTERDAY...

e

[\WHAT PEOPLE HEAR:

1 WHAT COMPUTER

SOMEONE HACKED
INTO THE COMPUTERS

OF HE CYAL!

/

EXPERTS HEAR:

SOMEONE ToRE DOWN
A POSTER HUNG P
Y THe CIA!

;
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Attackers look at code from the point of view of how to break into it

Developers write code from the:point of view of functionality required
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* Buffer Errors
— Return to stack
— RoP
— Heap spray
— Return to libc

ORACLE

Sample Attacker Techniques

Copyright © 2016, Oracle and/or its affiliates. All rights reserved. |
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— Return to stack
— RoP
— Heap spray

— Return to libc

ORACLE

Sample Attacker Techniques

* Injections

— Missing validation
altogether or validating SQL
as HTML

— Edge cases (e.g., partial
sanitisation of HTML
entities)

— Use of blacklists rather than
whitelists

Copyright © 2016, Oracle and/or its affiliates. All rights reserved. |
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Sample Attacker Techniques

. . * Access Control
— Return to stack — Missing validation — Missing checks
— RoP altogether or validating SQL — Incorrect checks (e.g., check
— Heap spray as HTML for “logged in user” and not
_ — Edge cases (e.g., partial “logged in administrator”)
— Return to libc sanitisation of HTML
— .. entities)

— Use of blacklists rather than
whitelists

: ‘ CI_E Copyright © 2016, Oracle and/or its affiliates. All rights reserved. | 21



Why Is This Happening?
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data or code

ORACLE

Buffer Errors
Injections
Access Control

Copyright © 2016, Oracle and/or its affiliates. All rights reserve

d.

Security-sensitive

dCCeSS
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data or code

ORACLE

Need Sanitisation

Security-sensitive
access

Sanitisation

Copyright © 2016, Oracle and/or its affiliates. All rights reserved. |
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Sanitisation is the developer’s responsibility
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Most languages do not provide sanitisation
support
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Solution: Education

* Many PL subjects don’t cover security aspects per se
* Few universities offer PL Security courses at undergraduate level

* Companies do own training
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R CI—E Copyright © 2016, Oracle and/or its affiliates. All rights reserved. |

27



Solution: Education
‘\0%
* Many PL subjects don’t cover N@s er se

* Few universities o;erﬁ&ity courses at undergraduate level
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Solution: Static Analysis Tools

* Re-parse the code with different compiler
* Encode semantics of PL in intermediate representation (IR)
* Analyse IR with over or under approximations

* Report bugs/vulnerabilities with False Positives (over) or False Negatives
(under)

o c ®
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Solution: Static Analysis Tools

* Re-parse the code with different compller \e

* Encode semantics of PL in interme Qentahon (IR)
* Analyse IR with over or underﬂ IMations
* Report bugs/vulW@ alse Positives (over) or False Negatives
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Solutions: Dynamic and Verification Tools

Dynamic Verification
* Dynamic analysis tools * Model checking
— Instrumentation ° TheOrem proving
— Introspection

* Fuzzing

: : o
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Dynamic

* Dynamic analysis tools

— Instrumentation

— Introspection Q\

ORACLE

Solutions

Verification

* Model checking

* Theorem proving

c\©

Copyright © 2016, Oracle and/or its affiliates. All rights reserved. |
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We can design languages that avoid some of
these issues statically
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Avoid Buffer Errors Statically

* Guaranteed memory safety

RUST

Graydon Hoare, 2009

o c ®
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*  Borrowing
shared borrow (&T)
mutable borrow (&mut T)

Efficiency
* Zero-cost abstractions
* Parallelisation



We can design languages or extensions that
track some of these issues dynamically
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Avoid Buffer Errors Statically and Dynamically

Checked

* Extends C with bounds checking

* 3 new checked pointer types:
ptr, array ptr, span

Bounds-checked arrays: checked

Checked member bounds

Bounds-safe interfaces
* Checked program scopes
* Lightweight invariants

* Runtime errors on pointer arithmetic
overflow and null pointer for
array ptr

* Dynamic checks

David Tarditi, June 2016 (v 0.5)
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Avoid Buffer Errors Dynamically

* Managed memory
* Garbage collection
* Firstintroduced in LISP in 1958

* Nowin
* 0O languages: Smalltalk, Java, C#,
JavaScript, Go
* Functional languages: ML, Haskell,
APL
* Dynamic languages: Ruby, Perl, PHP

John McCarthy, 1958
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peri'

Avoid Injections Dynamically

 Taint mode
* Perl 3, 1989

* Automatic checks when program
running with different real and
effective user or group IDs

 -Tflagtoturniton
* Similar ideas in
*  Ruby

Larry Wall, 1987

o e ®
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We have made first steps to provide
developers with access control support in
the language
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First Steps at Avoiding Access Control Issues E;(a

» Safely run untrusted applets on
your computer

* Security model
* Java 1.2, 1998 [Li Gong]

* Subscribes to the principle of least
privilege

* Security Manager mediates all access
control decisions

* Stack-based checks

Similar ideas in

 _.NET framework

James Gosling, 1991

o e ®
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Avoid Access Control Issues

ORACLE

* Extends/limits JavaScript to safely
embed untrusted active content
inside your web browser

* Available as a plugin, ~2011

* Object-oriented capabilities

* A capability-secure JS subset (SES —
Secure ECMAScript)

* A safe DOM wrapper (Domado)
A HTML and CSS sanitiser

Mark Miller, ~2010

Copyright © 2016, Oracle and/or its affiliates. All rights reserved. |
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Memory safe

ORACLE

Rust,
Checked C,
JS, Go, Ruby

Java,
Caja

Perl

Access control

Copyright © 2016, Oracle and/or its affiliates. All rights reserved. |

Injection free

42



performance

static Rust Your
language?
static & Checked C Your
. ?
dynamlc language-
] JavaScript
dynamlc Go Your
Ruby language?
Perl
Java

Caja

safety

R CI_E Copyright © 2016, Oracle and/or its affiliates. All rights reserved. | 43




ORACLE

Intermezzo

Copyright © 2016, Oracle and/or its affiliates. All rights reserved. |
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A CRYPTO NERD'S WHAT WoULD

1 IMAGINATION 1 ACTUALLY HAPPEN:
HIS LAPTOP'S ENCRYPTED. HIS LAPTOP'S ENCRYPTED.
LETS BUILD A MILLION-DOULAR DRUG HIM AND HIT HIM WITH
CLUSTER To CRACK \T- THIS $5 WRENCH UNTIL
EVlL PLF\N
1S FOILED! ™

http://xkcd.com/538/
ORACI_E Copyright © 2016, Oracle and/or its affiliates. All rights reserved. | 45



int getRandomNumber ()

return 4. // chosen by fair dice roll.
// quaranteed to be random.

http://xkcd.com/221/
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Vulnerabilities due to cryptographic
issues (2013-2015)

1769

National Vulnerability Database, http://nvd.nist.gov
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Cryptographic Issues

* Use of hardcoded passwords

* Use of deprecated algorithms

* Use of wrong defaults

* Use of hardcoded seeds

* Improperly hashed passwords

* Deterministic seeds to generate random numbers

* Valid users and host security keys left on an image of a cloud platform

o c ®
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Sample Attacker Techniques

* Poor API design (e.g., weak defaults)
* Weaknesses in protocols
* Use of deprecated suites

* “Breakthroughs”

o c ®
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We have made first steps at providing a
Cryptographic APl for non-crypto developers
to use
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First Steps to Avoid Cryptographic Issues E;/\a

* Cryptography Architecture
* Javal.l, 1997
*  Framework for cryptography

* APIs for encryption, key generation

& management, secure random
number generation, certificate
validation, ...

* Similarideas in

.NET framework

PyCrypto

krypt for Ruby

James Gosling, 1991 crypto for Go, ...
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Crypto APIs are too low level
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FIGURING OUT WHY MY HOME
SERVER KEEPS RUNNING OUT PLUGGING IT INTo A LIGHT TIMER
OF SWAP SPACE AND CRASHING: SO |T REBOOT3 EVERY 24 HOURS:

n l

:
:
H

-~
~
-
Lo
_~—
-
-
-~
-~
-
-
-

TIIEFIEYILL

5 MINUTES

\WHY EVERYTHING I HAVE IS BROKEN

O Q ®
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ORACLE

Vulnerabilities due to resource
management issues (2013-2015)

Copyright © 2016, Oracle and/or its affiliates. All rights reserved. |
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Resource Management Issues

* Use after free

* Double free

* Memory corruption
* Type casting error

* Worker termination error

O c ®
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ORACLE

Resource Management Issues

Copyright © 2016, Oracle and/or its affiliates. All rights reserved. |
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ORACLE

Resource Management Issues

No Release

Copyright © 2016, Oracle and/or its affiliates. All rights reserved. |
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Few solutions to resource management
issues are available
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Memory Safe languages avoid use-after-free
and double-free issues
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™ ON YOUR MARK ... S GET SET... ~ Go! ~... I SAID "GO;
SOMEONE THROW

REMEMBER EPISODE |, SOME WATER ON HIM.

WHEN T GOT AU NAKED? —

IN THAT DESERT? CANT ...GET IT...
OUT OF MY HEAD..

\ y;
&% | £~
http://xkcd.com/580/

O c ®
R Cl_e Copyright © 2016, Oracle and/or its affiliates. All rights reserved. | 60



ORACLE

Vulnerabilities due to race conditions
(2013-2015)

Copyright © 2016, Oracle and/or its affiliates. All rights reserved. |
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We need to consider the future concurrent
world and make race conditions a thing of
the past
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Concurrency by Default

* Goroutines for concurrency
* CSP-style, light-weight process

* goroutines communicate and
synchronise using channels

* Main goals
* simplicity, safety and readability

 Not data-race free

Robert Griesemer, Rob Pike and Ken Thompson, 2007
ORACLE

Copyright © 2016, Oracle and/or its affiliates. All rights reserved. | 63



Avoid Race Conditions

PONY

Sylvan Clebsch, Sebastian Blessing, Sophia Drossopoulou, ~2014
Copyright © 2016, Oracle and/or its affiliates. All rights reserved. | 64

* Actors for concurrency

* Fast: zero-copy messaging

» Safe: data-race free type system
* Reference capabilities/Type

qualifiers based on deny
properties

* iso, trn, ref, val, box, tag
attached to the path to an object

* mutable, immutable, opaque




Avoid Race Conditions

* Concurrency via immutable data
structures

* |dentities: a series of immutable
states over time

and mutable reference types

o
* Designed for simplicity and data
orientation

Rick Hickey, ~2005

e ®
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Cryptography
support

ORACLE

Java, .NET,
Python,
Ruby

Rust

Pony,
Clojure

Data-race free

Copyright © 2016, Oracle and/or its affiliates. All rights reserved. |

Resource
management
support
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Library
(crypto)

In the
language

ORACLE

Java
NET
Python
Ruby
Go

Go
Rust

Your
language?

Your
language?

Copyright © 2016, Oracle and/or its affiliates. All rights reserved. |
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What is Security in the Context of
Programming Languages?

ORACLE



safety in
library

safety in
the

ORACI_E Copyright © 2016, Oracle and/or its affiliates. All rights reserved. | 69




performance

ORACLE

safety
in library

Copyright © 2016, Oracle and/or its affiliates. All rights reserved.
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14844

ORACLE

Vulnerabilities in the past 3 years
(2013-2015)
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TIOBE Programming Community Index
Source: www.tiobe.com

30
25
== Java
= C
. C++
== Python
& —
i —
& 15 PHP
£ JavaScript
& == Perl
== Visual Basic .NET
10 Ruby
5
0
2002 2004 2006 2008 2010 2012 2014 2016
June 2016
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ORACLE

Education lagging

Copyright © 2016, Oracle and/or its affiliates. All rights reserved.
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It’s time to include security in our language
design
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There Will be Barriers for New Adoption

* Performance
* Usability
* Removing cognitive overload

* Legacy language support / interoperability / FFI

c ®
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Challenge — To design languages that
provide security and eradicate buffer errors,
injections, access control issues,

cryptography issues, resource management
issues and race conditions
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Challenge — To provide the context for
tainted data that crosses along different
layers
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Challenge — To provide high-level crypto
APls (e.g., stores password, does hashing)
that don’t require changes over time?
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Challenge — To provide security guarantees
in the languages we design
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million software developers
worldwide (11M professional,
7.5M hobbyist)

http://www.idc.com/research/viewtoc.jsp?containerld=244709, IDC December 2013 report
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Security in not just for expert developers
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We need security for the masses
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ORACLE

cristina.cifuentes@oracle.com

http://labs.oracle.com/locations/australia
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Integrated Cloud

Applications & Platform Services

ORACLE



ORACLE




