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Problem: Language Boundary as Barrier for Taint Analysis

function requestHandler(request, response) {

var code = Buffer.from(dangerousData());

var lTag = Buffer.from("<html>");
var rTag = Buffer.from("</html>");

var html = Buffer.concat([lTag, code, rTag]);

response.end(html);
}

var http = require('http')
http.createServer(requestHandler).listen(8080);
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1 Add Taint Label to data originating from Taint Sources1 Add Taint Label to data originating from Taint Sources

2 Propagate taint labels together with the data2 Propagate taint labels together with the data

3 Detect tainted data in Taint Sinks3 Detect tainted data in Taint Sinks
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Truffle Instrumentation and Partial Evaluation for Efficient Taint Propagation

Extensible Framework for Multi-Language Dynamic Taint Analysis
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Proposed Solution: Polyglot Taint Analysis with GraalVM
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Taint Propagation with Shadow Memory

Instrumentation Node Implementation

…

Analysis
Platform

Analysis
Platform

…

Foreign Function Interface

Execution Event 
Node

Taint Propagation 
Node

Taint Computation 
Node

T
ru

ffle
T
a
in

t
F
ra

m
e
w

o
rk

E
x
te

n
s
io

n
 /

A
p
p
lic

a
tio

n

Access
Output

Access
Input
Taint

Provide
Ouput
Taint

Access
Inputs

Reusable
Functionality

Truffle
API Publish

Execution
Events

Use
Common 

Functionality

Buffer.from

"<html>"

No Taint

Propagate

…

…

S
h
a
d
o
w

M
e
m
o
ry

…
…

SPLASH‘19

Reusable Functionality

Propagation
Strategy

Shadow
Memory

Abstract
Taint …

Language
Feature

Instrumentation

Language-Specific 
Taint Extension

Taint Analysis
Application

• Focused language extensions and analysis code

• Choose suitable abstractions

• Implement abstractions efficiently

• Adaptable language-level instrumentation

• Adapt to define propagation semantics

• Taint Sources and Sinks

• Implicit flows and granularity

• Analysis-defined taint labels

• Code reuse across target languages

• Language-agnostic taint analysis

• Integration of multiple languages

• Language-specific storage strategy

• Granularity of label attachment

• Joined optimization of program and 
instrumentation code

• Design propagation mechanisms amenable to 
dynamic compilation and Graal optimization

• Leverage speculative execution to guide 
optimizing compiler

• Instrumentation nodes observe data-flow 
and propagate taint labels
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