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Å Untrusted deserialization exploits, where a serialised object graph ( i.e. gadget chain) is used to 
achieve denial-of-service or arbitrary code execution were introduced in the 2017 OWASP Top 10 
ƴǁƷ ǀƸǅƺƸƷ Ƽǁ ǇƻƸ ƵǅǂƴƷƸǅ GƼǁƽƸƶǇƼǂǁH ƶƴǇƸƺǂǅǌ Ƽǁ ǇƻƸ }{}| ǉƸǅǆƼǂǁ.

Å State-of-the-art approaches (e.g. JDK1 deserialization filters), ask developers to block or allow 
classes individually, without any context, despite the sequential nature of gadget chains.

ÅWe show how Markov chains can help detect sequences of features that are typical of gadget chains 
to detect and prevent deserialization attacks.

Problem and Proposed Solution
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[1]: JDK is a registered trademark of Oracle and/or its affiliates. Other names may be trademarks of their respective owners.



The Java 1 Serialization Format
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[1]: Java is a registered trademark of Oracle and/or its affiliates. Other names may be trademarks of their respective owners.
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ñA whole is what has a beginning 
and middle and endò

Aristotle, Poetics (335 BCE)
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What Makes A Good Gadget Chain?
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Aristotle got it right. A good gadget chain needs:

Å A method that will be called at the beginning of 
deserialisation to hand control to...

Å Linker classes in the middle that will set the scene for...
Å The target method that will be invoked at the end of 

deserialisation.

What Makes A Good Gadget Chain?

Aristotle, Poetics (335 BCE)



Hypothesis
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The sequence of classes and their features 
differ significantly between benign and 
malicious deserialization chains.



Given a class C and a set of Boolean class features F, we can abstract C to a set of Boolean features f:

ὅᴼὪȟὪᶰὖὊ

Similarly, we can abstract any gadget chain G as a sequence of feature sets:

Ὃᴼ ὪȟὪȟỄȟὪ ȟὪȟὪᶰὖὊ

Graphically:

Modelling Java Deserialisation as Markov Chains (1)
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Features - From Manual Review of ysoserial Gadget Chains
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